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4.1. Abstract 

Cyber world is emerging as a new platform for the crimes. Maximum number of victims are 
women. Trolling, abusing, threatening, stalking, voyeurism, body-shaming, defaming, 
surveillance, revenge porn and other forms of indecent representation of women are pervasive 
in the cyber world. These crimes are mostly found to occur through fake ids through Facebook, 
twitter, LinkedIn etc. There is always a way out for every problem, hence there are various 
laws setup to punish the criminals. They are established to protect the general public and 
provide security and safety to the personal data. There are sections in Information and 
Technology Act, 2000 where stalkers and cybercriminals can be booked for breaching of 
privacy. Cyber Crime Prevention against Women and Children (CCPWC) Scheme is launched 
to control cybercrimes against women and children in the country. With the increase 
technology, cyber-crime and victimization of women is also increasing and creates a major 
threat to the safety and security of the users. IT Act 2000, is enacted to combat crimes in cyber 
world. The Act has stated certain offences as publishing of obscene materials, cyberbullying, 
hacking, tampering thee data as punishable offences. The paper mainly focusses on the 
situation of women in the cyber world. We will be discussing on the various aspects of mental 
and physical problems faced by the women in the cyber world. The main objective of the paper 
is to make the women victims aware of the crimes and inherit in them a spirit of confidence 
that they could come up with their problems and unmask the criminals. 

4.2. Introduction 

 Cybercrime deals with the use of a computer as an instrument to illegal ends, such as 

committing, trafficking in child pornography, fraud and intellectual property, violating privacy, 

stealing identities. Cybercrime comprises of   wide range of activities, but generally they can 

be broken into two categories firstly Crimes that target computer networks or devices which 

include viruses and denial-of-service (DoS) attacks and Crimes that use computer networks to 

advance other criminal activities which include cyberstalking, phishing and fraud or identity 

theft. More broadly, cyber-crimes may be identified with ‘criminal activities that make use of 
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computers and networks’24; or crimes committed on the internet.25 Internet usage  in India is 

one among the highest in the world. 

4.3. Cyber-crime against women 

Internet and technology has enabled many people to actively participate in public life. It has 

become a platform to express our views openly. But this participation comes at a cost for 

women   who face online violence and abuse for expressing their opinions on social media. 

Online abuse takes aim at women’s sexuality, reducing them to sexual objects and reinforcing 

gender stereotypes. In the recent past, journalists like Barkha Dutt, student leaders like Shehla 

Rashid, and actors like Swara Bhaskar have faced horrific online abuse. Rape and death threats 

and other forms of gendered abuse have been directed at them for merely expressing their 

opinions online26. The National Crime Records Bureau says that around 12,000 incidents of 

cyber-crimes were reported in 2016, and nearly the same number that were reported the 

previous year were still pending investigation.27More than 60% of complaints lodged to the 

Karnataka State Women’s Commission are about the harassment of women on social media, 

according to the commission’s chairperson Nagalakshmi Bai.28 According to a monthly crime 

statistics collected by the police of Karnataka, in December 2018, 26 cases of cybercrimes 

against women were reported at cybercrime police stations in the state and 96 in the entire 

year 29.Chairperson for the National Commission for Women Rekha Sharma said the National 

Commission, too received a lot of complaints of such nature, and they were propagating day 

by day as due to increase in the usage of social.30 

 

 

                                                             
24 Thesop.org/story/technology/2009/09/19/key-cybersecurity-term. 

25 www.usbank.com/cgi_w/cfm/about/online_security/terms_defs.c. 
26 //amnesty.org.in/need-talk-online-violence-women-india-2/ 

27 //ncrb.gov.in/StatPublications/CII/CII2016/pdfs/Crime%20Statistics%20-%202016.pdf. 

28//economictimes.indiatimes.com/articleshow/67863140.cms?utm_source=contentofinterest&utm_medium=tex

t&utm_campaign=cppst. 
29//economictimes.indiatimes.com/articleshow/67863140.cms?utm_source=contentofinterest&utm_medium=tex

t&utm_campaign=cppst. 

30//economictimes.indiatimes.com/articleshow/67863140.cms?utm_source=contentofinterest&utm_medium=tex

t&utm_campaign=cppst. 
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4.4. Types Of Cyber Crimes Against Women 

a. Cyber Harassment. 

Cyber Harassment refers to online harassment i.e., one which is caused through the use of 

Internet. It is a resultant of the usage of email, instant messaging, and derogatory websites to 

bully or otherwise harass an individual or group through personal attacks.31As the use of 

Internet is becoming increasingly an important sector of human life. It has also become a 

critical space where voices of women are heard and their inability to feel safe. In India, there 

have been a number of reports in the media about women who reported online abuse to social 

media platforms, but received highly unsatisfactory responses.32Recently, journalists like 

Barkha Dutt, student leaders like Shehla Rashid, and actors like Swara Bhaskar have faced 

horrific online abuse33. Journalism is an important field where women face harassment and 

according to a study journalism is the only category where women face more harassment than 

men i.e., women receive three times more on counterpart to men.34 A journalist in India Dhanya 

Rajendran was criticized online for panning a movie on Twitter. The editor-in-chief of the 

digital news platform The News Minute was stated as a prostitute and was asked to upload 

nude photographs and videos of herself and accused of performing sex acts with her 

supporters. The trolling continue for three days and had more than 30,000 tweets. Barkha Dutt 

received 3,020 abusive tweets, 35while Rana Ayyub received 2,582 abusive tweets.36 Thus, the 

women are facing harassment and it is our duty to keep them safe. 

b. Cyber Stalking 

Cyber stalking is when a person is followed and pursued online which leads to the invasion of 

privacy and watch on every move. It is a type of harassment, which can shatter the life of the 

victims and leave them feeling very loath and threatened. A cyber stalker does not engage in 

direct physical threat to a victim, but follows the victim’s activity online so that the 

information can be collected and threatens in different forms of verbal intimidation. There are 

three types of cyber stalking email stalking, computer stalking and internet stalking. As per 

                                                             
31 //definitions.uslegal.com/c/cyber-harassment/. 

32//amnesty.org.in/need-talk-online-violence-women-india-2. 
33//amnesty.org.in/need-talk-online-violence-women-india-2/. 

34 //demos.co.uk/press-release/demos-male-celebrities-receive-more-abuse-on-twitter-than-women-2/. 

35 www.hindustantimes.com/interactives/lets-talk-about-trolls/whats-it-like-to-get-trolled-all-day-long/. 

36 Ibid. 
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reports of the Rachakonda Commissionerate in Karnataka, A sudden rise in the complaints 

dealing with cyber stalking has been noticed in January 2019. Eight complaints of social media 

harassment and cyber stalking have been lodged in 23 days in January 2019. 37In Manish 

Kathuria And Ors. Etc. Etc. vs State Of Punjab 38And Others which was the first reported 

case of cyber-stalking in India and became the reason for the amendment of IT Act 200839, 

this case involved stalking of a woman named Ritu Kohli. Ritu Kohli was followed by man 

Kathuria on a chat site, he abused her by using obscene language and then circulated her 

telephone number to different people. Later, he started using her identity so that he can chat 

on the website named as "www.mirc.com". Resulted  to this  she started receiving almost forty 

obscene telephone calls at odd hours of the night for three days continuously. This forced her 

to report the matter to the Delhi Police. After, the complaint was filed, Delhi Police traced the 

IP addresses and arrested Manish Kathuria under Section 509 of the Indian Penal Code. As 

there was no provision to cyber stalking at the time of complaint thus, the IT Act could not be 

made applicable. While there is no record of any following proceeding, this case awakened 

the Indian legislators to the need of a legislation to address cyber-stalking. Even then, it was 

only in 2008 that Section 66-A was introduced.40Karan Girotra V. State  ,President Pranab 

mukharjee's daughter stalking case   Vinu Priya Case, are various cases which showed cyber 

stalking against women in various sectors 

c. Cyber Pornography 

The case of Air Force Balbharati School  (Delhi)  is a recent case comes under this category 

where a student of the School was teased by all his classmates for having a pockmarked face. 

The student become tired of the cruel jokes and decided to get back at his tantalizers. He 

morphed and uploaded nude photographs of his classmates and teachers on a website that has 

free web hosting service. The father of one of the class girls featured on the website came to 

know about this and lodged a complaint with the police41. It is covered by the IT Act 2000 to 

a certain extent by Section 67 of the IT Act 2000. Along with IT Act the perpetrator can be 

                                                             
37//economictimes.indiatimes.com/articleshow/67863140.cms?utm_source=contentofinterest&utm_medium=tex

t&utm_campaign=cppst. 

38 Civil Appeal No(S). 21848-21850/2017 arising from SLP (C) Nos.1842-1844 of 2017 
39 Information Technology Act, 2008,No10,Act Of Parliament,2008,(India). 
40 http://www.legalserviceindia.com/legal/article-214-cyber-stalking-challenges-in-regulating-cyberstalking-at-

the-cyber-space.html 

41 Abhimanyu Behera, “ Cyber Crimes and Law In India,” XXXI, IJCC 19 (2010) 
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punished under various Sections of IPC (Section 290 for committing public nuisance, section 

292 for sale of obscene books etc, and section 292A for printing or publishing grossly indecent 

or scurrilous matter or matter intended to blackmail, section 293 for sale etc of obscene objects 

to young persons and then section 294 for doing or composing, writing etc of obscene songs 

and finally under section 509 for outraging the modesty of women)42 In Dr.L.Prakash v. 

Superintendent   43the accused was  surgeon who  forced a women and asked her to perform 

sexual acts and afterwards uploaded and sold those videos as adult entertainment materials 

worldwide. He was charged under section 506, 367 and 120-B of the IPC and Section 67 of 

Information Technology Act, 200044. The accused was sentenced for life imprisonment and a 

pecuniary fine of Rupees 1, 25,000 under the Immoral Trafficking (Prevention) Act, 1956 

d. Cyber Defamation 

Cyber defamation means publishing of any defamatory material against another person with 

the use of computers or internet. The term defamation should have an injury which must injure 

the reputation of a person in the eyes of a third person. A22-year-old HR personnel was 

allegedly sexually harassed and blackmailed for several weeks by an unknown person via a 

chat messenger platform. The woman kept blocking the sender’s numbers but would continue 

to receive messages from different numbers. The sender also sent messages to the victim’s 

family, in which the woman’s character was defamed45. Similarly there had been many cases 

in India like Yugant Tam Marlapalle v. Union Of India46 , Mohit Kumar v. 

hh.mohiykumar@gmail.com,47 JCB India v. Abinav Gupta48 , JCB India v. IP Address 

122.163.98.16649, JCB India v. abhinavdeepti@indiatines.com50 , VMD  CAD &Graphic 

Technology v. Ambuj Kumar Goe51l etc. wherein High Courts have issued ad-interim 

                                                             
42 //www.elixirpublishers.com/articles/1351168842_47%20(2012)%208891-8895.pdf 

43 MANU/TN/2822/2002 

44 Information Technology Act, 2000,No21,Act Of Parliament,2000,(India). 

45//economictimes.indiatimes.com/articleshow/67863140.cms?utm_source=contentofinterest&utm_m

edium=text&utm_campaign=cppst 

46 WP(Civil)6554/2006(Aurangabad Bench Of Bombay High Court) 

47 CS(OS)No.2366/2006 
48 CS(OS)No.691/2006 

49 CS(OS)No.1021/2008 

50 CS(OS)No.1143/2008 

51 CS(OS)No.142/2009 
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injunctions against the intermediaries.52 Section 67 of IT Act and Section 500 of IPC can be 

applied in such cases. And when people who are known to each other really or virtually start 

publishing defaming stories in obscene languages on social media such that they are available 

to the third person, it turns out to be cyber sexual defamation. Such person can be booked under 

section 67and 72 of the IT Act. 

e. Morphing 

Morphing is increasing in today’s world with the increase in technology. It is the process of 

editing the original pictures so that it can be misused. People download womens’ photographs 

from social media and upload the distorted pictures on various other sites  like porn sites and 

spread them publicly. In February 2019, a new incident had occurred where morphed photos 

of village women and girls were uploaded on facebook and instagram. The rural women were 

morphed on foreigner’s body53.There are many cases in India which showed  the increasing 

level of morphing  like State vs . Madachirayil Gopinathan54, Subhash Kumar Sharma vs 

State, 55Nandita Chaudhary vs State, etc.56 

f. E-mail spoofing 

Email spoofing is one in which the Email seems to be sent from one but originally is from 

someone else. E mail spoofing is usually done by falsifying the name and/or email address of 

the originator of the e-mail. E mail spoofing is a popular way to bilk online. Spoofing is done 

when someone disguise one computer to electronically "look" like another computer in order 

to gain access to a system that would normally be restricted.  Email-spoofing is generally used 

by, spammers and others, with mischievous and malicious intent. By making changes in certain 

properties of e-mail like return path, received header and reply path users can make the email 

appear to be from someone other than the actual sender. In Gujrat Ambuja Executive case 

the man tried to be a girl for blackmailing and cheating the Abu Dhabi based NRI.57 

                                                             
52 Dr. Amita Verma,“Cyber Crimes In India”,1st edition,p257-258 

53 //timesofindia.indiatimes.com/topic/photo-morphing-case. 

54 //indiankanoon.org/doc/89437851/ 
55 //indiankanoon.org/doc/8179532/. 

56 //indiankanoon.org/doc/105493459/. 

57  G. Rathinasabapathy and L. Rajendran, “ Cyber Crimes and Information Frauds: Emerging Challenges For 

LIS Professionals,” Conference on Recent Advances in Science & Technology ( 2007). 
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g. Cyber Bullying   

Cyber bullying is a type of harassment which deals with posting hurtful messages about other 

people. Acts of cyber bullying may not only be considered slanderous, but may lead to fatal 

consequences. Any sort of shameful content on the internet, threatening to commit any act of 

violence, sending vulgar messages online, stalking by means of  messages or calls,  or 

threatening of child pornography is called as cyber bullying. There are many Indian laws that 

allow a woman to deal with this and with the help of Indian police, you can sort this particular 

issue.58 One of the appropriate example here is singer Chinmayi who was threatened by some 

people on Twitter. She complained about them and took police’s help to detain them as she 

was continuously getting rape and murder threats from people.59 Under IT Act there are only 

three provisions which relates directly to cyber-crime i.e. Section 67, 70 and 72. 

4.5. Legal aspects 

Cyber Law Under the Information and Technology Act, 2000, stalkers and cybercriminals can 

be booked under several sections for breaching of privacy:  

 Section 67 deals with publishing or transmitting obscene material in electronic form.  The 

earlier section in ITA was later widened as per ITAA 2008 in which child pornography 

and retention of records by intermediaries were all included.  

 Section 66A: Sending offensive messages through communication service, causing 

annoyance etc., through an electronic communication or sending an email to mislead or 

deceive the recipient about the origin of such messages (commonly known as IP or email 

spoofing) are all covered here. Punishment for these acts is imprisonment up to three years 

or fine.  

 Section 66B: Dishonestly receiving stolen computer resource or communication device 

with punishment up to three years or one lakh rupees as fine or both.  

 Section 66C: Electronic signature or other identity theft like using others’ password or 

electronic signature etc.  

 Section 66D: Cheating by person on using computer resource or a communication device 

shall be punished with imprisonment of either description for a term which extends to 

three years and shall also be liable to fine which may extend to one lakh rupee.  

                                                             
58 www.soravjain.com/cyber-security-for-women-in-social-media 

59 www.bbc.com/news/av/world-asia-india-37778108 
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 Section 66E: Privacy violation – Publishing or transmitting private area of any person 

without his or her consent etc. Punishment is three years imprisonment or two lakh rupees 

fine or both.  

 Section 66F: Cyber terrorism – Intent to threaten the unity, integrity, security or 

sovereignty of the nation and denying access to any person authorized to access the 

computer resource or attempting to penetrate or access a computer resource without 

authorization.  

 Section 72: Punishment for breaching privacy and confidentiality.  

 Section 72A: Punishment for disclosing information during lawful contract. 

  Section 441 IPC: This section deals with criminal trespassing.  

 Section 354D: This section deals with stalking. It defines stalker as a man who follows a 

woman and tries to contact such woman, monitors every activity undertaken by the woman 

while using digital media.60 

4.6. Reasons behind the growth of these crimes 

a. Legal reasons 

The main object of the Information Technology Act is to deal with cybercrime and e-

commerce. It mainly deals with the offences of section 66, section 72, section 67 and section 

74 which are hacking, breach of confidentiality and privacy, publishing of information which 

is obscene in electronic form publication for fraudulent purpose respectively. But most of the 

cybercrimes like rolling, online grooming, privacy, infringement, bullying, pornography, 

sexual defamation, morphing, spoofing and so on are not covered under the act. IT Act does 

not talk about the jurisdiction of the cyber-crimes, the question of place for reporting the case 

arises as soon as the crime is committed in one place affecting a person at another place and 

then reported at another place. Although in the most of the cases, for the matter of territorial 

jurisdiction Criminal Procedure Code is being followed. Crimes like Cyber defamation, cyber-

sex, and email spoofing, hacking and trespassing into one’s privacy are very common now days 

but IT Act does not specifically mention any sections relating to them61. There is no specific 

law for the protection of women against cyber-crime meanwhile Indian Penal Code, Code of 

Criminal Procedure, Indian Constitution give special protection to women and children but the 

                                                             
60 //www.livelaw.in/cyber-crimes-against-women-and-laws-in-india/. 

61 Abhimanyu Behera, “ Cyber Crimes and Law In India,” XXXI, IJCC 19 (2010) 
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same modesty of women seems not to be protected in the cyber world. When women faces the 

cyber-crimes, the problem is more faced mentally than being physical while the focus of the 

laws ensuring women’s security is more on physical than on mental harm. 

b. Social reasons 

Women are not able to complaint cyber-crimes immediately because they are not really familiar 

as to where to report such crimes or are not that serious about reporting the same due to social 

embarrassment which they are not willing to face. It is important to broaden their mindset and 

must whip to curb down by taking derring-do against such perpetrators that is to go ahead and 

lodge an immediate complaint. The problems can be easily solved if women are active towards 

their responsibilities, however they must immediately complain of the crime and must strictly 

oppose such crimes. Sometimes Indian women are silent also due their family goodwill and 

tolerate all the tortures. They remain silent so that they can protect them and their family from 

defamation. In sexual cases, women prefer not to go for the police complaint may be in real or 

virtual world because it may harm their family life.  

c. Suggestions 

 There must be provisions for filing online complains related to the cyber-crime against 

women and the cognizance of the same must be taken very seriously. 

 There must be specific legislations for the protection of women against cyber-crime which 

will help in safeguarding the women against the offences committed against them in the 

cyber world 

 Awareness programme must be setup for spreading the information of the existing offences 

against women in the cyber world and make them aware of the remedy that they should 

seek as the aggrieved party. 

 In every police station of the local area, recommendation for a separate officer dealing with 

cyber crime must be made so that the special officer pays attention to the grievances of the 

women that they suffer in the course of cyber use. 

4.7. Conclusion 

It is the time that we must take cyber-crime against women more seriously. We must ensure 

that the women are able to express themselves without any fear on online platforms. We need 

to create secure space for women to talk about the harassment they face and also we should 
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improve the implementation of existing laws. The law should be implemented to increase the 

awareness amongst women.  

The Constitution of India ensues equality to women in expressing their views so when they do 

so they must not be trolled or harassed for keeping their opinion in view.  

Women must not be treated as sexual objects. India is one of the few countries to enact IT Act 

to resolve cyber dispute.  

The government of India initiated a portal 62 under National Mission for the safety of women 

by utilising Nirbhaya funds, to facilitate victims/complainants to report cybercrime complaints 

online. 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

                                                             
62 cybercrime.gov.in 


