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3.1. Abstract 
 

This paper describes cyber forensics, also known as computer forensics, which is associated 
with the investigation of computer crimes. It is a subdivision of digital forensic science, which 
relates to detect the evidence in computers and digital storage media. Cyber forensics refers to 
identify, preserve, recover, analyze, present facts, and opinions respect to the digital 
information. Computer forensics may be used in civil proceedings as well as criminal 
proceedings.  Evidence composed from cyber forensic analysis is typically subjected to similar 
procedures and performs as supplementary digital evidence. With the advancements of use of 
computers, the need for cyber forensics came into light to protect the users of computer. 

3.2. Introduction 
 

Cyber forensics also known as computer forensic science. It is basically a subdivision 
of digital forensic science which helps in searching proof related to computers and 
digital storage media. The objective of cyber forensics is to examine digital media forensically 
and identifying, preserving, recovering, analyzing and presenting facts and opinions pertaining 
to the digital information. 

It relates to the investigation of computer crime, computer forensics may also be used in civil 
proceedings and criminal proceedings are also done in cyber forensics. It involves same kind 
of techniques, rules and principles to data recovery, but with some extra guidelines and 
practices made to create a legal audit trail. 

Evidences pertaining to computer forensics investigations are usually the same guidelines and 
practices which are of other digital evidences. In the early 1980s personal computers became 
more available to users which lead to result in committing fraud which comes under criminal 
activity. With the rapid growth the crimes also grew which called for cyber forensics 
investigation in order to remove such practices. Today it is used to investigate a crime such 
as, child pornography, fraud, espionage, cyberstalking, murder and rape. The civil proceedings 
includes Electronic discovery) 

3.3. History 

The first case of computer crime in the world was recorded in Texas, USA in 1966  and 
punishment was given for five-year sentence. In the 1970s and 1980s personal computers 
became accessible, both at home and in the workplace; subsequently law enforcement agencies 
noticed the emergence of a new class of crime: computer crime. Similar to all crime, this 
computer crime required investigation reliable evidence for successful prosecutions. So 
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emerged the need of computer forensics which is also known as cyber forensics, which aims 
to solve, document and enable prosecution of computer crime. By the 1990s, law enforcement 
agencies in country which is technologically advanced became aware of computer crime, and 
had adopted procedure for its investigation and prosecution. Many scientific research centers 
were also formed, and the software industry also aided by providing various specialized tools 
to help in investigation of computer crime 

Computer forensics is systematic inspection of the computer system and its contents for 
evidence or supportive evidence of a civil wrong or a criminal act during the investigation. 
Computer forensics requires specialized expertise and tools which is provided by software 
industry. It is more than the normal data collection and preservation techniques available. 
Computer Forensics is simply the application of computer investigation and analysis 
techniques which helps in determining legal evidence. This process often involves the 
investigation and examination computer system, but it is not limited to the data acquisition of 
the media within the computer. The forensic examiner gives an opinion, based upon the 
examination of the material that has been recovered. After giving of an opinion and report, he 
will determine that it would be used for criminal, civil or unauthorized activities. Mostly, 
computer forensics experts investigate data storage devices, which are not limited to hard 
drives, portable data devices. 

3.4. Need for Computer Forensics 

a. To find out digital evidences whether lost, deleted or damaged 

b. To find out who is the criminal behind this crime 

c. Presenting evidences in a way that it helps in legal action 

d. To recover data if hardware or software fails 

3.5. Computer forensics experts: 

 Identify sources of documentary or other digital evidence 
 Protect the evidence 

 Analyse the evidence 

 Present the findings 

Computer forensics should be done in such a way that it adheres to the standards of evidence 
that are admissible in a court of law. Thus, computer forensics must be techno-legal in nature 
rather than purely technical or purely legal. 

Digital evidence is any data which is kept preserved in the computer system which can be read 
by any person. There can be two types of digital evidence: Persistent data which means any 
data which is not affected by the computer turn off or on. For example data kept in hard drive. 
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And second is, Volatile data which means if the computer is turned off then the data will also 
be deleted. For example deleted files, web browsing history. 

Now a days, companies or organizations are using cyber forensics or computer forensics in 
wide number of cases such as; 

* Intellectual Property theft 
* Industrial espionage 
* Employment disputes 
* Fraud investigations 
* Forgeries 
* Bankruptcy investigations 
* Inappropriate email and internet use in the work place 
* Regulatory compliance 

 

3.6. Stages of an examination                                                                                      

The process of computer forensic examination is divided into six stages mentioned in 
chronological order: 

 Readiness 

Forensic readiness is an important aspect and easily overlooked stage in the examination 
process. In commercial computer forensics it can include educating clients about system; for 
example, forensic examinations will provide stronger evidence if a device’s auditing features 
have been activated prior to any incident. For the examiner, readiness will include proper 
training, regular testing and verification of their software and equipment, awareness of 
legislation, dealing with unexpected issues and ensuring that the on-site acquisition kit is 
complete and is in working condition. 

 Evaluation 

The evaluation stage consist of instructions directed, the clarification of those instructions if 
unclear, risk analysis and the allocation of roles and resources. Risk analysis for law 
enforcement may include a through report on the likelihood of physical threat on entering a 
suspect’s property and how to prevent it. Financial organizations also need to be aware of health 
and safety issues, conflict of interest issues and of possible risks – financial and to their 
reputation – on agreeing to a particular project. 

 Collection 

The main part of the collection stage, is collecting and has been introduced above. If collection 
process is to be carried out on-site rather than in a computer forensic laboratory, then this stage 
would include identifying and securing those devices and further preventing any threat to 
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devices which may store evidence and documenting the scene. Interviews or meetings with 
individuals who may have any such information relevant to the examination (which could 
include the end users of the computer, and the manager and person providing computer 
services, such as an IT head) would usually be carried out at this stage. The collection stage 
also involves collecting labeling and bagging of evidential material from the site, to be sealed 
in numbered tamper-evident bags. Proper assistance should be given to securely transporting 
the material to the forensic laboratory. 

 Analysis 

Analysis relays on the specifics of each job. The examiner usually provides feedback to the 
customer during analysis and from this dialogue the analysis may take a different path or be 
narrowed to specific areas. Analysis must be accurate, thorough, impartial, recorded, and 
carried out completed within the time frame available and resources allocated. There are 
various tools available for computer forensics analysis. It is our opinion that the examiner 
should use all tools available to him and feel comfortable with as long as he can justify their 
choice. The main requisites of a forensic tool is that it must do what it is meant to do and the 
only way for examiners to be sure of this is for them to frequently test and calibrate the tools 
they rely upon before conducting analysis. Dual-tool verification can confirm result integrity 
during analysis (if with tool ‘A’ the examiner finds artifact ‘X’ at location ‘Y’, then tool ‘B’ 
should replicate these results). 

 Presentation 

This stage requires the examiner to produce a structured report on their findings, mentioning 
the points in the initial instructions along with any additional instructions. It shall also cover 
any other relevant information which the examiner needs to include. The report must be written 
with the end reader in mind; in many cases the reader will be layman, and thus reader-
appropriate terminology should be used. The examiner should also be prepared to indulge in 
meetings or telephone conversations to discuss and elaborate on the report. 

 Review 

As with the readiness stage, the review stage is often neglected or disregarded. This may be 
due to the discern costs of doing work that is not billable, or the need ‘to get on with the next 
job’. However, if review stage is incorporated into each examination it will help in saving some 
money and improve the level of quality by making upcoming examinations more efficient and 
effective. A review of an examination can be simple, quick and can begin at any of the above 
stages. It may include a basic analysis of the problem encountered, what went well, and how 
the learning from this examination can be incorporated into future examinations’. Feedback 
from the instructing party should also be considered in regard. Any lessons learnt from this 
stage should be incorporated into the next examination and fed into the readiness stage. 
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3.7. Conclusion 

This computer forensics would enable person to find out the evidences whether it is deleted or 
lost. This will achieve success in coming future as it protects the users of computer and the 
matter now goes to court so the remedy would be granted to each and every person who is 
aggrieved. As now world is becoming digitalized so people are purchasing more and more 
computers and laptops and they also do their office work on computers so cyber forensic will 
be a great way to solve the problem of  hacking and other mal practices done by the criminals. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


