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1.1. Abstract  

The advancement in emerging net technology and its wide unfold knowledge ends up in 
security problem and cyber-crimes. Social Networking websites are used as a way of 
communication for interaction among people across the world, though it have numerous 
benefits like it helps in connecting people’s lives, buy products, share information etc., but 
unfortunately several threats also accompany these countless advantages. Even though it 
appears that social media has got the world closer, there is a flipside to it. Many offender use 
it as a vulnerable means to commit offences like identity theft, cyber terrorism, sending 
offensive messages etc. and many of us falls into such trap due to lack of awareness or overuse 
of social networking sites. The purpose of paper is to provide glimpse of how growth of social 
networking websites provides more scope for cyber criminals to carry out their illegal activities 
and the cases relating to the cyber offences happening on theses social networking sites, which 
have got the attention of public. The paper also covers the laws enacted under different statues 
to regulate cyber-crimes. 

1.2. Introduction  
The wide use of web provides platform to cyber criminals. Social media is a assortment of 
websites and applications built on idea of enhancing networking and sharing of data online.1 
The popular social media applications are Facebook, Whats App, twitter, Skype, Instagram, 
YouTube, etc. In past few years social media has gained popularity in the society. Despite the 
numerous benefits that social media provides globally, people need to be made aware of the 
threats accompany with social media. Unfortunately, Social media has become the favorite 
platform for cyber criminals to hold their dirty activities.2 Cyber Criminals are those who 
perform criminal activity through the computer networks violating the rules and regulations 
and laws which is known as cyber-crime. The common example of cyber-crimes are theft, 
damage, software piracy etc. Cyber criminals encourages social media users to publish their 
personal details like age, gender, address, phone number, etc. Social media provides platform 
to the cyber criminals to manipulate personal information and use that to commit crimes.  

1.3. Social Media 

Social network is a dedicated website or an application that permits users to communicate with 
one another by posting data, comments, messages, images etc.3 Social media is computer based 
technology that facilitates the sharing of ideas, thoughts, and data through the building of 

                                                             
1 What is social media?, “British Journal of Midfery”, vol.22 , 2014 

2 Social Media: A hunting ground for cyber criminals, www.bbc.com 
3 Oxford Dictionary 
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virtual networked and communities. Social media originated as the way to move with friends 
and family however was later adopted by businesses that wished to reach out to customers 
through a popular new communication method. According to Forbes, there are about 1 billion 
social media accounts all over the world, these accounts makes almost all of the countries of 
the world connected with each other. Social media is a very common in today’s modern world, 
social media is considered to be one of humanity’s greatest achievements and 
accomplishments.4 

1.4. Cyber-crimes  

Cyber-crime is a dangerous crime involving computers or digital devices, during which a PC 
is either a target of the crime, a tool of the crime or contain proof of the crime. Cyber-crime 
has become one of the most complex global issue in the legal framework. Cyber-crime 
primarily outlines any criminal activity that happens over internet. . There are many examples 
such as fraud, malware such as viruses, identity theft and cyber stalking. Cyber-crimes are 
broadly categorized into three groups such as crime against:5 

 INDIVIDUAL:  This type of cyber-crime can be in the form of cyber stalking, distributing, 
trafficking and "grooming". 

 PROPERTY: This type of cyber-crime includes stealing a person's bank details and drain 
off money; misuse the mastercard to create frequent purchases online; run a scam to 
induce naive individuals to give their hard-earned money; use malicious package to 
realize access to an organization's web site or disrupt the systems of the organization. The 
malicious package also can injury software and hardware, a bit 
like vandals injury property within the offline world. 

GOVERNMENT:  Crimes against government includes cyber terrorism. If criminals are 
successful, it can cause devastation and panic amongst the citizen. If criminals are successful, 
it can cause devastation and panic amongst the citizen. In this class, criminals hack government 
websites, military websites or circulate propaganda. 

1.5. Crimes on Social Media 

1) Hacking 
Hacking usually refers to unauthorized intrusion into a computer or a network. Cyber 
criminal use completely different attack techniques to urge access to targeted users digital 
devices. Cyber criminals send email or messages to the social media user’s when users 
click thereon link get hacked by criminals. Hacking can also refer to non-malicious 
activities, usually involving unusual or improvised alterations to equipment or processes. 
 

2) Identity Theft 
Identity theft is a serious crime which have damaging and comprehensive effect for its 
victims. Online identity theft is the most common cyber-crime. Identity theft is committed 

                                                             
4 https://www.bartleby.com/essay/Social-Media-and-its-Impact-FKC6QSLYTJ  
5 https://www.urbanpro.com/class-ix-x-tuition/essay-on-cyber-crime  
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to steal somebody’s identity without users permission to steal cash or to commit fraud. 
Identity thieves more and more use technology to get people’s personal data for identity 
fraud. The cyber criminals use social media to gather targeted users data. Criminals use 
stolen data to commit illegal activities. 
 

3) Phishing  
It is well known that email messages, texts and phone calls are strategies normally 
employed by criminals to individuals with the aim of committing money or identity fraud. 
Social media phishing attack is an initial choice among cyber criminals. Phishing is a 
common threat on the social media during which the offender creates and controls fake 
websites that appears the real ones to lure victims to reveal the personal information.6 
Generally, users receive links on social networking sites and when they tap on that link 
offender collect all the users’ data.  
 

4) Cyberbullying and Cyber Stalking  
Some of the common threats related to social networking sites are cyber bullying and cyber 
stalking. Cyber bullying is the use of technology like internet, emails, and social 
networking sites to harass, threaten, embarrass, or target an individual. Cyber bullying or 
any sort of bullying is against law. It can have horrible outcomes. Cyber Stalking has been 
outlined as a person who follows or contacts a woman, despite the clear indication of 
disinterest by the woman or monitoring the use of internet or electronic communication of 
woman. Both of these crimes have legal consequences and conjointly embrace 
imprisonment. 7 
  

5) Posting videos of criminal activity  
As smartphone and social media technology continue improve hand in hand, a lot of and 
more criminals are posting videos of their crimes on social media. Whereas this sounds 
somewhat atrocious, it very is simply short-sighted as a lot of and more police departments 
and prosecutors are able to depend upon these videos to arrest and convict these criminals. 
 

 

1.6. CASE LAWS 
 Google India Private ltd. v. Visaka Industries limited 8 

Visaka industry ltd, a construction materials company filed a case against Google India for 
criminal conspiracy, and publishing false defamatory content about the company in 2011 
alleging that a blogger named Gopal Krishna used Google’s Blogspot.com to spread the content 
which stated that, the company had connection with congress party and therefore the company 

                                                             
6 “ threats and anti threats strategies on social networking sites”, International journal of computer network  
7 Cyber bullying is rampant in India, The Logical Indian, https://thelogicalindian.com/good-to-

know/government-awareness/report-cyber-bullying/  
8 Second appeal No. 505, 2016 
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could manufacture asbestos. The A.P high court held Google India to be liable and therefore it 
filed the appeal in S.C which is still pending. 9 

 Suhas Katti v. Tamil Nadu10 
 

It was the first case in India where a conviction was handed down in connection with the 
posting of obscene messages on the Internet under the controversial section 67 of IT Act, 2000. 
In the case, a woman complained to the police about a man who was sending her obscene 
messages in a Yahoo message group. The accused also forwarded the emails received in a fake 
account opened by him in the victim’s name. The victim also received phone calls by people 
who assumed she was a prostitute.  

 Janhit Manch & Ors. v. UOI11 
The petition sought a blanket ban on pornographic websites. The NGO had argued that websites 
displaying sexually explicit content had an adverse influence, leading youth on a delinquent 
path.  

 JNU MMS SCANDAL case, 
 

In this cases a pornographic MMS clip was apparently made in the campus and transmitted 
outside the university. The two student initially tried to extort money from the girl in the video 
but when failed the culprits put the video out on mobile phones, internet, social networking 
sites. They were punished under sec 66E of IT Act, 2000. 

1.7. LEGAL PROVISIONS RELATING TO CRIMES ON SOCIAL MEDIA 

The Information Technology Act, 2000 provides for legal provisions relating to the crimes on 
social media: 

1. Cyber Defamation  

Cyber defamation is publishing of defamatory material against another person with the help of 
computers or internet. The offence of defamation is punishable under sec 500 of IPC with a 
simple imprisonment up to 2 years or fine or both. Sec 66 A of the Information technology act, 
2000 does not specifically deals with the offence of cyber defamation but it makes punishable 
the act of sending grossly offensive material for causing insult, injury or criminal intimidation.  

2. Cyber obscenity and pornography  

The IT Act, 2000 provides for all aspects of cyber obscenity and punishes for: 

 Sec 66E(Violation of privacy) 

Whoever, intentionally or knowingly captures, publishes or transmits the image of a private 
area of any person without his or her consent, under circumstances violating the privacy of that 

                                                             
 
9 https://indiankanoon.org/doc/144020000/  
10 C.C.NO.4680/2004  
11 PIL No. 155 of 2009  
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person, shall be punished with imprisonment which may extend to three years or with fine not 
exceeding two lakh rupees. 

 Sec 67 Punishment for publishing or transmitting obscene material in electronic form. 
-Whoever publishes or transmits or causes to be published or transmitted in the electronic 
form, any material which is lascivious or appeals to the prurient interest or if its effect is 
such as to tend to deprave and corrupt persons who are likely, having regard to all relevant 
circumstances, to read, see or hear the matter contained or embodied in it, shall be punished 
on first conviction with imprisonment of either description for a term which may extend to 
three years and with fine which may extend to five lakh rupees and in the event of second 
or subsequent conviction with imprisonment of either description for a term which may 
extend to five years and also with fine which may extend to ten lakh rupees. 
 

 Sec 67A Punishment for publishing or transmitting of material containing sexually 
explicit act, etc., in electronic form. -Whoever publishes or transmits or causes to be 
published or transmitted in the electronic form any material which contains sexually 
explicit act or conduct shall be punished on first conviction with imprisonment of either 
description for a term which may extend to five years and with fine which may extend to 
ten lakh rupees and in the event of second or subsequent conviction with imprisonment of 
either description for a term which may extend to seven years and also with fine which may 
extend to ten lakh rupees. 

 Sec 67 B Child Pornography- The offender is punishable on first conviction with 
imprisonment which may extend to 5 years and with fine which may extent to Rs 10 lakh 
and second or subsequent conviction with imprisonment up to 7 years and with fine which 
may extent to Rs 10 lakh. 

3. Cyber Stalking  

The offender is punishable on first conviction with imprisonment which may extend to 3 years 
and shall be liable to fine and second or subsequent conviction with imprisonment up to 5 years 
and with fine.12 

4. Hacking and Virus Attacks  

It is a computer trespass where the hackers enters the computer resource without permission of 
actual owner. Sec 43 of the IT Act, 2000 punishes the offence with imprisonment for a term 
which may extent to 3 years or with fine which may extent to Rs 5 lakh or both.  

5. Privacy Violation  

Sec 72 Penalty for breach of confidentiality and privacy.-Save as otherwise provided in this 
Act or any other law for the time being in force, if any person who, in pursuance of any of the 
powers conferred under this Act, rules or regulations made thereunder, has secured access to 
any electronic record, book, register, correspondence, information, document or other material 
without the consent of the person concerned discloses such electronic record, book, register, 
correspondence, information, document or other material to any other person shall be punished 

                                                             
12 Inserted by criminal amendment act, 2013 
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with imprisonment for a term which may extend to two years, or with fine which may extend 
to one lakh rupees, or with both. 

6. Sec 66C( Identity theft) 

Whoever, fraudulently or dishonestly make use of the electronic signature, password or any 
other unique identification feature of any other person, shall be punished with imprisonment of 
either description for a term which may extend to three years and shall also be liable to fine 
with may extend to rupees one lakh. 

1.8. Preventive Measures 

To avoid becoming a victim of cyber-crime, we all need to accept responsibility for our own 
security and safety online. This means using safe online practices and being aware of the ways 
that criminals try to obtain personal information online. 

There are some practical things you can do to help protect against and prevent cyber-crime, 
including: 

 being on the lookout for email scams, 
 securing your computer from cyber-crime attacks, 
 staying safe on social media, 
 exercising caution when shopping online, 
 keeping your personal information protected, and 
 adopting strategies to prevent exposure to inappropriate online content.13 

1.9. Conclusion  
 

 

Internet has been a boon and curse for everyone. On one hand everything has become so easy 
and convenient, and on the other hand this has made cyber offenders to take advantage of the 
situation. Cyber criminals are more interested in social due to the outrageous variety of users 
and lack of awareness among many individuals using social networking sites. We can minimize 
the threat of cyber-attack or cyber-crime by getting a little aware and conscious while using 
social media platforms. It is possible to ensure the security of your personal data of those social 
media platforms with a very minimal effort. Do not share your password with any of your 
friends or colleagues or even on any online form. It is also suggested avoiding share 
information about your debit or credit card over these social media networks in order to avoid 
credit/debit card fraud, as well. 

 

 
 
 
 
 

                                                             
13 ACORN PROTECT AND PREVENT CYBER-CRIME, https: //www.acorn.gov.au/protect-and-prevent 


