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PREFACE
Modern society is increasingly dependent upon a wellfunctioning and secure cyberspace. However, the stability,
growth and security of this infrastructure are not
preordained: they must be facilitated. As over 90% of what
constitutes cyberspace today is owned by the private sector
they have a large role to play. Moreover, cyberspace knows
no national boundaries, so the securing thereof must be
conducted on an international scale with close cooperation
between states and private sectors. This policy brief
examines who should be involved in securing cyberspace,
and how to do so. Cooperation programmes that follow a
‘multistakeholder’ model are widely seen as a panacea for
securing cyberspace, and the model is employed in several
current initiatives in the field of cyber security. However,
this policy brief questions whether a multistakeholder model
is the most appropriate approach. Public/private-sector
collaboration within a state is essential, but for this to be
effective it must approach the premises of the private sector.
This policy brief recommends the creation of a network
platform to coordinate efforts between the state and the
private sector for responding to threats to a well-functioning
cyberspace.
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I
DATA PROTECTION ON
CYBERSPACE
Meaning of Cyber-Space:
A virtual world intangible in nature is known as Cyber
Space. The transfer of data in cyber space is facilitated by
the World Wide Web through an online platform. Cyber
Space is nothing without Internet .The case of American
Civil Liberties Union vs. Reno of year 1996 bestly explains
the meaning of internet as “ Internet is not a physical or
tangible entity, but rather a giant network which inter
connects numerable smaller group of linked computer
Networks. It is a network of networks.” Thus a platform
where entities can interact with each other virtually is known
as Cyber Space.
Introduction to data protection:
In today’s world on of the man’s most precious possession
is the right to privacy. According to Latin terminology, the
word privacy equates ‘privatus’ which mean “separate from
the rest”. Privacy can be understood as a right of an
individual to decide who can access the information, what
information they can access, when they can access the
information. Data protection and Privacy in cyber space goes
hand in hand as the former is protecting the latter one. The
object of privacy is to safeguard the “inviolate personality”
as said by warren and brandeis in the essay of ‘Right to
Privacy’. Privacy is not only an individual’s interest but a
human need with several dimensions and the “data” privacy
as one of its branch/dimension. Data protection includes the
safeguarding of sensitive personal information, confidential
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data, and trade secrets including software coding,
proprietary data. Data Protection refers to the set of privacy
laws, policies and procedures that aim to lower the intrusion
into one’s personal information caused by the gathering,
storage and dissemination of personal information. Personal
data generally refers to the information / data which relate to
a person who can be identified from that information /data
whether collected by any Government or any private
organization or an agency. Cyber protection of data is a
complex and complicated dimension to handle and the
awareness in our country India and World Wide is not up to
the mark.
Data Theft and Piracy in cyber space:
From the inception of internet and the virtual world,
technological development is pervading at all sectors by
advancing online access. The barriers restricting the
information has vanished and a new technology has grown
up which is sharing the information through virtual platform
–aka- internet in virtual world worldwide. This does not only
gave opportunities to cyber-thefts for the profitable
development of an information equipped from international
market but has also promoted among them ,the scope of new
criminal activities to exploit others.
The first and urgent concern of any business sector which
has to conduct its business online must look into privacy and
its security aspects on the web. Data theft and piracy have
become a nefarious problem with the rapid development in
IT. Data of an individual is a most valuable and intangible
asset. Data theft generally means that when digitized
confidential information has been accessed and copied from
a business or an individual without their consent i.e. using of
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personal information without the consent of person who
owes it.
Data Protection in Virtual World:
Data Protection refers to the set of privacy laws, policies and
procedures that aim to lower the intrusion into one’s
personal information caused by the gathering, storage and
dissemination of personal information. The right to
secrecy/privacy is always interpreted with respect to the
rights of private parties and the rights provided in the
constitutional against the state. Internet is a major source of
disseminating data of a person, through numerous modes
available to data thieves such as registration pages, order
pages and contests offers, survey forms and by Trojan and
malware embedded software in such ways that are absolutely
unobvious to an internet user.
There are chances that owners of website are following the
users through cookies and tracking software, online
activities and collecting their information about their
personal opinions, interests and preferences.
Indian constitution defines the right of privacy as personal
liberty under Article 21. “Protection of Life and Personal
Liberty: No person shall be deprived of his life or personal
liberty except according to procedure established by law.”
In Real Network case, the defendants Real Networks without
any authority collected the personnel sensitive information
of the plaintiffs and sold the information to the third party to
which they were not authorized the act was against the
provisions of Electronic Communication Privacy Act
[ECPA] and other applicable Federal and State Legislations.
The Constitution of our country does not deliberately grant
its citizens the fundamental right of right to privacy.
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However, the judiciary have read the right to privacy into the
other existing fundamental rights granted by the
constitution, i.e., freedom of speech and expression as
granted under Article 19(1) (a) and right to life and personal
liberty under Article 21 of the Constitution of India.
However, these Fundamental Rights under the Constitution
of India are subject to reasonable restrictions given under
Article 19(2) of the Constitution that the State may impose.
Data protection of many of us has been already hindered but
still we are not doing anything at all. We can see it by a small
example that in a day most of us receive some unintended
calls which offer us many products and various kinds of
services, but what we do? We never try to know that from
where our personal information is being leaked to such type
of persons. Actually such type of calls are resultant of
information provided by us unknowingly at some moment of
time like when we buy a SIM card or opens an account or
perform online shopping. Although, invasion in privacy lead
to disturbance and mental harassment yet some time it may
lead to financial loss, damage and even it may cause loss of
reputation or life.
Indian laws regarding data protection:
In India, we presently do not have any separate legislation
regarding data protection or privacy of our information.
However, there are some of the relevant laws in India
handling the data protection in our country .They are the
Information Technology Act, 2000 and the Indian Contract
Act, 1872 which have been amended various times as per the
growth of technology in our country. Hope that a codified
law on data protection gets introduced in India in the near
future. The Information Technology Act, 2000 deals with all
the issues like the payment of compensation and punishment
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in case of wrongful handling or selling and misuse of our
personal information and violation of terms of contract in
respect of our data.
Chapter –IX of the IT act, 2000 deals with penalties
compensation and adjudication: i.e. from section 43 to
section 47 among them section 43A states about
compensation for failure to protect data i.e., a body corporate
or a person who is possessing, dealing or handling any
delicate personal data and is negligent in maintaining a
reasonable level of security practices resulting in wrongful
loss or wrongful gain to any person, then such body
corporate may be held liable to pay damages to the person
so affected due to such data breach.
Chapter –XI of the IT act, 2000 deals with the offences: i.e.
from section 65 to section 78 among them section 66-C i.e.
punishment for identity theft, 66-D i.e. punishment for
cheating by personation, 66-E i.e. punishment for violation
of privacy and section 72-A i.e. punishment for disclosure of
information in breach of lawful contract are the major
sections for offences relating to data and privacy
Government has started many initiative with due care of
privacy though-out India as India has no codified law
dealing with privacy but all the major privacy issue is
handled through Indian Penal Code, 1860 Information
Technology (Amendment) Act 2008, Copyright Act, 1957
Special relief Act, 1963 Telegraph Act, 1885 Contract Act,
1872 Article 21 of Indian Constitution and so many other as
per of the nature of case. Implementation of privacy and data
protection in Indian network culture the State has established
Data Security Council of India (DSCI) which was initiated
by National Association of Software and Service Companies
(NASSCOM).
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Its mission is to create trustworthiness for the security of data
to Indian companies and the people as a global sourcing
service provider and its main aim is to create security and
privacy awareness among organizations. Through the
awareness and training programs DSCI has initiated to deal
with the issue of privacy of data in country. Privacy of
personal data is the most concerned for individual attribute
as any case which has been pending in court means mental
harassment for the person ,so in India, it is necessary to
establish fast-track court system for fast judgment, not only
in cases of cyber law but also for other laws which will be
possible by cyber help only.
Data Protection Methods:
Undoubtedly, privacy is one of the most needed basic human
rights to an individual’s information. Privacy includes the
establishment of rules in relation to personal information like
information concerning credit details, medical details or
safety details etc. This is known as Data Protection. Data is
a valuable component in the era of modernization of
Information Technology industries. Data of an individual is
an essential raw material for Call Centers, I.T. Companies as
well as for Stock markets. It is an important tool used as a
weapon for corporate sector to capture a huge amount of
larger shares in the market.
For achieving a secure data protection and a secure
electronic commerce data can be protected by:Cryptography:
It is a most important tool for achieving a secure and safe
electronic commerce and data protection in country. Data
can be encrypted in a number of forms such as web
information transmissions, e-mail, files, transactions, etc. It
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involves encoding and decoding of information using two
keys- private key (for encoding by the sender) and public key
(for decoding by the intended receiver). The use of
asymmetric cryptography is followed in digital signatures
which is only complete when verified by the receiver at the
end.
Electronic signature, which was brought in after the 2008,
Amendment, is a technology- neutral term that uses
symmetric cryptography (only one key to encode and
decode).
Digital ID:
As most of the internet users send confidential information
by use of e-mail, it is important to be careful that documents
sent through the e-mail are not dissipated therefore another
data protection that is specifically made for e-mail messages
is called as “digital ID”. Digital ID is assigned to make sure
that messages sent to such recipient is not read or intercepted
by any other person but only the intended person. It is very
similar like displaying of an Identity card by a person in
office, school or a card like Aadhaar, Voter ID, PAN etc.
which is used to verify the identity of a person in real but
Digital ID verifies the identity of person in virtual world.
Data Theft Reports:
The trend of moving in a step forward towards digitization
imposes a major risk to data security and privacy of an
individual or group of individuals. We came across the news
of a new cyber threat or major data breach almost every day.
A report of June 2014 published by the Center for Strategic
and International Studies (CSIS) concluded that the US,
China and Germany together suffer an estimated $200
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billion in cybercrime losses a year. A look at the corporate
sector shows that a large majority of firms are still in the
development phase of their cyber risk management
capabilities. They are looking for ways to better understand
which information assets need to be protected, who their
attackers are and what defense mechanisms are most
effective.
According to the reports of Business Today some 3.24
million records were stolen, lost or exposed in India in 2017
and according to Breach Level Index study by digital
security firm Gemalto, this number has increased by a
whopping 783% over the previous year. The study tracks and
analyses data breaches, the type of data compromised and
how it was accessed, lost or stolen in the last five years.
According to reports of The Hindu, online security solutions
company Sophos has advised businesses in India to ramp up
vigilance against attacks, with reports that the Sam-Sam
ransomware has raked in almost $6 million by targeting
people around the world, including India, ever since it
appeared first in December 2015. While 74% of the known
victims are based in the US, they are spread across several
regions, including Britain (8%), Belgium (6%), Canada
(5%), Australia (2%) and Denmark, the Netherlands,
Estonia, the Middle East and India (1%). “This is an attack
pattern we’re likely to see an increase in India and it is time
for Indian business and individuals to synchronize their
cybersecurity posture to defend against such attacks,” Peter
Mackenzie, Global Malware Escalation Manager at Sophos,
said. Ransomware was demanding the crypto-currency to
enable us to access our own data. The currency it demanded
was about 300 BTC(Bitcoin)
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Conclusion:
Data security and personal information of a person goes
hand in hand. All of us, in general, had to use internet and
virtual devices to meet some of our virtual needs as per the
modernization and the devices also contains our private data
which needs to be protected as per our Right to Privacy. For
that many laws were amended and many were newly
adopted for protection of such data. However, none of them
were able to perform as effectively as needed. The use of
internet and virtual devices were even increased in India in
the past few years due to government’s policy of
digitalization, but most of us were unaware of our data
protection and many didn’t even came to know about their
data breach even after their data was stolen. For that we all
must spread awareness for data protection and should use
data protection methods.

*****
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II
ADDRESSING THE CONCERNS OF
VICTIMS OF TYPOSQUATTING
People in general are well aware of how cybercrime is
perpetrated, the profits of the attackers, but the harms
suffered by such victims is less known. Still less, are we
aware of trifling cybercrimes like typosquatting. This paper
presents a comprehensive study of the losses suffered by the
internet users, that is the consumers, which has been less
dealt by both the state and public, across the globe. While
there are provisions regarding providing remedies to the site
owners, people in general affected through typosquatting
goes unaddressed. Ignorance regarding this is very
widespread in public who become easy targets of such crime
and due to veniality of the crime states hardly bother. While
the efficiency of cyberattackers is increasing at a constant
pace, legislations lag hugely behind particularly in India.
I. INTRODUCTION
Internet is growing as one of the most important aspects of
individual's life, today. It serves the needs of
communication, data processing, controlling machines,
typing, editing, sale and purchase; almost all aspects of life.
The growth of cyberspace has set into motion a totally
different set of crimes whose causes and consequences is yet
to be understood. It is no secret that legislators, jurists, and
organizations – despite many years of effort – continue to
search for solutions to the complex legal issues spawned by
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the World Wide Web, a technological forum that allows
billions of people to communicate almost instantaneously.1
It is required, that we understand the technicalities behind
the issue discussed in the paper; each website on the internet
has an ip address behind its name. Each web server requires
a domain name system to convert the domain name to ip
address which is a string of particular numbers.2 A domain
name is unique to a website. It is an identification to that
website. Creating websites with unique domain names is a
common practice nowadays, through which the companies
are easily identified by their trademarks. A single company
has large number of consumers which is not possible on part
of either the company or the consumer to connect with each
other physically. Domain names provide the company with
such a base where they are easily able to connect with their
consumers, both the parties being citizens of cyberspace.
The holder of domain names make money through pay-perclick advertising on a website. Every time any user clicks on
the advertisements popping or presented on the website,
money rolls in for the domain holder.
The very first domain name, symbolics.com was registered
almost 31 years ago, in March 1985. With modernisation in
World Wide Web, domain names registration exploded.
Today, there are millions of domain names functioning.
Domain names enable the companies to connect with their
consumers. However, unlike trademarks, domain names are
mostly registered on first come- first served basis. This
1

Carl C. Butzer And Jason P. Reinsch ,Cybersquatting, Typosquatting,
And Domaining: Ten Years Under The Anti-Cybersquatting Consumer
Protection Act .
2
http://www.ijser.org/researchpaper%5CCybersquatting-and-itsEffectual-Position-in-India.pdf(Aug.25,2016,10:00PM).
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approach has enabled tech-savvy outlaws to profit from
others' marks and goodwill through "cybersquatting" i.e., the
“registration as domain names of well-known trademarks by
non-trademark holders who then try to sell the names back
to the trademark owners.”3
II.WHAT IS TYPOSQUATTING?
Typosquatting is a type of cybersquatting. While, definitions
to cybersquatting has been provided under various
legislations and judgments, typosquatting is yet to be
provided with a legal definition. Still, some authors have
attempted to define typosquatting as follows:
Typosquatting is the registration of internet domain names
which are similar to thaose of established sites, in the hopes
that the user typing the site's name makes a mistake and
visits the typo domain rather than their intended target.4
Typosquatters are aware of the fact that the user intended to
visit anoother site, instead of theirs which is a misspelled
version of the intended site presents the users with many ads,
or sometimes, even malware to its visitors. Typosquatting
has not been shown as particularly harmful from a malware
infection standpoint, as the number of typo sites visited still
remains lower than that of legitimate ones.5 Even though the

Sporty’s Farm L.L.C. v. Sportsman’s Market, H.R. Rep. No. 106-412,
at 5-7 (1999).
4
Mohammed Taha Khan, Xiang Huo, Zhou Li &Chris Kanich , Every
Second Counts: Quantifying the Negative Externalities of Cybercrime
via Typosquatting.
3

J. Szurdi, B. Kocso, G. Cseh, M. Felegyhazi, and C. Kanich, “The Long
“Taile” of Typosquatting Domain Names,” in Proceedings of the 23rd
USENIX Security Symposium, 2014.
5
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harm caused by typosquatting is modest in nature, it forces
the users to invest in defensive registration.
Though typosquatting is not a mojor cybercrime, we can still
pinpoint certain propeties of it:
It can be observed at the network level itself;
Typosquatting sites serve no other purpose than targetting
unsuspecting consumers of the similarily spelled site;
Typosquatters rely on the fact that internet users will make
typographical errors while entering domain names into their
web browsers. Some common example of typosquatting
include6:
The omission of the “dot” in the domain name:
wwwexample.com;
A common misspelling of the intended site: exemple.com
A differently phrased domain name: examples.com
A different top-level domain: example.org
III. CONCERNS OF VICTIMS OF TYPOSQUATTING
The confusion caused by such misspelling of website names,
not only causes loss of potential visitors to the website
owners but frustrates the consumers as well who incur not
6

Sanchit Mehta, Cyber Squatting And
Positions,Manupatrafast.Com(AUG.30,2016,10.00AM),
www.manupatrafast.com/articles/PopOpenArticle.

Its

Legal
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only monetary loss but loss of effort and time on their part
altogether. Every time a consumer visits a typo site, it
signifies the amount of time, money and effort wasted on
part of him. While, these are the direct losses suffered by the
consumers by typosquatting, he suffers indirect losses as
well, which have been discussed below:
Monetary loss: this is the most common and well known loss
suffered by any citizen of cyberspace, due to any form of
cybercrime. Cybercrimes are growing day to day and the
primary objective of all such forms of cybercrime offenders
is financial gain in the process, whether it be finances gained
by stealing of credit cards, or by accidental visitors clicking
on the ads provided on the sites. In the case of typosquatting,
where internet users unintentionally visit lexically similar
sites, which are armed with various malwares and adwares,
instances of financial to users are pretty common.
Loss of effort: while we are generally aware of the loss of
money on part of users, frustration of time and effort of
visitors by their coming across such typosquatted sites is
usually neither known nor talked about. Typosquatted sites
are often full of adwares and malwares. A user may lose his
credit card, but this is just an immediate damage. The user
as a consequence has to go for issue of new card, block the
old one; not to mention he will have to update his security,
remove all the flaws from the system which the malware
must have caused. The loss of money is nonetheless
substantial, but one cannot ignore the effort wasted, which
could have been deviated to more productive works rather
than dealing with the harm caused by visiting such
unintended lexically similar site.
Loss of time: negative externalities involving cybercrime
have hardly been dealt with. Not to mention, that our country
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is far than lacking in it. Time lost for visitors and visitors lost
for the site operators still remains untouched. Time that a
user has to spend subsequent to an attack from some
malware installed in the typosquatting site. Renewal of card,
cleanup of the system after attack. Even if the malware fails
to register any harm in the system, the consumer has to
eventually go for updating of security to prevent any such
harms that may be caused due to unchecked malware in
future.
Apart from, direct harm to the users, indirect harms that have
seldom been accounted with, should also be taken into
consideration. The fact that cybercrimes like typosquatting
psychologically affects the users cannot be denied. As of the
latest statistical studies and reports, there might be a risk of
lowering of online transactions, and usage of other such
internet facilities due to lack of faith in security guarding
cyberspace.7
IV.LEGISLATIONS: INDIA VIS- A- VIS WORLD
SCENARIO
Some countries have special laws against cyber squatting
beyond the normal rules of trademark law but India does not
have special legislation on Domain Name Protection Law
and cyber squatting cases are decided under Trade Mark Act,
1999 8.

7

Ross Anderson, Chris Barton , Rainer B¨Ohme , Richard Clayton ,
Michel J.G. Van Eeten , Michael Levi , Tyler Moore & Stefan Savage,
Measuring The Cost Of Cybercrime .
8
Trademark Act,1999.
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Position in U.S.A.
The United States has the U.S. Anti-cyber-squatting
Consumer Protection Act (ACPA) of 19999. This provides
protection against cybersquatting for individuals as well as
owners of distinctive trademarked names. A victim in United
States has two options:
Sue under the provisions of the Anti-cyber-squatting
Consumer Protection Act (ACPA), or
Use an international arbitration system created by the
Internet Corporation of Assigned Names and Numbers
(ICANN).
However, due to jurisdictional problem arising in the court
WIPO (world intellectual property organization) Arbitration
and Mediation center has come up with an online Internet
based system for administering commercial disputes
involving intellectual property. It provides solution within
45 days10.
Position in India
In India a cybersquatting victim has three options11
(I).Court Of Law: Victim can file a suit in court of law
under Trademark Act,1999 for various injunctions
restraining cyber squatter from misusing domain. Like in

9

Anti Cyber Squatting Consumer Protection Act,1999.
Anti-cyber squatting Consumer Protection Act (ACPA) , 1999.
11
Singh & Associates,India: Cyber Squatting Laws In India, (
Aug.20,2016,10:05),mondaq,
www.mondaq.com/india/x/208840/.../CYBER+SQUATTI+NG+LAW
S+IN+INDIA.
10
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other cases under Trademarks Act, 1999 two kind of reliefs
are available:
1. Remedy of infringement
2. Remedy of passing off
Remedy of Infringement: Trade mark Act permits owner of
the trade mark to avail the remedy of infringement only
when the trade mark is registered.
Remedy of Passing off: No registration of the trade mark is
required in case the owner inteeds to avail the relief under
passing off.
In the case of Rediff12, the Bombay High Court granted an
injunction restraining the defendant from using the domain
name “RADIFF” or any other similar name, as it was held
that when both domain names are considered, there is every
possibility of internet users being confused and deceived into
believing that both domain names belong to one common
source and connection.
(II).Uniform Domain Name Dispute Resolution Policy
(UDRP): Dispute involving bad faith registrations are
typically resolved using the Uniform Domain Name Dispute
Resolution Policy (UDRP) process developed by the
ICANN. Under UDRP, WIPO is the leading ICANN
accredited domain name dispute resolution service provider
and was established as a vehicle for promoting the
protection, dissemination, and the use of intellectual
property throughout the world. India is one of the 171 states
of the world which are members of WIPO.

12

1999 (4) BomCR278.
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A person may complain before the administration dispute
resolution service providers listed by ICANN under Rule 4
(a) that:
(i) A domain name is "identical or confusingly similar to a
trade mark or service mark" in which the complainant has
rights; and
(ii) The domain name owner/registrant has no right or
legitimate interest in respect of the domain name; and
(iii) A domain name has been registered and is being used in
bad faith.
(III). IN Dispute Resolution Policy (INDRP): The .in top
level domain is operated under the authority of National
Internet Exchange of India or NIXI. Hence, domain name or
cybersquatting disputes pertaining to .in domains are
handled by the .IN Dispute Resolution Policy and the
INDRP Rules of Procedure. It provides resolution of the
dispute within 30 days. As like URDP three ingredients
provided under rule 4(a) of ICANN needs to be fulfilled for
proving the crime.
The only difference between the legislation in India and
U.S.A. is that there is a specific legislation for cybersquatters
in U.S.A while in India it is dealt under The Trademark Act,
1999. But, no where users are protected by the law.
V. SOME IMPORTANT JUDGMENTS RELATING
TO TYPOSQUATTING IN INDIA
Yahoo! Inc. V. Akash Arora and Another’s13

13

1999 II AD (Delhi)229.
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In this case respondent had registered the domain
“yahooindia” which is very much similar to the complainant
domain name “yahoo”. The Court observed that usually the
degree of the similarity of the marks is vitally important and
significant in an action for passing off for in such a case there
is every possibility and likelihood of confusion and
deception being caused. When both the domain names are
considered, it is crystal clear that the two names being almost
identical or similar in nature, there is every possibility of an
Internet user being confused and deceived in believing that
both the domain names belong to one common source and
connection, although the two belongs to two different
concerns.
Tata Sons Limited and Anr Vs fashion ID Limited14
The Hon'ble High Court of Delhi Court held that "The use
of the same or similar domain name may lead to a diversion
of users which could result from such user’s mistakenly
accessing one domain name instead of another. This may
occur in e-commerce with its rapid progress and instant (and
the erotically limitless) accessibility to users and potential
customers and particularly so in areas of specific overlap.
Ordinary consumers/users seeking to locate the functions
available under one domain name may be confused if they
accidentally arrived at a different but similar web site which
offers no such services. Such users could well conclude that
the first domain name owner had miss-represented its goods
or services through its promotional activities and the first
domain owner would thereby lose their customer. It is
apparent therefore that a domain name may have all the

14
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characteristics of a trademark and could found an action for
passing off".
Dr Reddy's Laboratories Limited Vs Manu Kosuri and Anr15
Respondent domain name 'DR. REDDY'S' and complainant
domain name 'drreddyslab.com' were very similar and
confusing in this case. The court observed that the domain
name serve same function as the trademark and is not a mere
address or like finding number of the Internet and,
Therefore, plaintiff is entitled to equal protection as trade
mark. The domain name is more than a mere Internet address
for it also identifies the Internet site to those who reach it. In
an Internet service, a particular Internet site could be reached
by anyone anywhere in the world who proposes to visit the
said Internet site .The court held that, it is clear that two
names being almost identical or similar in nature, there is
every possibility of an Internet user being confused and
deceived in believing that both the domain names belong to
plaintiff although the two domain names belong to two
different concerns.
Aqua Minerals Limited Vs Mr Pramod Borse & Anr16
He Hon'ble High Court of Dehi Court has held that Unless
and until a person has a credible Explanation as to why did
he choose a particular name for registration as a domain
name or for that purpose as a trade name which was already
in long and prior existence and had established its goodwill
and reputation there is no other inference to be drawn than
that the said person wanted to trade in the name of the trade
name he had picked up for registration or as a domain name
because of its being an established name with widespread
15
16
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reputation and goodwill achieved at huge cost and expenses
involved in the advertisement.
Nestle India Limited Vs Mood Hospitality Pvt. Limited17
The Hon'ble High Court of Delhi Court has held that in case
of interim relief/injunction test of prima facie case as
traditionally understood has been replaced, at least in trade
mark matters, by the test of comparative strengths of the
rival cases.
VI.CONCLUSION AND SUGGESTIONS
This paper's ultimate goal is assessing and categorizing the
loss suffered by the users due to typosquatting. Being a
venial offence in the arena of cybercrime, typosquatting
largely goes unnoticed. The paper has sought to present, the
lack of awareness among people with regard to this offence,
as well as lack of effort on part of governments of states to
address the issue. As has been said by edmund burke, "we
must all obey the law of change"; change is constant in
nature. Law is the reflection of society, so must it adjust to
the changes that arise in it. As the citizens of cyberspace are
growing, so is the number of cybercrimes. While, internet
has brought people closer, it has also brought into scenario
multiple offences that majority of people are affected with,
but are unaware of its causes, consequences and of course
remedies. Government and other authorities have yet take
notice of these offences, and step forward to make
legislations in this regard.
As shown in this paper there are some legislations in few
countries regarding typosquatting, but yet in others it has
been just passed off as a venial offence, and largely goes
17
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unnoticed. It cannot be ignored that the whole arena of
internet has grown at a very explosive speed, and the crimes
involved are so diverse, that a lot of them still need
recognition. Yet, there are some globally recognised rules
for all such offences including typosquatting which lacks
recognition all around mostly. The highest rate of
cybercrimes have been reported in U.S.A, and it also has the
most legislations addressing them. Not to mention, India is
hugely lagging behind.
There is no separate existing law in India to deal with the
offence of typosqautting, It is dealt by Trademark Act,1999.
Also, remedy is only available to the legitimate domain
owner whose rights get violated due the offender who
creates a confusingly similar domain as that of legitimate
owner. But the tragedy is that users whose many rights get
violated due to the fraudulent act of the offender do not have
any remedy in existing legal system. Users suffering from
monetary loss, effort loss and time loss are ultimately left
with nothing but a psychological pain as there is no remedy
in court of law for readdressed of their grievances. In other
developed countries like U.S.A, legal system provides
remedy only to the legitimate domain owner under Anti
cybersquatting Consumer Protection Act, 1999. Also,
ICANN’s Uniform Domain Name Dispute Resolution
Policy (UDRP) allows a trademark owner to challenge
domain name registrations in expedited administrative
proceedings. UNDR is a uniform solution available to all the
website owner worldwide against cybersquatting.
Suggestions
The arena of cyberspace is widely unexplored and
unguarded. The exponential increase in cybercrimes largely
goes unregistered. Governments, non-governmental
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organisations and people, all should take collective effort to
see to the spreading of awareness of these cybercrimes that
are largely plaguing the societies at this date.
Cybercrimes whether major or minor, cause a huge amount
of direct and indirect harm to people and state. It is
regrettable that not only these offences goes unnoticed due
to lack of proper legislation, the consequences per se of such
offences have also not been accounted till date.
The rate with which cyber-attackers are increasing their
efficiency is much beyond which people and state are able
to match with. The causes, consequences and remedies are
unknown, this is why there is no proper legislation guarding
these offences. We can only say so less about major
cybercrimes like hacking, frauding much less is to be
expected of venial offences like typosquatting that causes
relatively modest level of harm.
Typosquatting is majorly concerned with using the goodwill
of the consumers of a trademark company to its own
advantage. While, there are still enough laws to guard the
intellectual property rights of companies, no steps have as
far been taken to assess and remedy the harm done to users
who become victims of such. As stated in the paper, a user
suffers many indirect and direct losses, whereby he may lose
trust in internet services; authorities have yet to look upon
their issues, and remedy it through legislations. Efforts must
be taken to take into account and understand various
cybercrimes that are sprouting day to day, and spread
awareness about the same. Awareness will set into motion
the process of legislation.
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Full understanding can only bring effective legislations into
force and victims will be remedied; otherwise, cyberattckers
which include the typosquatters will go on making illegal
profits at the cost of innocent visitors, and this crime as well
as other such cybercrimes will go unwarranted, increasing as
they are.

******
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III
LEGAL CONTROL ON SOCIAL
NETWORKING SITES IN INDIA
In present days social networking sites are very much
popular. We are spending our time on social networking
sites. Facebook, YouTube, LinkedIn, Twitter are some
popular social networking sites. Social networking websites
are those websites which provide us a platform on which we
can share our ideas, interests, formations, photos, videos etc
but on the name of freedom of speech and expression people
are creating nuisance on social networking sites by posting
offensive materials to promote religious hatred and
incendiary materials. A number of provisions are applicable
on regulating it but important R TIAct, I.T.Act, 2000 and
I.T. Amendment Act, 2008 main statutes. Although a
number of laws are applicable on social networking sites still
there is some lacuna as they are not sufficient to tackle
problems originated from social networking sites. A separate
and strict law is required to tackle this problem efficiently.
Key words- social networking sites, RTIAct, I.T.Act, 2000
and I.T. Amendment Act, 2008.
In present days we social networking sites are very much
popular. We are spending our time on social networking
sites. Facebook, YouTube, LinkedIn, Twitter are some
popular social networking sites. Social networking websites
are those websites which provide us a platform on which we
can share our ideas, interests, formations, photos, videos etc.
Such websites allows chat between friends. In 1994 first
networking site was developed and the AOL messenger
service was the first popular instant messaging services
evolved in 1997. THEGLOBE.COM, Myspace.Com,
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facebook, twitter came into existence in 1995, 2003, 2004
and 2006 respectively.
Facebook was basically designed for Harvard students but
later on it was opened to the public in 2006. It was founded
by Mark Zuckerberg myspace a highly customize social
network started in 2003, continues to reposition itself in
industry. Twitter is phenomenon that transcends social
networking to provide an outlet for news, trends etc and
LinkedIn has over 50m member worldwide18. As of
September 2014:
71% of online adults use Facebook
23% of online adults use Twitter
26% use Instagram
28% use Pinterest
28% use LinkedIn.19
On the name of freedom of speech and expression people are
creating nuisance on social networking sites by posting
offensive materials to promote religious hatred and
incendiary materials. According to Justice Markandey Katju
“The pictures and other content show religious figures of
certain communities in a highly offensive and even
pornographic manner. Such material is bound to create
religious hatred and lead to most undesirable consequences,”
the former Supreme Court judge said in a statement.

18

Fabio Giacomini and Mohd. Hasan Zaidi, Electronic Evidence, 896,
(Ed.1st, 2012).
19
http://www.pewinternet.org accessed on 01march, 2018.
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His comments come in the wake of the controversy triggered
by Mr. Sibal's comments about objectionable material on the
Internet.
Justice Katju said that following the controversy he had
carefully examined the content, pictorial and the rest on the
Internet and had come across highly offensive material.
“The pictures I have seen not only hurt the religious
sentiments of members of certain religious communities, but
are also outrageous, inflammatory and egregious, and are
bound to disturb peace and result in serious law and order
problems.”
He said that as per section 153A of the IPC, it is a criminal
offence to promote, or attempt to promote disharmony,
feelings of enmity or hatred or ill-will among different
religious communities or groups, or do an act which is
prejudicial to the maintenance of harmony among different
religious groups or communities, and which is likely to
disturb public tranquility.
“I have carefully perused the material in question and am of
the opinion that there can be no manner of doubt that they
attract Section 153A of the Indian Penal Code. Hence I am
of the view that such offensive material should be removed
or filtered out from the social network sites on the Internet
immediately.
“Article 19(1)(a) of the Constitution which provides for
freedom of the media, is subject to Article 19 (2) which
states that restrictions can be placed on this freedom in the
interest of public order, decency and morality.
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“I strongly support freedom of the media; no freedom is
absolute, and all freedoms are subject to reasonable
restrictions in the public interest20.”
As for as legal control on social networking websites three
statutes are important RTI Act,I.T.Act,2000 and I.T.
Amendment Act,2008.
Under the Information Technology Act, 2000, the Central
Government has enacted various rules and regulations
regarding social media. Information Technology
(Reasonable Security Practices And Procedures And
Sensitive Personal Information) Rules 2011.First statute of
India which defined sensitive personal data Sensitive
personal data or information of a person means such
personal information which consists of information relating
to;—
(i) password;
(ii) financial information such as Bank account or credit card
or debit card or other payment instrument details;
(iii) physical, physiological and mental health condition;
(iv) sexual orientation;
(v) medical records and history;
(vi) biometric information;
(vii) any detail relating to the above clauses as provided to
body corporate for providing service; and

20

http://www.thehindu.com/news/national/katju-favours-filtering-ofoffensive-internet-content/article2710182.ece accessed on 03 March,
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(viii) any of the information received under above clauses by
body corporate for processing, stored or processed under
lawful contract or otherwise: provided that, any information
that is freely available or accessible in public domain or
furnished under the Right to Information Act, 2005 or any
other law for the time being in force shall not be regarded as
sensitive personal data or information for the purposes of
these rules.
For the purpose of protecting such sensitive personal data,
the Government has mandate that any legal entity who is
processing, dealing or handling sensitive data must
implement reasonable security practices and procedures21
Social networking sites come under the definition 2(1) (w)
of I.T.Act, 2000 so Information Technology (Intermediaries
Guidelines) Rules 2011 are applicable on them.
The intermediary shall observe following due diligence
while discharging his duties, namely: —
(1) The intermediary shall publish the rules and regulations,
privacy policy and user agreement for access-or usage of the
intermediary's computer resource by any person.
(2) Such rules and regulations, terms and conditions or user
agreement shall inform the users of computer resource not to
host, display, upload, modify, publish, transmit, update or
share any information that —
(a) belongs to another person and to which the user does not
have any right to;

21

S.8 of Information Technology (Reasonable Security Practices and
Procedures and Sensitive, 2018.Information Personal) Rules 2011
accessed on 08 March, 2018.
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(b) is grossly harmful, harassing, blasphemous defamatory,
obscene, pornographic, paedophilic, libelous, invasive of
another's privacy, hateful, or racially, ethnically
objectionable, disparaging, relating or encouraging money
laundering or gambling, or otherwise unlawful in any
manner whatever;
(c) harm minors in any way;
(d) infringes any patent, trademark, copyright or other
proprietary rights;
(e) violates any law for the time being in force;
(f) deceives or misleads the addressee about the origin of
such messages or communicates any information which is
grossly offensive or menacing in nature;
(g) impersonate another person;
(h) contains software viruses or any other computer code,
files or programs designed to interrupt, destroy or limit the
functionality of any computer resource;
(i) threatens the unity, integrity, defence, security or
sovereignty of India, friendly relations with foreign states, or
public order or causes incitement to the commission of any
cognizable offence or prevents investigation of any offence
or is insulting any other nation
(3) The intermediary shall not knowingly host or publish any
information or shall not initiate the transmission, select the
receiver of transmission, and select or modify the
information contained in the transmission as specified in
sub-rule (2): provided that the following actions by an
intermediary shall not amount to hosing, publishing, editing
or storing of any such information as specified in
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Sub-rule: (2) —
(a) temporary or transient or intermediate storage of
information automatically within the computer resource as
an intrinsic feature of such computer resource, involving no
exercise of any human editorial control, for onward
transmission or communication to another computer
resource;
(b) removal of access to any information, data or
communication link by an intermediary after such
information, data or communication link comes to the actual
knowledge of a person authorized by the intermediary
pursuant to any order or direction as per the provisions of the
Act;
(4) The intermediary, on whose computer system the
information is stored or hosted or published, upon obtaining
knowledge by itself or been brought to actual knowledge by
an affected person in writing or through email signed with
electronic signature about any such information as
mentioned in sub-rule (2) above, shall act within thirty six
hours and where applicable, work with user or owner of such
information to disable such information that is in
contravention of sub-rule (2). Further the intermediary shall
preserve such information and associated records for at least
ninety days for investigation purposes,
(5) The Intermediary shall inform its users that in case of
non-compliance with rules and regulations, user agreement
and privacy policy for access or usage of intermediary
computer resource, the Intermediary has the right to
immediately terminate the access or usage lights of the users
to the computer resource of Intermediary and remove noncompliant information..
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(6) The intermediary shall strictly follow the provisions of
the Act or any other laws for the time being in force.
(7) When required by lawful order, the intermediary shall
provide information or any such assistance to Government
Agencies who are lawfully authorized for
Investigative, protective, cyber security activity. The
information or any such assistance shall be provided for the
purpose of verification of identity, or for prevention,
detection, investigation, prosecution, cyber security
incidents and punishment of offences under any law for the
time being in force, on a request in writing staling clearly the
purpose of seeking such information or any such assistance.
(8) The intermediary shall take all reasonable measures to
secure its computer resource and information contained
therein following the reasonable security practices and
procedures as prescribed in the Information Technology
(Reasonable security practices and procedures and sensitive
personal Information) Rules, 2011.
(9) The intermediary shall report cyber security incidents
and also share cyber security incidents related information
with the Indian Computer Emergency Response Team.
(10) The intermediary shall not knowingly deploy or install
or modify the technical configuration of computer resource
or become party to any such act which may change or has
the potential to change the normal course of operation of the
computer resource than what it is supposed to "perform
thereby circumventing any law for the time being in force:
Provided that the intermediary may develop, produce,
distribute or employ technological means for the sole
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purpose of performing the acts of securing the computer
resource and information contained therein.
(11) The intermediary shall publish on its website the name
of the Grievance Officer and his contact details as well as
mechanism by which users or any victim who suffers as a
result of access or usage of computer resource by any person
in violation of rule 3 can notify their complaints against such
access or usage of computer resource of the intermediary or
other matters pertaining to the computer resources made
available by it. The Grievance Officer shall redress the
complaints within one month from the date of receipt of
complaint.
Expressing concern over misuse of social media and
internet, particularly after the controversial section 66A of
the Information Technology Act was scrapped by the
Supreme Court, a bench of Justices Dipak Misra and Prafulla
C Pant said Parliament should bring a new law to regulate
the social media22.
Social networkings sites are easily accesible.They have
direct impact on mind which is misused now days. Most of
the People think that materials on social networking sites are
true but it not always correct. Although a number of laws are
applicable on social networking sites still there is some
lacuna as they are not sufficient to tackle problems
originated from social networking sites. A separate law is
required to tackle this problem efficiently.
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IV
ETHICAL HACKER ROLE IN
REGULATION OF CYBER CRIME
“There are a thousand hacking at the branches of evil to one
who is striking at the voot . There is always a question arises
at the legality of ethical hacking is a topic of debate. In the
beginning hacking was not intended to be a criminal activity,
but once the years malicious hacking given hacking a bad
name too. Though hacking could be malicious it could also
be ethical, legal and acceptable. In this paper,we analyse the
vote of ethical hackers in the ethical hacking and the legality
and acceptability of ethical hacking.
Introduction : like the above quote ‘’there are thousands of
hacking at the branches of evil to one who is striking at the
root’’ , which means not all the computers login of others
accounts of criminal activity. There are some other abstract
of activity which is legalized ethical hacking is not a criminal
acticity.
It is legally accepted hacking that is not a crime some form
of hacking are not necessarily a crime. Therefore instant
intelligence gathering was to collect information data and
collective information is not a criminal activity. The reason
is because the information collected in the process would be
used for research purposes voter than the malicious
purposes. In the case of ethical hacking it is authorized and
legally accepted.
There should be acceptability of ethical hacking which is not
a crime. It shouldn’t be regarded as a crime because it is a
legal, authorized and acceptable. It was person that involved
making changes to something in order to get something new.
Moreover, precption and motivation about hacking has
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changed over the years of people computers understudy was
bought people the hacking process. There hackers are set of
people who brought about innovation and technological
breakthrough as a result of their activities. Although they are
responsible for almost every breakdown of innovation,
invention and technological. They are creators and invention
of World Wide Web. The align with the code of conducts of
regulations was not break by the first set of hackers. The
basic concept was to renonate the existing program code and
making them more creative and efficient. Likewise not all
forms of hacking are illegal. As these are millions and
billions of computer and networks connected to the internet.
People online access millions access millions of websites
and software every day. Every person are engage
downloading should be regarded as a crime. People every
day goes on visiting google.com for information. It gathering
information was a crime than Google would not waist today.
Therefore ethical hacking is the head side of the coin, which
is been essential form of computer networking.
Role of Ethical Hackers : If we talk about the basic
definition of ethical hackers is known as the white hat
hackers which is the ultimate security professional. The
ethical hacker’s role is similar to that penetration tester but
it involves broader duties. They break into systems legally
and ethically. Basically those work of an ethical hacker is a
computer and networking expect who systematically
attemps to penetrate a computer system on network on
behalf its owners for the purpose of finding security.
Vulnerabilities that a malicious hackers could potentially
exploit they are the individuals who break into system
legally and ethically. They does the activity on the behalf of
its owners for the purpose of finding security vulnerabilities
that a good hacker could have. Their basic work is to
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employe with, the organisation with, which , who can trust
to undertake and attempt to penetrate networks computers or
systems using same method and techniques as a hacker.
As a ethical hackers these are some responsibilities also as a
ethical hacker.






A ethical hacker uses port filtering tool like Nmap,
Nessus own individulas framers out one and
discovers open ports. Remedials measures steps are
been taken for vulnerabilities with each of the ports.
The ethical hackers can take part in the social design
idea as a ‘garbage container collapse’. The
realization of sinking dump is to scrounge through
teash conins for passwords, graphic, sticky notes
with fundamental data which can be used to create an
assault. To thwart such attack, reliable partnerships
require workers to shred unwanted paper work and
have undesirable media properly.
It is also use other methods of social construction, as
shoulder surfing ‘’to access urgent data or play the
letter ‘’of reflection to catch workers give up there
password He/She scan avoid IDS (Instruction
Locxators
framers),
IPS
(interruption
Counterproductive action framers), honeypots and
firewalls despite this ethical hacker can use different
methologies abd system missing by passing
encryption and remote division and grab thje web
services and web applications.
A hacking ethical assault border protection and
social partner to build a partnership as a real real
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hacxking will do where as opinion may vary about
hacking and ethical hacking legalisation.
So, thus like opinion varies so that comparision with
other countries should also be there –
The scope of ethical hacking in India :






In India companies like wipro, Infosys and IBM are
intrested in employing ethical hackers. More over
salaries are higher than other areas of IT. According
to Nascom, India will require at least 77000
Ethical hackers compared to the present figures of
15000. Just being a security tester in a spon of few
years just because they had that passion of going
through seemingly complicated tasks of rennessing
an unknown protocol to finding vulnerabilities is an
otherwise secure product.
There are various countries who expertise in hacking
China
U.S.A
Turkey
Russia
Taiwan
Brazil
Romania
India

Ethical hacking firms with specially trained professionals
come to the rescue of businesses while ensuring
effectiveness of service and confidentiality. While many
new businesses are better prepared in case of cyber-attacks,
traditional businesses still lack the proactive understanding
of the need for ethical hacking. For example, in India, banks
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having faced the brunt many-a-times are hiring professional
help to secure their networks. Still the investment
infrastructure for banks against cybercrime is quite
miniscule compared to that of banks in the US. Hotels and
other service wings of the industry seem to be lagging
behind. Recently, many hotels in the country were being
attacked by a malware called 'dark hotel' in an attempt to spy
on or stalk corporate travelers and gain access through the
hotel's WIFI services.
CONCLUSION
The security of an enterprise should be analyzed for
effectiveness from time to time. Since businesses work in a
structured yet complex environment comprising of security,
policies and changing technologies, involving complex
interactions and interoperations, there is a need to assess the
system with a holistic approach. Ethical hacking solutions
are possibly the best way of examining such systems and
fine-tuning any minor gaps that may lead to compromise of
the entire organization.

*****
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V
CRIMES ON SOCIAL MEDIA
The research paper reviews the analysis on the Crimes on
Social media. In the first section of the text, the author
describes the most urgent issue which is the security of
cybercrimes. Additionally it explores about the meaning of
cybercrimes, cyber criminals and cyber terrorism. The text
focuses on the social media and the crime, how cyber
criminals target social media accounts, the sites which are
most popular for social media attacks. It also focuses on the
risks and threats of using social media and what all
precautions must be followed to avoid social media attacks.
The author also tried to make it clear about the punishments
for cyber criminals which includes fine, imprisonment,
parental complaints etc. It also talked about the cases relating
to social media attacks which are somehow an alert to protect
themselves from cybercrimes for today’s generation. The
author focuses that certain precautionary measures should be
taken while using internet which will assist in challenging
the major threat that is Cybercrime.
It is hoped that the research study will clear the importance
of Securing Cyber Space.
Keywords: FIR, CCTV, DDoS, Reconnaissance.
INRODUCTION
We live in an inexorably organized world, from individual
managing an account to government foundation. Securing
those systems is not any more discretionary.
Digital hazard is presently immovably at the highest point of
the worldwide motivation as prominent breaks raise fears
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that hack assaults and other security disappointments could
jeopardize the worldwide economy. The worldwide dangers
2015 report, distributed in January by the world economic
forum (wef), incorporated this fairly obvious cautioning: "90
percent of organizations overall remember they are
inadequately arranged to secure themselves against [cyber
attacks]."
Cyber-crimes costs the worldwide economy over US$400
billion every year, as per gauges by the Center for Strategic
and International Studies. In 2013, around 3,000
organizations in the United States had their frameworks
endangered by offenders, the Center reports. Prominent US
retailers Target and Home Depot were among numerous
associations that lost client information and charge card data.
In different organizations, digital offenders stole cash from
accounts, did mechanical surveillance and at times even
assumed control organization frameworks and requested
payment cash to open them.
Digital assaults fall into two general classifications: ruptures
in information security and harm. Individual information,
licensed innovation, exchange privileged insights and data
identifying with offers, mergers and costs are enticing
focuses for an information security rupture. Damage can
appear as foreswearing of administration assaults, which
surge web administrations with counterfeit messages, and
also more ordinary endeavors to incapacitate frameworks
and foundation.
Digital wrongdoing is just prone to increment, in spite of the
best endeavors of government organizations and digital
security specialists. Its development is being driven by the
extending number of administrations accessible on the web
and the expanding advancement of digital lawbreakers who
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are occupied with a wait-and-see game with security
specialists.
Along these lines, Cyber security is a standout amongst the
direst issues of the day. PC systems have dependably been
the objective of crooks, and it is likely that the risk of digital
security ruptures will just increment later on as these systems
grow, yet there are sensible precautionary measures that
associations can take to limit misfortunes from the
individuals who look to do hurt.
With the correct level of readiness and pro outside help, it is
conceivable to control harms, and recoup from a digital
break and its results.
Cyber Crimes
Cybercrimes can be characterized as those offenses that are
carried out against people or gatherings of people with a
criminal thought process to purposefully hurt the notoriety
of the casualty or cause physical or mental damage, or
misfortune to the casualty specifically or in a roundabout
way, utilizing current media transmission systems, for
example, web and cell phones. Cybercrimes may undermine
a man or a country's security and money related wellbeing.
Digital wrongdoings like hacking, copyright encroachment,
undesirable mass reconnaissance, coercion, youngster
explicit entertainment and kid prepping have turned out to
be prominent.
Cyber Terrorism
Cyber terrorism can be can be characterized as electronic
assaults from the internet from both the interior and outer
systems, especially from the Internet that exude from
different psychological militant sources with various
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arrangement of inspirations and are coordinated at a specific
target (Axelrod, C. Warren. "Security against Cyber
Terrorism). Digital psychological oppression relates to
harming, abusing, or trading off with a country's prominent
works or ventures or its security. Be that as it may, they are
not confined to it, and programmers can likewise defame
notorieties of littler associations or even people, leaving a
noteworthy mental effect23.
Cyber Terrorists
The term ‘cyber terrorists’ cannot be related to the term
‘terrorists’ per se. However, cyber terrorist can be an
individual or people who aim to damage their ‘target’s’
reputation, and put them under mental trauma. The targets
are primarily computer networks of either organizations or
individuals. Cyber terrorists are also known by the term
‘hackers’, who are most of the times amateurs, and are by far
the biggest threat on the Internet at the current time. They
are responsible for about 90% of all hacking activities. 9.9%
are potential professional hackers for hire (corporate spies),
and a mere 0.1% are world-class cyber criminals.
Social Media, A Heaven For Cyber Criminals
Social media is integrated technology that allows users to
generate their own content and share that content through
various connections. Social media is commonly associated
with Web 2.0, technology that focuses on integration,
collaboration, and interaction. There are numerous social
media tools available, with different characteristics, user
demographics, and functionalities. Examples of social media
tools include blogs, social networking sites, micro blogging

23
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sites, photo- and video-sharing sites, wikis, RSS feeds, and
podcasting.
Social media has many unique characteristics including:
Immediacy – Because of this, users are able to control the
conversation by being the first to disseminate information
and by having the ability to immediately respond to incorrect
or negative information.
Interaction – Social media also helps facilitate interaction
and engagement between the community and agency,
helping to improve communication and relationships.
Audience – Many social media sites operate free of charge
and are accessible by a large and diverse audience through
mobile devices and computers.
Scalable – Social media can be tailored to meet the unique
needs of any organization and can be integrated into an
agency’s communication and outreach strategy.
Web-based social networking has turned out to be such a
significant piece of our lives that we discover it relatively
difficult to get by without it. The virtual world has
supplanted this present reality to an awesome degree. What
we talked in parties and drawing room exchanges is talked
by means of web based life now. General perceptions reveal
to us this has ascended to the degree that individuals sitting
in a gathering would be less inclined to converse with each
other and more enjoyed discussions via web-based
networking media. 24
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The time and measure of vitality Indian youth spends via
web-based networking media, clears up the hugeness of the
same in their lives. Be that as it may, they are not sharpened
about internet based life. It is exceptionally huge that the
clients know how to deal with sharing of substance and data
in the virtual space. The adolescent discovers online
networking appealing and addictive, and decent methods for
talking with their companions, family or outsiders. In any
case, on the off chance that they understand the seriousness
of sharing touchy data via web-based networking media
remains an unavoidable issue.
Internet based life has without a doubt, changed our lives in
a way we would have never thought, 10 years prior. Data at
fingertips is putting it mildly. What's more, we utilize webbased social networking on our cell phones, which has
additionally streamlined data sharing and assembling.
Greater part of PDA clients (working frameworks android,
iPhone, Windows), use applications to ease everything from
utilizing informal community locales, surfing, browsing
messages, booking film tickets, or prepare tickets and such.
All things considered, what they little acknowledge is that
sharing of touchy data like Debit Card and Credit Card
passwords and comparable different PINs, can uncover the
greater part of this data to servers, and there is probability
that your own records, if not hacked, are tempered or traded
off with.
Digital wrongdoings are expanding constantly and new
media clients are negligent of the results. The clients make
utilization of web unfeelingly, suspecting that their web
developments aren't seen anyplace and digital psychological
militants advantage from this. At the point when adolescents
share delicate data via web-based networking media, every
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one of these realities, are once in a while accidentally not
considered. The ICT upheaval has offered ascend to 'digital
psychological oppression', which has turned into a frightful
risk to battle on account of its immaterial nature. It turns into
a specialized trouble for the regular man to comprehend the
utilization or abuse of the internet, which can prompt digital
dangers. In addition, shaky web associations can likewise
unveil your own data to outside servers.
Youths should be sharpened towards the fitting utilization of
virtual space, about the sharing of any sort of substance,
data, photos, and connects on the internet based life.
Mindfulness about suitable utilization of web based life is
exceptionally fundamental, to check any type of digital fear
mongering. For this, it is additionally vital that one is skilled
concerning innovation also, to keep oneself safe from any
kind of digital assaults.
Social Media And Crime: The Good And The Bad

The fame of online networking stages, for example,
Facebook, Twitter and Snapchat have changed the manner
in which we comprehend and encounter wrongdoing and
exploitation.
Already, it's been believed that individuals frame their
sentiments about wrongdoing from what they see or read in
the media. Be that as it may, with web-based social
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networking assuming control as our favored news source,
how do these new stages affect our comprehension of
wrongdoing? Online life has additionally made new worries
in connection to wrongdoing itself. Exploitation via webbased networking media stages isn't phenomenal. In any
case, it isn't all awful news. Web based life has made new
open doors for criminal equity offices to unravel
wrongdoings, in addition to other things.
In this manner, in the same way as other different
progressions in correspondence innovation, web based life
has a decent, a terrible and a revolting side with regards to
its association with criminal equity and the law.
THE GOOD
There is no uncertainty web based life has been
advantageous for some criminal equity organizations.
For the police, web based life has given them uncommon
access to the general population, and the other way around.
Through Facebook and Twitter, police and the general
population can convey continuously about occurrences and
occasions. This has demonstrated priceless amid times of
emergency, as well as on an everyday premise and at the
nearby level.
Social media has likewise turned into an imperative
apparatus in police examinations. For instance, the arrival of
CCTV film of Melbourne lady Jill Meagher's last minutes by
means of Facebook pages and YouTube helped with
catching her executioner.
Furthermore, the internet based life "broadcasting" of
criminal preliminaries has included an additional level of
straightforwardness to criminal procedures.
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In any case, while live tweeting speaks to a stage forward in
accomplishing open equity, there remain worries with the
training.25
THE BAD
At the opposite end of the range, web-based social
networking has been blamed for posturing dangers for some
clients, especially youngsters.
Social media has been utilized to encourage "new"
wrongdoings, for example, exact retribution porn, inciting
calls for harsher discipline.
Also, the capacity for culprits to utilize internet based life
stages to track potential casualties (and their belonging) was
featured in the ongoing Kim Kardashian theft.
In expansion, "old" wrongdoings, for example, provocation
and dangers, and additionally extortion and data fraud, have
been led in new courses through web based life.
Social media is additionally changing the idea of postwrongdoing conduct. Supposed execution wrongdoings –
where guilty parties gloat about their criminal conduct to
their companions and adherents online – are progressively
normal.
Finally, "sofa analysts", anxious to distinguish suspects,
regularly say something regarding online networking, which
can, best case scenario be diverting for law requirement and
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at the very least outcome in honest individuals being
wrongly denounced.26
How Cyber Criminals Target Social Media Accounts

Social stage assaults target sites with expansive client bases,
for example, Facebook, LinkedIn, Twitter, and Instagram. A
dominant part of current assaults just utilize the social stages
as a conveyance system, and have been designed according
to the more seasoned Koobface malware.
Regularly, social stage assaults can rupture clients' records
by taking their confirmation certifications upon login. This
data is then used to attentively pull individual information
from clients' online companions and associates. An ongoing
Stratecast contemplate states that 22% of online life clients
have succumbed to a security-related occurrence, and late
recorded assaults bolster the numbers.27 The Pony botnet
influenced Facebook, Google, Yahoo, and other internet
based life clients, taking in excess of two million client
passwords. Facebook gauges that somewhere in the range of
50-100 million of its month to month dynamic client
26

http://theconversation.com/social-media-and-crime-the-good-thebad-and-the-ugly-66397
27
https://www.mcafee.com/enterprise/en-us/securityawareness/cybercriminal-social-media.html

SECURING CYBERSPACE

| 49

accounts are phony copies, and upwards of 14 million of
those are "unfortunate" on the site.
Another web based life assault that is relied upon to take a
fortress of client data in 2014 is the "false banner" assault
that traps a client into uncovering individual data or
validation certifications under the pretense of the website
itself. After changing the secret word, the assault will take
the username and watchword data to then take individual
data about the client. Clients ought to stay caution to any
"dire" demand from the site to reset a watchword. 28
Undertakings are likewise anticipated that would use social
stages for "surveillance assaults" either specifically or
through outsiders to gather significant client and association
data about opponents. This information can give
organizations a focused edge in future business attempts, and
these assaults are required to move in 2014.
To anticipate online networking ruptures, ensure client data,
and secure organization information, expanded watchfulness
by singular clients and undertaking approaches are the most
ideal approaches to guarantee information breaks are
dodged.
Most Popular Types of Social Media Attacks
Reconnaissance: An attacker can gather valuable data by
perusing the web based life posts of a brand, and in addition
the posts by its representatives. This data would then be able
to be utilized to make counterfeit web based life profiles
mimicking somebody from your association or a known
open figure to appropriate malignant connections from. The
data accumulated from online life can likewise be utilized by
28
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digital hoodlums to make phishing messages that look more
genuine and consequently more probable for included
connects to be clicked or connections downloaded, both of
which can introduce malware on the endpoints utilized by
your representatives.
Technical exploit delivery: Online networking is an
exceptionally successful malware conveyance instrument.
Malevolent connections can be quickly conveyed through
internet based life posts, remark strings and by means of
private messages.
Brand Hijacking: Digital brand seizing can represent the
moment of truth your business. In the time of digitalization,
immaterial resources, for example, the brand name and your
image's notoriety involve as much as 88% percent of big
business showcase esteem. Cybercriminals can without
much of a stretch commandeer your online image by making
counterfeit organization pages and online networks,
mishandling your image and it's notoriety for individual pick
up. Aggressors can utilize these pages to disseminate
malignant connects to delude your client's and cause
reputational harm.
Weaponization of social media profiles: Finish and
persuading counterfeit records are made and after that
connected to numerous other fake profiles keeping in mind
the end goal to help their believability. Regularly, these
records receive the persona of ability selection
representative (talent scout), to lure clients to associate with
them.
Malicious bots: Online life bots are regularly used to mass
circulate noxious substance. Bots can create counterfeit
preferences, re tweets and perspectives to counterfeit client
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profiles to help validity and reach. A huge number of
malevolent bots plague web based life stages, a large number
of them utilized misleadingly for political purposes or
pernicious pick up.
Distributed refusal of administration (DDoS) assaults
against organization pages. Aggressors can dispatch a
DDoS-like assaults against a brand's authentic Facebook
page, for instance, and surge it with bot-created remarks,
which are excessively various for the brand, making it
impossible to react to, and come in speedier than the
organization can erase. This makes the site pointless for the
proposed client commitment or brand advancement. 29
Social engineering: As it is clarified above, aggressors can
accumulate data from open confronting internet based life
accounts which would then be able to be utilized to develop
persuading phishing messages and BEC assaults. With BEC
assaults totaling over $5 billion in harms around the world,
endeavors should give careful consideration to the part of
online networking in arranging and executing advanced
social building assaults.
Risk Factors and Threats of Using Social Media
The idea of digital security came in front when the quantity
of Internet clients are begun expanding the world over and
individuals are included with online money related
exchanges. The term digital wrongdoing is affirmed as the
official wrongdoing term as offenders began getting more
forceful once again the on the web and turning into a danger
for many Internet clients. Social Medias are considered as a
feature of life for a noteworthy part of Internet clients.
29
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Relatively every web clients have no less than at least one
records in various internet based life stages. The hazard
components of social Medias can be ordered to the
accompanying classes. 30
Data fraud is the key risk to numerous internet based life
clients, as a huge number of online clients utilize their own
data so as to getting enlisted with at least one web based life
stages. Such gigantic data with individual information of
such a large number of individuals is one of the most
effortless focuses for some digital culprits. Numerous clients
are additionally given data about their credit or platinum
card and utilize those cards to buy distinctive items, things
or administrations through these web based life stages. This
is the reason the digital crooks far and wide are persistently
endeavoring to get inside the individual points of interest of
numerous clients from those internet based life stages.
Precautions Which Must be Followed To Avoid Cyber
Crimes
People need to pay the cost subsequent to being the casualty
of digital wrongdoing at various online networking stages.
Numerous individuals even end and deactivate their online
networking account after such awful encounters. It isn't the
answer for deactivate or end the record when we can limit
the danger of digital assault on our online networking
profiles by following some simple standards.
At first you should figure out which data to share and which
are most certainly not. Relatively every online networking
stage will give you the choice to choose how much data you
need to impart to your companions and other individuals on
that system. You can influence you to profile to a great
30
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degree private or to a great degree open according to your
necessity.
In case you're worried about planning when you ought to
modify security settings, there's a helpful online wake up
timer which individuals are utilizing to caution themselves
at different focuses for the duration of the day, which proves
to be useful as far as awakening yourself amid powerless
occasions of night. This online alert will ensure you're up,
and even give you a natural intends to hear sounds...it's
awesome for circumstances, for example, this.
It is suggested to alter the security setting concerning your
online life profile at the time you are designing your record
out of the blue and check those setting in a general way
sooner or later. Be exceptionally specific and cautious for
both send and acknowledge companion asked for,
particularly from obscure individuals. Be extremely
watchful when you will join any gathering over those online
life stages. Continuously attempt to check the personality of
any person before you will send or acknowledge any
companion asks. Keep away from any demand from those
individuals, who are not known to you. Be extremely
watchful on the off chance that you have to give excessively
individual data amid joining any gathering.31
Cases related to cyber crimes
An unknown person copied a photo of an Udaipur based
teenager from her social media account and morphed her
face on a naked body. Thereafter, the person sent the
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morphed photo with objectionable comments to a girl,
asking her to meet him else he would make the picture viral.
The terrified teenager then informed her parents who gave a
written complaint at Dhanmandi police station a week ago,
however, an FIR is yet too lodged in the case. The police
said that the case has been referred to the cyber cell for
detailed investigation.
When 30-year-old artist Aanchal Shrivastav’s Facebook
page was hacked and deleted in 2017, she approached
Mumbai Police’s cyber crime wing to file a complaint. But
filing an FIR wasn’t as easy as she thought it would be. She
was asked to approach a local police station instead.
After a lot of effort Facebook had verified her page, which
was important to her as she was a singer and that helped her
to connect with more people for work. But when her page
was hacked, she complained to the cyber cell and wrote to
them constantly but there was no reply. They finally asked
her to head to a local police station and file an FIR. She did
so but nothing happened. She still can’t access her own page.
Punishment for Cyber Criminals
Misuse of Data – Pay fine up to 1 Crore to Max guarantee
sum due to endeavor.
In the event that somebody deliberately endeavors to harm,
erase, adjust or demolish information identified with some
PC without the authorization of its proprietor will be at risk
to pay fine up to 1 Crore to max asserted sum due to
endeavor.
Corporate body neglected to anchor customer’s information
– detainment up to 3 Years or fine
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On the off chance that some corporate body is under contract
to secure and keep up customer’s information and digital
data yet regardless they neglected to ensure or safeguard
customer’s information all things considered corporate body
will be subject to pay customer so influenced. Pay up to 3
Years or fine according to misfortunes guaranteed by
customer.32
For first time digital guilty parties (Teens) : Leads to
Warning, Counseling, Parental protestation
In the majority of the cases youngsters associated with such
sort of exercises for entertainment only and in some cases
purposefully or without goals they did some digital offense
which prompts lose somebody's protection, security or
information. In such cases our digital law demonstrates some
tolerance and prompts Warning, Counseling, Parental
dissension.

Conclusion
We can limit the danger of digital assault or digital
wrongdoing by getting somewhat mindful and cognizant
while utilizing online life stages. It is conceivable to
guarantee the security of your own information of those
internet based life stages with an extremely insignificant
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exertion. It is proposed not to impart your secret word to any
of your companions or associates or even on any online
shape. It is additionally proposed dodging share data about
your charge or MasterCard over these web-based social
networking systems with a specific end goal to evade
credit/platinum card misrepresentation, also. Since clients of
PC framework and web are expanding around the world,
where it is anything but difficult to get to any data effectively
inside a couple of moments by utilizing web which is the
medium for enormous data and a vast base of interchanges
the world over. Certain careful steps ought to be taken by
nationals while utilizing the web which will help with testing
this significant risk Cyber Crime which has been depicted in
the research paper.

*****
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VI
CYBER LAWS OF INDIA AND OTHER
COUNTRIES
The demand of internet in today’s scenario is increasing with
the same proportion as India’s population. It now became the
need of 21st Century. In accordance with scientific study a
man can a human can go for more than three weeks without
food (Mahatma Gandhi survived 21 days of complete
starvation)33 and without water a man can survive only three
to four weeks and without oxygen there is no possibilities of
existing human creature. It is same with now-a-days but the
definition of life and living element has changed. A man
once survives without food, water and oxygen but cannot
without Facebook, Whatsapp, Snapchat, Instagram. The
daily updates and posting pictures became the part of their
life and using it approximately four hours a day is the daily
routine. Since, internet is the area of connectivity where a
whole world turned into the small village. But, every stick
has two ends. It is same go with the internet, not using it
properly and safely it leads to disastrous and ruins the life.
Internet has the power to change the whole world as what
our freedom fighter did at the time of independence with
pen. But, with great power comes great responsibility. This
mention proverb is actually holds good. The improper use of
internet leads to destruction of life. For this reason there is
an immediate need to protect the users from all these things,
it is obvious that through internet by sitting in another side
of laptop one can easily make fool to another specially
33
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children who are now become so prone to internet. The need
to make cyber law is important here. Cyber-crimes in India
had taken his place before 2013 as at that time there was no
policy made. But, cyber-crimes are still not explicitly
defined. On the other hand, other countries deal with such
issues in the shadow of underlying law itself. Cyber-crimes
include cyber bullying to cyber terrorism, these new age
phenomena have evolved and are now evolving constantly.
Comparing the laws of cyber security in India and of other
countries, there is a long way to go because of old and no
new evolution in this field, a lot of cyber-crimes sometimes
either go unreported or simply unconvicted.
In this paper, the researcher is highlighted the laws related to
cyber security in India and in other countries. Like- USA,
UAE, KINGDOM OF Saudi Arabia etc. The researcher also
had taken further steps to find the root cause of this lacuna
in India and solutions to improve this.
HISTORICAL BACKGROUND OF CYBER LAWS IN
INDIA
India had no Cyber security policy before 2013. In simple
terms, one can say that cyber crime is unlawful acts as it
involves criminal activities that are traditional in nature
includes theft, fraud, forgery, defamation and mischief, all
includes under the Indian Penal Code. The improper use of
computer that is not using in the clear way results and
addressed by Information Technology Act, 2000. The
Department of Electronics (DoE) in July 1998 drafted the
bill. However, it could only be introduced in the House on
December 16, 1999 (after a gap of almost one and a half
years) when the new IT Ministry was formed. It underwent
substantial alteration, with the Commerce Ministry making
suggestions related to e-commerce and matters pertaining to
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World Trade Organization (WTO) obligations. The Ministry
of Law and Company Affairs then vetted this joint draft.34
After its introduction, the bill was referred to the 42-member
Parliamentary Standing Committee. The Committee had
made several suggestions to incorporate the bill. The
suggestions were made to curb cyber crime and to find
solution to get rid of this. But latter suggestions were
dropped because of economic reasons.
The Union Cabinet approved the bill and passed the
Information Technology Bill on May 113, 2000 and May 17,
2000 by both the houses of Indian Parliament. With the
passage of time and development of technology further new
methods to commit the crime evolve and the need to amend
the laws of IT with eradicating other loopholes was the need
of time. This led to the amendment of Information
Technology Act, 2008 which was made effective from 27
October 2009. The IT (Amendment) Act, 2008 has brought
underline changes in the IT Act, 2000.
Although, the evolution of Indian Information Technology
Act, 2000 made certain changes but Indian is an exception
and somewhat backward in this regard because most of the
cyber-crimes remains unreported and silence of the crime is
the black hole of justice. India has a long way to go in the
path of cyber security.
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CYBER LAWS OF INDIA
Cyber-crime is an unlawful act in which the computer is
either a tool or a medium. It can involve criminal activities
like theft, fraud, forgery, defamation and mischief, all of
which comes under the subject of Indian Penal Code. The
abuse of computers has also given birth to a gamut of new
age crimes that are addressed by the Information Technology
Act, 2000.35
Cyber law is a term that describes the legal issues even
related to use of communications technology, the area
known as specifically, “cyberspace”. It is another field of
law in which contract and property are an intersection. It
includes intellectual property, privacy, and freedom of
expression. Cyber law is an effort to culminate the
challenges which are presented by human beings on the
internet.
CYBER LAWS IN INDIA
Cybercrimes include hacking, data theft, spreading virus or
worms affect the users in some way. The punishment for
hacking under Information Technology Act, 2008, Section
43(a) with section 66 is applicable and Section 379 & 406 of
Indian Penal Code. If crime is proved under IP Act, accused
shall be punished with imprisonment which may extend to
three years or fine, or both imprisonment and fine. Hacking
is although not defined in the amended IT Act, 2000. But, in
simple words hacking is unauthorized access to a computer
system, programs without the permission of other which
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results in data loss or any other important information going
at the stake.
The growing problem is data theft by office worker who
access to computer and handled devices, capable to store
digital information such as flash drives, iPods and digital
camera too. According to Information Technology
(Amended) Act, 2008, crime of data theft under section
43(b) is statedIf any person without permission of the owner or any other
person who is in charge of a computer, computer system or
computer network,- downloads, copies or extracts any data,
computer data base or information from such computer,
computer system or computer network including
information or data held or stored in any removable storage
medium.36
In many cases, viruses can do many damages in a computer.
Spreading of virus or worms can delete data, they can also
mess up or ruin up the system. Usually, virus install file in
the system and then change the system setting and virus
program run every time when anyone start the system.
In accordance with section 43(c) & 43 (e) read with section
66 applicable under section 268 of Indian Penal Code, 1860
also applicable in spreading of virus offence. Section 66-C
and Section 419 of Indian Penal Code, 1860 applicable in
offence related to Identity Theft is bailable compounded
with the permission of the court.
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CYBER LAW IN USA
United States of America is the world leader in cybercrimes.
It has been one of the top country of the world in terms of
internet related crimes. The first effective law against such
type of crime was first established in 1984 as CFAA. But, it
did not include any rule for the malicious code or in layman
language, for viruses. To improve the act, The National
Information Infrastructure Protection Act was introduced.
This made illegal to view computer information without any
authority.
USA has established strict definitions and punishments for
cybercrimes. From penalties like expulsion to criminal
misdemeanor to felony in cyber bullying. To penalty of 15
years imprisonment and fines for identity theft. To penalty
of six to twenty years prison time for hacking and damage to
computer properties. USA has quite a stronghold on cyber
laws.37
KINGDOM OF SAUDI ARABIA
The rate of cybercrimes in Saudi Arabia is low as compared
to the other world. However, these crimes rise in recent
years. Most of the population of the nation indulged in
pornography.
The penalties vary from one-year imprisonment and a fine
of 100,000 Riyals to imprisonment of maximum 10 years
and fine of 5,000,000 Riyals for Cyber terrorism.
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CHINA
China has always set the precedent in cyber laws. The
penalizing of cybercrime already began in 1997 with the
‘Computer Information Network and Internet Security,
Protection and Management Regulations’ codified by state
council. For the crimes like, hacking, sabotaging data or
spreading viruses will lead to minimum of three years of
imprisonment. The latest law in China is the cyber security
law. Cyber Security law in China requires all foreign
companies to store their essential data at the same time allow
the government to conduct checks on the company network
and data.
CONCLUSION
The need to improve the cyber law is increased in the recent
years because of increased use of internet not only by adults
but also by children. The improper use of internet and with
another such motive led to cybercrime. For the eradicating
such crime, different countries had made distinct laws. India
is one of the countries who woke up a little late in this regard.
But, with the advent use make it realize to do something in
this regard. The nation had made laws under Information
Technology and with some come under the shadow of Indian
Penal Code.
Although the country evolves a lot in this regard yet there’s
a long way to go. Like the evolution these old laws need to
change and amend as same that Information Technology Act
2000, amended and became effective as Information
Technology Act 2008.
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Other countries like USA, China are the developed country
and the number of crimes in these is relatively more high
with the same pace the law to punish the accused is also
rigid. Since, countries overall development not only based
upon the income of certain groups, other things like the
crime rates related to cyberspace also talks about the
development of any nation.

*****
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VII
CONNOTATIONS OF THE RIGHT TO
PRIVACY AND ITS LEGAL DISCOURSE
The idea of privacy is still alien to many in the present
scenario; it is only by the upheaval created by the legal
fraternity we have come to realize the concept and its
relevance very recently. Basically it’s a western concept
which had its recognition through amendment 5th and 14th
of the US constitution. The very first case of Kharak Singh
vs. State of U.P38, which tried to provoke the conscience of
the judiciary in recognizing right to privacy in 1960’s could
not stand the test of time. Presently, right to privacy has been
recognized legally after more than 5 decades of its first case
in the case of Justice Puttaswamy vs. Union of India39, Right
to privacy has been questioned on the grounds of linking
aadhar cards to the bank accounts, tax payment, and phone
numbers of citizens. Privacy of citizens is also considered to
be at stake due to mass surveillance in which the telephonic
conversations and even internet usage will be monitored by
the government in the public interest.
This research paper aims to answer some important
questions: Do we need privacy laws at all? Is privacy, an
extended version of moral and ethics? Philosophical
discourse of privacy also needs to be discussed for better
understanding. To analyze the need for privacy law we must
focus on the concept of privacy firstly and also discuss its
status in the Indian subcontinent. An in-depth study of the
privacy laws in India will also form an integral part of this
38
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paper. The researcher also aims to bring forth the judicial
approach. Finally, the researcher will conclude with
suggestions how we can protect and strengthen our privacy
laws better.
In R. Rajagopal vs. State of Tamil Nadu40, the Supreme
Court explained the scope of Right to Privacy which was
held to be implicit in the right to life and personal liberty
guaranteed under article 21. The Court held that the Right to
Privacy meant a Right to be let Alone. Likewise the Court
held that a female who was a victim of a sexual assault,
kidnap, abduction or a like offence, should not further be
subjected to the indignity of her name and the incident being
published in press and media41. Therefore Even a woman of
easy virtue is entitled to privacy and no one can invade her
privacy as and when one likes. 42
Before starting with the privacy laws and its legal
connotations, we must understand the term “privacy” and
“right to privacy”. Oxford dictionary43 defines privacy as “a
state in which one is not observed or disturbed by other
people or the state of being free from public attention.” If we
implement this concept with reference to the societal set-up,
it implies the spheres where an individual must be given
freedom to choose his/her way of doing things in his
personal space. The main purpose of law is to protect the
rights of the smallest minority that has ever existed — the
individual. In a free society, welfare statehood is what any
legally enlightened society aspires to achieve. Law is one of
40
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the most effective means to achieve a harmonious society. A
society protects the rights of its individuals through laws but
not absolutely. Whenever the security of the state or public
policies of the nation is affected due to the implementation
of individual rights’, reasonable restrictions44 override those
rights. Reasonable restrictions are the litmus tests on which
the fundamental rights must prove to testify to be legally
implemented. These are basically the ethical and moral
boundaries which are required to be adhered for any right to
enjoy its legal sanctity. If we trace the idea of morality from
the past, it has been the most influential factor in maintaining
the society and later this policing state camouflaged these
moral grounds as law of the state.
“.…The privacy of the home must protect the family,
marriage, procreation and sexual orientation which are all
important aspects of dignity”45.
Privacy has been claimed by individuals at time and again in
almost all the spheres of their lives. Every individual is
rightfully allowed to claim confidentiality of their personal
fantasies but whenever privacy leads to harm, suffering or
exploitation, it can be curtailed. Legal grounds for
curtailment of privacy have been mostly in matrimonial
matters, sexual orientation of individuals and digital
44

Article 19(2) in The Constitution of India 1949-

(2) Nothing in sub clause (a) of clause (1) shall affect the operation of
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court, defamation or incitement to an offence.
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technological advancement. One issue which has been the
bone of contention in the recent times is the curtaining of the
right to privacy of individual by the government on the
pretext of monitoring digital data and its prospective misuse
if there is no surveillance. The personal data of an individual
is accessed without permission in the pretext of national
security and that person may or may not be in any relation to
national security. If any personal information is part of the
public record, then even the most insidious snooping to
attain the information, by someone unaware that it is already
documented, Personal family life of any couple is also
exempted by law unless there is any upheaval in their
matrimonial peaceful life. Law interferes only when the
individuals seek legal course to sort out their matrimonial
issues in case of exploitation of either of the spouse or
mutually. In case of gay or lesbian relationship law has also
inferred for social good by declaring these relationship as
unethical and illegal under section 37746 of Indian penal
code. The conflict between the privacy and social good is yet
to be sorted out to determine the scope of law and ethics.
Privacy per se Vis- a- Vis Legal Status quo
The concept of privacy in humanities and legal fraternity
outweighs the rights related to privacy.
Privacy as a concept entails what it implies and its value
whereas legally, right of privacy is of utter significant to us
and how and when they are required to be protected.
46

Whoever voluntarily has carnal intercourse against the order of nature
with any man, woman or animal, shall be punished with 1[imprisonment
for life], or with imprisonment of either description for a term which may
extend to ten years, and shall also be liable to fine. Explanation.—
Penetration is sufficient to constitute the carnal intercourse necessary to
the offence described in this section.
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Ever since the “privacy” tussle started in the judicial nooks
of western states after the case Griswold v. Connecticut47,
Judge Robert Bork was one of the leading proponents to
oppose its recognition. According to him privacy is a very
misinterpreted concept which is ``unprincipled,``
``unconstitutional,`` ``utterly specious`` and ``improper and
intellectually empty.` He also said that right to privacy lacks
“contours” and the judicial creativity must not be wasted in
elaboration and establishing a principle which do not find
any mention in the law of the land. His views proved to be
wrong in the coming future as it is evident from various
landmarks judgments of the US courts which have
established the “right to privacy” at present as a settled law
and principle.
Another philosophical discourse of privacy was put forth by
Judith Jarvis Thompson48 rejecting the very idea of “privacy
as a distinct right” by proposing that right to privacy
coincided with other rights such as right to property which
is already recognized legally. According to her, separate
right to privacy will be mere camouflaging of earlier
established rights. The right to privacy is itself a cluster of
rights and that it is not a distinct cluster of rights but itself
intersects with the cluster of rights which the right over the
person consists in and also with the cluster of rights which
owning property consists in. She further argued that right to
privacy is overlapped by other rights everywhere. According
to her, right to privacy fails to meet the test of uniqueness
which is required for it to be become a legal doctrine.
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According to Posner49, right to privacy is a misnomer which
has been given undue significance in the academia and
judicial discourse. He also proposed “an economic theory of
privacy” which propagates the extent of intrusion of society
in the private life of an individual is guided by the economic
status of citizens in a particular society. For eg. Media is
more curious to know about the lives of wealthy people
whereas a poor is not investigated much about his personal
information as society is not curious to know. So according
to his theory, wealth also provides more rights of privacy.
An individual has both public and private life
simultaneously. To understand the philosophical discourse
of privacy it must be weighed in both public and private life
of an individual. Public life is the sphere where an individual
has to connect with the society, community or a tribe of
which is a member to perform his social obligations and
thereafter also demand rights to be protected and enjoy other
benefits. Private life of an individual usually revolves around
one’s family or his/her own space which demands noninterference from the society. It works on the concept of “let
the body/ individual alone” as a matter of right. Right to
privacy is a political doctrine which does not exist because
individuals have a sphere of "private" life with which the
state has nothing to do.
For Acknowledging the right to privacy and changing
dimensions of digital technological, unification of diverse
strands of legal and pragmatic, as privacy should be
guaranteed in this contemporary world.
Are we too late to recognize right to privacy?
49
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The societal setup of 1975 and today is drastically different,
who would have imagined that due to advancement in
technology, a virtual world will be created where
information will be just a click away. Law is not
autonomous, standing outside of the social world, but is
deeply embedded within society. Law and society must coexist for simultaneous enrichment. Contemporary Indian
society is much more aware and sensitive towards its need
than it was 5 decades ago. The identification of personhood
and its related paraphernalia has also become more
significant in the life of an individual rather than
compromising their whims for the sake of social good.
Today’s individual seeks personal space in many more facets
of its life keep in view of its ever increasing requirements
and modernization. The state is authorized to invade the
personal space on the pretext of public good and other
reasonable restrictions. In this point, I would like to discuss
the theory of Bentham50- “theory of pleasure and pain”
which the state might favor and present it as a strong doctrine
guiding their actions but my argument to contradict is that
since it is an exception to the general rule of balancing the
individual space and public space, not everything can be
covered and thereby giving dictatorial authority to state
invade the privacy of persons in almost every sphere of their
lives which is happening now in the Justice Puttaswamy vs.
Union of India51 case, which has clarified that a right cannot
be denied to individual just because he forms a small part of
society. The obligations of the courts must stretch to the
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JEREMY BENTHAM, AN INTRODUCTION TO THE
PRINCIPLES OF MORALS AND LEGISLATION (1st ed. 1781),
(March 15, 2018, 07: 45 PM), https://www.utilitarianism.com/jeremybentham/index.html.
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most alienated member of society for the law to serve its
ultimate purpose of attaining justice for all without any
biasness based on reasoned decision.
“….the right of privacy cannot be denied, even if there is a
miniscule fraction of the population which is affected. The
majoritarian concept does not apply to Constitutional rights
and the Courts are often called up on to take what may be
categorized as a non-majoritarian view, in the check and
balance of power envisaged under the Constitution of
India”52.
Mass Surveillance has become a major topic recently; since
ex- NSA employee Edward Snowden leaked integral
information of the organization which revealed that
intelligence agencies around the world are using methods to
collect data on their citizens. It is an important issue as in the
modern age, where every person is connected to internet and
to each other; the protection of the data and the information
of the citizens is paramount. Citizens today have become
fearful about what surveillance is being inflicted on them.
Which information gathered from them and about them may
be used in what ways? State vigilance has permeated in
almost all the affairs of citizens such as telephone recordings
on the pretext of national security, linking of aadhar cards to
the all the financial transactions of citizens on the pretext of
monitoring frauds and curbing black money, even sexual
orientation of an individual is an offence if not recognized
legally. The issue of Mass Surveillance in India gained
traction with the leaked NSA files which confirmed that
India was party to a an agreement with the U.S. known as
RAMPART- A to collect and share data on their citizens.
Not only this, but India expanded its old age wiretapping
52
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methods by affirming a program known as NATGRID,
which was sanctioned by the Parliament post 26/11 attacks
on Mumbai. It was sanctioned and passed by the Parliament
unanimously and without further debate on issues relating to
the privacy of the citizens. In its latest addition to the
surveillance program, the Indian Government also
authorized the Centralized Monitoring System (CMS),
which is our country’s own internet and digital data
surveillance program. These programs have been a subject
of heated discussion among human and fundamental rights
activists, who see it as a grave danger to a person’s privacy
and liberty.
The Latest addition to list of state invasion is bill on human
DNA profiling which would allow private DNA samples of
an individual to be collected by an “experienced medical
practitioner”. The intriguing part about the bill is that it
would include not only an “offender” but also a “suspect”
present at the crime scene as well as to “missing persons”.
The bill is set to be tabled in the current session of the
parliament.
Leslie Regan Shade53 argues that the right to privacy is
necessary for meaningful democratic participation, and
ensures human dignity and autonomy.
Application of Privacy Right Legally
The right to life and personal liberty under Article 2154 may
appear to entail that it has no relation to privacy but
53

Ivneet Kaur Walia, Infringement of Right to Privacy as a Crime Social
Science Research Network, (April 16, 2010).
54
Protection of life and personal liberty No person shall be deprived of
his life or personal liberty except according to procedure established by
law.
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entomology of the term “liberty” implies “Freedom;
exemption from extraneous control. The power of the will,
in its moral freedom, to follow the dictates of its unrestricted
choice, and to direct the external acts of the individual
without restraint, coercion, or control from other persons.
The choice available to an individual to restrict external
interference in his/her life is the very essence of privacy
which is inherent in the right to personal liberty itself.
Privacy is specifically placed in US constitution55 in their
bill of rights and it is a western concept. With the advent of
globalization, western notions started piercing the Indian
society. Demand for privacy is not new us but its demand in
various facets of our lives has started recently. Changing
dimensions and outlook of the society towards the personal
and societal space led to freedom to be left alone or laissez
faire i.e. let the individual be left alone but established
principles to tackle the situation till it finally knocked the
doors of justice through courts. In the absence of any clarity,
judicial precedents acknowledged and introduced for the
first time, the right to privacy in the case of Kharak Singh
versus Union of India56 but they missed the opportunity to
establish it as a legally recognized right. In the same case, J.
Subha Rao as obiter dicta, emphasized on right to privacy as:
“It is true our constitution does not expressly declare a right
to privacy as a fundamental right, but the said right is an
essential ingredient of personal liberty (recognized in Article
21 of the constitution).”
After struggling in the judicial arena for 50 years, trying to
meet the connotations of the contemporary society and
balance the personal and external space of an individual,
55
56

Amendment 5th and 14th of the US constitution.
Supra note 1.

SECURING CYBERSPACE

| 75

right to privacy is finally recognized in the case of Justice K
S Puttaswamy (Retd.), and Anr. v. Union of India57. Justice
Sanjay Kishan Kaul elucidated, “The right of an individual
to exercise control over his personal data and to be able to
control his/her own life would also encompass his right to
control his existence on the Internet”.
An analysis of the judicial precedents highlights the journey
of the right before its legal recognition and problem faced by
individuals due to its hazy position which further led to nonredressal of their grievances judicially, hence defeating the
very purpose of law.
With the increasing awareness of citizens towards their
personal space and the invasion of their privacy on the
pretext of social good, a new legal tussle is witnessed in the
judicial process to seek justice and strike an outcome from
the conflict.
Privacy rights are claimed in various cases thereby exploring
the new horizons of its applicability. A discussion about the
right to privacy remains incomplete without its judicial
discourse. A journey of the right to privacy deserves a
critical analysis. Starting from the very first case which made
its mention although in a dissenting opinion by J. Subha Rao
in the case of Kharak Singh vs. State of U.P. 58 requires
attention for bring it to the platter of Indian legal fraternity.
From time again, courts have refrained from specifically
recognizing the right to privacy until the case of Justice
Puttaswamy vs. Union of India59.
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M. P. Sharma v. Satish Chandra60
This was the first case to claim right to privacy and it was
very categorically rejected by the 8 judge bench.
“A power of search and seizure is in any system of
jurisprudence an overriding power of the State for the
protection of social security and that power is necessarily
regulated by law. When the Constitution makers have
thought fit not to subject such regulation to constitutional
limitations by recognition of a fundamental right to privacy,
analogous to the Fourth Amendment, we have no
justification to import it, into a totally different fundamental
right, by some process of strained construction.”
Kharak Singh vs. the State of U. P. & Others61
This was the first case where judiciary recognized the right
to privacy although in dissenting judgment but its mention
started a debate for its recognition and gave hope to future
litigants for its possibility.
“It is true our Constitution does not expressly declare a right
to privacy as a fundamental right, but they said right is an
essential ingredient of personal liberty. Every democratic
country sanctifies domestic life; it is expected to give him
rest, physical happiness, peace of mind and security. In the
last resort, a person's house, where he lives with his family,
is his "castle”: it is his rampart against encroachment on his
personal liberty.”
Govind v State of Madhya Pradesh62
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The ratio decendi of the case refused to recognize right to
privacy as an independent right but acknowledged its
coverage inherent under article 21 of our constitution. It also
clarified that it is not an absolute right and is susceptible to
reasonable restriction which is for the compelling interest of
the state. It justified the surveillance of the government on
citizens by saying that:
“Surveillance is also confined to the limited class of citizens
who are determined to lead a criminal life or whose
antecedents would reasonably lead to the conclusion that
they will lead such a life.”
In the case of R. Rajagopal vs. State Of T.N63 Justice Jeevan
Reddy agreed that the working of governments demand
constant vigilance on its citizens and in doing so sometimes
the personal space may be sacrificed for the social good
giving regard to the security of state or public policy matters.
He further quoted that right to privacy is a settled principle
in United States and UK and even judicially recognized but
if we want to claim such right in India we must also
understand the level of public awareness in their society. For
importing the right to privacy within the Indian
paraphernalia, the background must also suit its
implementation. According to him, there was no need for
separate right to privacy because it’s already an inherent part
of right to life and personal liberty under Article 21.
“Liberty” already connotes privacy in it. Hence an explicit
right to privacy is not required. The honorable judge quoted:
“……..The right to privacy is implicit in the right to life and
liberty guaranteed to the citizens of this country by Article
21. It is a "right to be let alone". A citizen has a right to
63
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safeguard the privacy of his own, his family, marriage,
procreation, motherhood, child bearing and education
among other matters.”64
Article 21 is an umbrella right whose horizons have been
expanded too long. If everything is to be included under it,
the legal remedies for its invasion will be too hazy and then
the dependency on the courts for its interpretation will
further elongate the process of justice delivery procedure. I
think during this case, the time was ripe to finally establish
the right to privacy but the judiciary missed the opportunity
which again left the issue without any final outcome. With
the changing dimensions of society, their outlook towards
their problems also changed. Due to the failure of legal
fraternity to establish the right in earlier cases, the balance in
the ever growing modern society, influenced by
globalization and their underlying principles are trembling.
For regaining the balance of a peaceful society, a fresh
insight is must by the legislature as well as judiciary.
Later cases like PUCL v. Union of India65, State of
Maharashtra v. Bharat Shanti Lal Shah66, and District
Registrar and Collector v. Canara Bank67, also recognized
the right to privacy inherent under article 21 but its separate
identity as a fundamental right under part III of the
constitution was refrained by all the earlier judgments before
Justice Puttaswamy vs. Union of India68. They also
emphasized that in public interest, state has all the powers to
enter the personal zone of citizens.
64
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Suresh Kumar Koushal v. Naz Foundation69
This case claimed for right to privacy in the course of sexual
orientation of individuals. It argued against the colonial law
which criminalizes homosexuality under Section 377 of
Indian Penal Code. The petitioners claimed that their private
matters must not be invaded by the state as it forms an
integral part of their meaningful life which law aims to
ensure through Article 21of Indian Constitution. The
honorable Delhi High Court allowed their right to privacy in
sexual orientation but the matter in Supreme Court through
appeal rejected any such right. At present the matter is
pending before the SC as curative petition which is the last
ray of hope for the petitioners.
Justice Puttaswamy vs. Union of India70
The case of Puttaswamy is rightly decided to eventually
recognize the need to establish right to privacy as a separate
privilege available to citizens of India. The right to privacy
is recognized as a fundamental right.
“The right of privacy is a fundamental right. It is a right
which protects the inner sphere of the individual from
interference from both State, and non-State actors and allows
the individuals to make autonomous life choices”71.
Conclusion
Through this paper the researchers aimed to draw the idea of
privacy laws prevailing in the country, the timeline of the
cases show the difference of opinions amongst the jurists.
Privacy for everyone is different and the cases also reflect
69

2014 AIR SC 563
Supra note 2
71
Supra note 2 at para 70
70

SECURING CYBERSPACE

| 80

conflict in opinion of jurists. Privacy laws which are
protected under article 21 of the Indian constitution which is
considered law of land is in existent with article 19(2) of the
Indian Constitution which impose reasonable restrictions.
Citizens have been seeking privacy in many facets of their
lives. With the changing societal structures, the yardsticks
for citizens to decide what to claim as private and what to
sacrifice for the social good has also gone drastic changes.
Law has played an instrumental role in striking a cord
between covet for privacy between an individual and state.
Whenever legislature failed to enact any law on issue and a
case came before the judiciary. Indian judiciary has been
very active in establishing principles which covered the
discord in law but in cases related to privacy matters,
judiciary have been reluctant to acknowledge such right to
privacy. It took five decades for judicial discourse to
understand the plea of citizens for their private zone Vis a
Vis public zone. In the contemporary world, almost every
action of an individual is monitored. The connection of
individuals with the real and virtual world have made their
lives public sometime voluntarily and most of the time
without their knowledge. The mass surveillance by the
government authorities on its citizens of the information they
share on internet, their financial transactions, telephone
tapping on the pretext of protecting the Country from
terrorist attacks or its misuse by terrorists have made citizens
fearful in leading normal peaceful lives.
The societal changes must balance the legal discourse which
was lacking before the Puttaswamy case72.
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The judiciary has finally woken up to the dilemma of
individuals and this case will act has a beacon of light for
future controversies related to privacy matters of citizens.

*****
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VIII
CYBERCRIMES AGAINST CHILDREN
The securing cyberspace means that in this world there is
two types of world are present one is real world and one is
virtual world which is also known as digital or cyber world.
The cyber world or virtual world attracts people but if people
don’t use it is safely then they are in problem because this
world contains various types of crimes like cyber-crimes.
In this world today’s children and young people are growing
up, offers an instant digital world through the click of a
mouse. Cyberspace refers to the virtual computer world, and
more specifically, is an electronic medium used to form a
global computer network to facilitate online communication.
It is a large computer network made up of many worldwide
computer networks that employ TCP/IP protocol to aid in
communication and data exchange activities. Cyberspace's
core feature is an interactive and virtual environment for a
broad range of participants.
Cyberspace allows users to share information, interact, swap
ideas, play games, engage in discussions or social forums,
conduct business and create intuitive media, among many
other activities. The term cyberspace was initially introduced
by William Gibson in his 1984 book, “Neuromancer.”
Gibson criticized the term in later years, calling it “evocative
and essentially meaningless.” Nevertheless, the term is still
widely used to describe any facility or feature that is linked
to the Internet.
According to many IT specialists and experts, including F.
Randall Farmer and Chip Morningstar, cyberspace has
gained popularity as a medium for social interaction, rather
than its technical execution and implementation.
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Child
A young human being below the age of puberty or below the
legal age of majority. The legal definition of child generally
refers to a minor, otherwise known as a person younger than
the age of majority. The African Charter on the Rights and
Welfare of the Child, 1990 Article 2, Definition of a Child
For tile purposes of this Charter. A child means every human
being below the age of 18 years. Convention on the Rights
of the Child, 1989 Article 1: For the purposes of the present
Convention, a child means every human being below the age
of eighteen years unless under the law applicable to the
child, majority is attained earlier.73
Cyberspace
Cyber space is important for to communicate this vast world.
Our daily life, economic vitality and national security
depend on the stable, safe and resilient cyberspace.
Cyberspace refers to the virtual computer world, and more
specifically, is an electronic medium used to form a global
computer network to facilitate online communication. It is a
large computer network made up of many worldwide
computer networks that employ TCP/IP protocol to aid in
communication and data exchange activities.74 Cyberspace
is interconnected technology. Cyberspace allows users to
share information, interact, swap ideas, play games, engage
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in discussions or social forums, conduct business and create
intuitive media, among many other activities.75
Cyber security
Cyber security is the protection of internet-connected
systems, including hardware, software and data, from cyber
attacks. Cyber Security implies ensuring data, gear, gadgets,
PC, PC asset, specialized gadget and data put away in that
from unapproved get to, utilize, revelation, disturbance,
adjustment or annihilation. Sec.2(1)(nb) of IT Act,2000).76
Cyber security is a very broad category which encompasses
numerous hardware and software technologies, and can be
applied on any level, including personal, corporate or
governmental devices or networks. Passwords are a cyber
security tool that people encounter nearly every day. Other
common cyber security tools include:
Anti-virus/anti-malware software
Software patches
Firewalls
Two-factor authentication
Encryption77
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Cybercrime
Cybercrime is defined as a crime in which a computer is the
object of the crime (hacking, phishing, spamming) or is used
as a tool to commit an offense (child pornography, hate
crimes). Cybercriminals may use computer technology to
access personal information, business trade secrets or use the
internet for exploitative or malicious purposes. Criminals
can also use computers for communication and document or
data storage. Criminals who perform these illegal activities
are often referred to as hackers.
Child Online Protection

Protecting children online is a global challenge, which
requires a global approach. While many efforts to improve
child online protection are already under way, their reach has
been more national than global. ITU has established
the Child Online Protection initiative to create
an international collaborative network and promote online
safety of children around the world.
Child Online Protection (COP) is an initiative which is
established by International Telecommunication Union in
November 2008 within the framework of the Global Cyber
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security Agenda (GCA). The initiative was supported by
the United Nations Secretary-General, states and several
international organizations. COP is an international
collaborative network to protect children worldwide against
cyber threats by providing legal, technical and
organizational measures.
Smart Steps Towards to keep Online Safety
S – Set your Limits
Take care of your privacy. Whether using a social
networking site or any other online service take care of your
privacy and that of your family and friends. You might have
the feeling of being anonymous online but collecting
information from various sources can reveal too much
private information about yourself or others you are close to,
including your family. If you join a social networking site
use the privacy settings to protect your online profile so that
only your friends can see it. Wherever possible instead of
your real name you should use a nickname that your real
friends will be able to recognize. Other interactive services,
for ex - ample instant messaging, will often also provide
privacy tools. Use them. Think twice before you publish or
share anything online. Are you pre - pared to share it with
everyone online; your close friends, as well as strangers?
Once you post information, photographs or any other
material on the Internet, you may never be able to remove it
or pre - vent other people from using it. You can never know
for sure where it might end up. Be critical what appears to
be a fact may really not be true at all. Unfortunately, if it
appears too good to be true, it probably is. Always double
check the information from other reliable sources. You have
rights and you, as well as other people, should respect them.
You should never accept harassment or bullying by other
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people. The laws and expectations of decent and acceptable
behaviour are valid online as well as in real life.
M – Meeting Online Friends Offline
Sometimes online contacts develop into friendships. Think
twice before meeting an online friend in real life. If you still
would like to meet an online friend offline, you should
always take someone reliable with you. You should ask your
parent or another trusted adult to join you to avoid any
trouble in case the meeting turns out to be a disappointment.
Bear in mind that your online friend might turn out to be a
different kind of person than you thought he or she would
be.
A – Accepting Inventions and Friendship
Most of the people you communicate with online are
probably already your friends in real life. You can also be
connected to the friends of your friends. Very often that can
be fun but at the same time if you do not actually know
someone yourself, are you really prepared to count them as
a “friend” and share with them exactly the same information
that you share with your oldest and best friends. Through
online connections you can connect with people previously
unknown to you. You may get requests by strangers who
want to be included in your contact list and see your profile,
but it is not wise to accept them. There’s nothing wrong with
declining invitations you are not sure about. Getting more
and more contacts is after all not the point of social
networking
R – React
Protect yourself from upsetting or distressing content. Do
not knowingly access or share links to such sites. If you see
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something that bothers you, talk about this with your parents
or someone you trust. Ignore bad behaviour and leave
unpleasant conversations or sites with inappropriate content.
As in real life there are people who for some reason, may
behave aggressively, insultingly or provocatively towards
others, or who want to share harmful content. Usually it is
better just to ignore them and then block them. Block
anyone approaching you using rude, intruding or threatening
emails or comments. Even if the message may be upsetting
and makes you feel uncomfortable you should save it so you
can show it to an adult for advice if needed. You are not the
one to be ashamed of the content of the messages. Always
be alert if someone, especially a stranger, wants to talk to
you about sex. Remember that you can never be sure of the
true identity or the intentions of that person. Approaching a
child or a young person in a sexual way is always a serious
cause for concern and you should tell a trusted adult, so you
or the trusted adult can report it. If you have been lured or
tricked by someone into engaging in sexual activities or
transmitting sexual images of yourself, you should always
tell a trusted adult in order to receive advice and help. No
adult has a right to request things of that particular nature
from a child or a young person - the responsibility always
lies with the adult.
T – Tell some about your concerns
If you have any concerns or problems while online, you need
to tell someone you can trust. Your parents or some other
adult can help and give you good advice on what to do. There
are no problems that are too big to be solved! You might also
want to call a child helpline25 available in your country.
You can report harmful or inappropriate content or activities
on the websites to the abuse e-mail of the host of the site.
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You can report illegal content to an Internet Hotline or to the
police. You can report illegal or possibly illegal activities to
the local police. In addition to taking good care of yourself,
you should also take care of your computer or mobile device.
Like the SMART rules, there are some easy tips to remember
in order to keep your computer and mobile device safe.78
Case Laws: - Blue Whale Challenge
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The Blue Whale Game also known as Blue Whale Challenge
is an Internet game that exist in several countries. The game
consists of a several of tasks assigned to players by
administrators during a 50-day period, with the final
challenge the player to commit suicide. The term Blue
Whale comes from the phenomenon of beached whales,
which is linked to suicide. Blue Whale began in Russia in
2013 with F57, one of the names of the so-called death game
and allegedly caused its first suicide in 2015. Philipp
Budeikin, a former psychology student who was expelled
from his university, claimed that he invented the game.79
Budeikin said that his purpose was to cleansing the society
by pushing to suicide those he consider as having no value
in this world. In Russia in 2016, Blue Whale came into
broader use among teenagers after a journalist brought
attention to it through an article that linked many unrelated
suicide victims to the Blue Whale, creating a wave of moral
panic in Russia. Later, Budeikin was arrested and pled guilty
to forcing at least 16 teenage girls to commit suicide.80
Game Structure:The game is based on between the challengers also called
players and the administrators. It gives a task by the
administrators that players must complete, usually one per
day, some of which involve self-mutilation. Some tasks can
be given in advance, while others can be passed on by the
administrators on that day, the last task being suicide. The
79
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list of tasks, to be completed in 50 days, includes waking up
at 4:20 A.M., climbing a crane, carving a specific phrase on
the person’s own hand or arm or making a whale sign by
using knife in the hand, doing secret tasks, poking a needle
to the arm or leg, standing on a bridge and roof, listening to
music, and watching videos sent to the players by the
administrator.
The different cases in India:A 16-year-old boy from Kerala in Southern India was
reported to have committed suicide on 26 July 2017, after
playing the online Blue Whale game from the city of
Thiruvananthapuram, it was said he ended his life after
completing the tasks of this deadly game. The mother of the
victim child told to the media, boy had committed suicide
after deleting all the games from his mobile phone. Her son
had informed her about playing the fatal game, she said she
had persuaded him to refrain from playing it, but to no avail.
She also said he had downloaded the game nine months ago
and that he told her not to worry if he dies soon. His mother
also revealed that he used to visit cemeteries during the night
and go to the beach alone. One of the tasks assigned to the
players involved watching the horror videos sent to them by
promoters of the game, it is believed. The boy had also
drawn on his wrist with a compass, his mother said, adding
that he had offered to donate his organs after his death. 81
On 30 July 2017, a 14-year-old boy committed suicide by
jumping from the fifth floor of an Andheri building in the
city of Mumbai. Maharashtra state Chief Minister Devendra
Fadnavis blamed the suicide on the Blue Whale game,
81
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though the Mumbai Police said they had not found evidence
that the teenager had played the game.
On 10 August 2017, a Class VII student in the city of Indore,
State of Madhya Pradesh, was pulled away by a group of
students, before he could take the final suicide leap, off the
third floor of the Chamali Devi Public School. The boy
apparently recorded the whole 50 stages of the game, in his
school diary.
On 10 August 2017, a 14-year-old boy on the way to finish
the Blue Whale challenge was rescued by the Maharashtra
Police, who intercepted the bus in which he was traveling to
Pune, from his home town of Solapur. After the boy went
missing, his parents started enquiring with his friends when
they came to know that he was playing the Blue Whale
Challenge.
On 12 August 2017, a tenth grade student from Anandpur,
West Midnapore district of West Bengal allegedly
committed suicide as a result of playing the game. His body
was discovered in the bathroom, with his face covered with
a plastic bag tied around his neck by a cotton cord.
On 27 August 2017, a 13 year old class VI student in the
town of Maudaha, Hamirpur district in the Indian state of
Uttar Pradesh, hung himself, after playing the Blue Whale
game. According to the police, the boy had his father's phone
in which the game, that directs the player to commit suicide
after 50 challenges, was on, when the dead body was taken.
On 30 August 2017, a 19 year old college student in
Madurai, Tamil Nadu committed suicide by hanging
himself. According to the police, the boy had an image of a
blue whale along with the text Blue Whale carved on his
arm. Upon scanning the mobile phone of the victim, the local
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police was startled to find a Whatsapp group of 75 members
in Madurai District who are actively playing the game.
On 3 September 2017, Satvik Pandey, a class XI student
from Damoh, Madhya Pradesh committed suicide by
jumping in front of a running train after playing the Blue
Whale game. His school friends said that he used to play the
game and asked them to play the death game too.82
The different case in Russia:In March 2017, authorities in Russia were investigating
approximately 130 separate cases of suicide related to the
phenomenon.
In February, 15-year-old Yulia Konstantinova and 16-yearold Veronika Volkova threw themselves off the top of a 14story building in Irkutsk, Siberia after completing 50 tasks
sent to them. Before they killed themselves together, Yulia
and Veronika left messages on their pages on social
networks. Yulia published the photo of a large blue whale
and then wrote end. Veronika had previously posted things
like "Do you feel that you become useless?" and "I am just a
ghost". On the day of her death she wrote "Sense is lost...
End".
Also in February, a girl known as Ekaterina age 15, was in
critical condition after throwing herself out of an apartment
and falling on snow-covered ground in the town of
Krasnoyarsk, also in Siberia.
On 11 May 2017, Russian media reported that Philipp
Budeikin plead guilty to forcing teenagers to suicide. He was
held at Kresty Prison in St Petersburg with charges of forcing
82
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to at least 16 teenage girls to kill themselves. On 26 May
2017, Russian Duma (parliament) passed a bill introducing
criminal responsibility for creating pro-suicide groups on
social media, in the wake of 130 teen deaths linked to the
Blue Whale suicide challenge. On 7 June 2017, President
Putin signed a law imposing criminal penalties for inducing
minors to suicide. The law imposes a maximum punishment
of six years in prison83
Case Laws: - Related to Blue Whale Challenge i.e.
MOMO Challenge
The Momo Challenge reportedly started on Facebook where
members were "challenged" to communicate with an
unknown number. It allegedly involves challenges that
encourage children to engage in a series of violent acts that
end with suicide. Almost a year after the Blue Whale
Challenge allegedly led to a number of suicides among
teenagers across the globe, a new game called ‘Momo
Challenge’ is reportedly encouraging children to perform
dangerous challenges. The Momo challenge, viral on social
media platforms, especially WhatsApp is allegedly linked to
the death of a 12-year-old girl in Argentina, the Buenos
Aires Times reported.84 This game is very harmful because
according to the latest news, 3 children died due to this.
Precautions are given to the get safe from this type of cybercrime, if any messages came from the unknown foreign
number or number with the DP of a doll so don’t even reply
to this number because if you open or reply to this number
83
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then they will take all your information. As per cyber experts
the Momo challenge is just for stealing information.
Has Momo Challenge reached India?
Till now, there have been no reports of the challenge
reaching India. However, digital media can spread across the
globe like wildfire by just a single click. Also, considering
that the Blue Whale challenge reached the highest risk level
in India, it is best to safeguard your kids and have an open
conversation with them. As parents, be open to your kids and
monitor their online activity. Pay close attention to their
behavior and have red-markers to any self-harming instincts.
Most importantly, have an open communication with your
kid. Keep him informed and tell him to talk to you if
anything doesn't feel right.85
Conclusion
“As the world is increasingly interconnected, everyone
shares the responsibility of securing cyberspace.” -Newton
Lee
The researcher start conclusion with this quote because in
today’s world people are mostly connected with each other
in this virtual or cyber world. Cybercrimes have been from
the social media since its inception. This is manifested in the
form of cyber frauds, cyber defamation, cyber stalking, and
virus attack and last but not a least cyber-crimes with
children. Even through India has effective laws to deals with
these crimes but then also cyber-crimes are not negligible.
Kids must be given awareness classes about social media
85

https://timesofindia.indiatimes.com/life-style/health-fitness/healthnews/after-blue-whale-it-is-momo-whatsapp-suicide-game-thatsrisking-your-teens/articleshow/65335762.cms last seen 19.08.18

SECURING CYBERSPACE

| 96

cybercrimes. The parents should buy antivirus which
contains parental control program through which they can
know that what their children are using in Internet. The
parent also takes the time for children and asked them
whether their children are not involved in this playing of
deadly games. The government and judiciary also strictly
towards this type of case like Blue Whale Challenge because
now days again we are listening a same type of game with
another name MOMO which spreads through whatsapp. The
cyber police have to take some strict action towards this type
of cybercrimes. The parents should also take small class to
keep aware from various types of crimes.
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