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The securing cyberspace means that in this world there is two types of world are present one is
real world and one is virtual world which is also known as digital or cyber world. The cyber
world or virtual world attracts people but if people don’t use it is safely then they are in problem
because this world contains various types of crimes like cyber-crimes.
In this world today’s children and young people are growing up, offers an instant digital world
through the click of a mouse. Cyberspace refers to the virtual computer world, and more
specifically, is an electronic medium used to form a global computer network to facilitate
online communication. It is a large computer network made up of many worldwide computer
networks that employ TCP/IP protocol to aid in communication and data exchange activities.
Cyberspace's core feature is an interactive and virtual environment for a broad range of
participants.
Cyberspace allows users to share information, interact, swap ideas, play games, engage in
discussions or social forums, conduct business and create intuitive media, among many other
activities. The term cyberspace was initially introduced by William Gibson in his 1984 book,
“Neuromancer.” Gibson criticized the term in later years, calling it “evocative and essentially
meaningless.” Nevertheless, the term is still widely used to describe any facility or feature that
is linked to the Internet.
According to many IT specialists and experts, including F. Randall Farmer and Chip
Morningstar, cyberspace has gained popularity as a medium for social interaction, rather than
its technical execution and implementation.
Child
A young human being below the age of puberty or below the legal age of majority. The legal
definition of child generally refers to a minor, otherwise known as a person younger than the
age of majority. The African Charter on the Rights and Welfare of the Child, 1990 Article 2,
Definition of a Child For tile purposes of this Charter. A child means every human being below
the age of 18 years. Convention on the Rights of the Child, 1989 Article 1: For the purposes of
the present Convention, a child means every human being below the age of eighteen years
unless under the law applicable to the child, majority is attained earlier.73
Cyberspace
Cyber space is important for to communicate this vast world. Our daily life, economic vitality
and national security depend on the stable, safe and resilient cyberspace. Cyberspace refers to
the virtual computer world, and more specifically, is an electronic medium used to form a
global computer network to facilitate online communication. It is a large computer network
73
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made up of many worldwide computer networks that employ TCP/IP protocol to aid in
communication and data exchange activities.74 Cyberspace is interconnected technology.
Cyberspace allows users to share information, interact, swap ideas, play games, engage in
discussions or social forums, conduct business and create intuitive media, among many other
activities.75
Cyber security
Cyber security is the protection of internet-connected systems, including hardware, software
and data, from cyber attacks. Cyber Security implies ensuring data, gear, gadgets, PC, PC asset,
specialized gadget and data put away in that from unapproved get to, utilize, revelation,
disturbance, adjustment or annihilation. Sec.2(1)(nb) of IT Act,2000).76
Cyber security is a very broad category which encompasses numerous hardware and software
technologies, and can be applied on any level, including personal, corporate or governmental
devices or networks. Passwords are a cyber security tool that people encounter nearly every
day. Other common cyber security tools include:
Anti-virus/anti-malware software
Software patches
Firewalls
Two-factor authentication
Encryption77

Cybercrime
Cybercrime is defined as a crime in which a computer is the object of the crime (hacking,
phishing, spamming) or is used as a tool to commit an offense (child pornography, hate crimes).
Cybercriminals may use computer technology to access personal information, business trade
secrets or use the internet for exploitative or malicious purposes. Criminals can also use
computers for communication and document or data storage. Criminals who perform these
illegal activities are often referred to as hackers.

74

Technopedia https://www.techopedia.com/definition/2493/cyberspace last seen 18/08/18

75

See ibid
Akash Kamal Mishra Cyber Laws In India Fathoming your Lawful Perplex First Edition 2018
77
Supra 4
76

SECURING CYBERSPACE

Page - 44

www.cybertalkindia.com/publicationslibrary | ©2018 | CYBERLEKH PUBLICATIONS | ISBN : 978-17-2678-933-2

Child Online Protection

Protecting children online is a global challenge, which requires a global approach. While many
efforts to improve child online protection are already under way, their reach has been more
national than global. ITU has established the Child Online Protection initiative to create
an international collaborative network and promote online safety of children around the world.
Child Online Protection (COP) is an initiative which is established by International
Telecommunication Union in November 2008 within the framework of the Global Cyber
security Agenda (GCA). The initiative was supported by the United Nations Secretary-General,
states and several international organizations. COP is an international collaborative network to
protect children worldwide against cyber threats by providing legal, technical and
organizational measures.
Smart Steps Towards to keep Online Safety
S – Set your Limits
Take care of your privacy. Whether using a social networking site or any other online service
take care of your privacy and that of your family and friends. You might have the feeling of
being anonymous online but collecting information from various sources can reveal too much
private information about yourself or others you are close to, including your family. If you
join a social networking site use the privacy settings to protect your online profile so that only
your friends can see it. Wherever possible instead of your real name you should use a nickname
that your real friends will be able to recognize. Other interactive services, for ex - ample instant
messaging, will often also provide privacy tools. Use them. Think twice before you publish or
share anything online. Are you pre - pared to share it with everyone online; your close friends,
as well as strangers? Once you post information, photographs or any other material on the
Internet, you may never be able to remove it or pre - vent other people from using it. You can
never know for sure where it might end up. Be critical what appears to be a fact may really not
be true at all. Unfortunately, if it appears too good to be true, it probably is. Always double
check the information from other reliable sources. You have rights and you, as well as other
people, should respect them. You should never accept harassment or bullying by other people.
The laws and expectations of decent and acceptable behaviour are valid online as well as in
real life.
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M – Meeting Online Friends Offline
Sometimes online contacts develop into friendships. Think twice before meeting an online
friend in real life. If you still would like to meet an online friend offline, you should always
take someone reliable with you. You should ask your parent or another trusted adult to join you
to avoid any trouble in case the meeting turns out to be a disappointment. Bear in mind that
your online friend might turn out to be a different kind of person than you thought he or she
would be.
A – Accepting Inventions and Friendship
Most of the people you communicate with online are probably already your friends in real life.
You can also be connected to the friends of your friends. Very often that can be fun but at the
same time if you do not actually know someone yourself, are you really prepared to count them
as a “friend” and share with them exactly the same information that you share with your oldest
and best friends. Through online connections you can connect with people previously
unknown to you. You may get requests by strangers who want to be included in your contact
list and see your profile, but it is not wise to accept them. There’s nothing wrong with declining
invitations you are not sure about. Getting more and more contacts is after all not the point of
social networking
R – React
Protect yourself from upsetting or distressing content. Do not knowingly access or share links
to such sites. If you see something that bothers you, talk about this with your parents or
someone you trust. Ignore bad behaviour and leave unpleasant conversations or sites with
inappropriate content. As in real life there are people who for some reason, may behave
aggressively, insultingly or provocatively towards others, or who want to share harmful
content. Usually it is better just to ignore them and then block them. Block anyone approaching
you using rude, intruding or threatening emails or comments. Even if the message may be
upsetting and makes you feel uncomfortable you should save it so you can show it to an adult
for advice if needed. You are not the one to be ashamed of the content of the messages. Always
be alert if someone, especially a stranger, wants to talk to you about sex. Remember that you
can never be sure of the true identity or the intentions of that person. Approaching a child or a
young person in a sexual way is always a serious cause for concern and you should tell a trusted
adult, so you or the trusted adult can report it. If you have been lured or tricked by someone
into engaging in sexual activities or transmitting sexual images of yourself, you should always
tell a trusted adult in order to receive advice and help. No adult has a right to request things of
that particular nature from a child or a young person - the responsibility always lies with the
adult.
T – Tell some about your concerns
If you have any concerns or problems while online, you need to tell someone you can trust.
Your parents or some other adult can help and give you good advice on what to do. There are
no problems that are too big to be solved! You might also want to call a child helpline25
available in your country. You can report harmful or inappropriate content or activities on the
websites to the abuse e-mail of the host of the site. You can report illegal content to an Internet
Hotline or to the police. You can report illegal or possibly illegal activities to the local police.
In addition to taking good care of yourself, you should also take care of your computer or
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mobile device. Like the SMART rules, there are some easy tips to remember in order to keep
your computer and mobile device safe.78
Case Laws: - Blue Whale Challenge
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Publisher
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The Blue Whale Game also known as Blue Whale Challenge is an Internet game that exist in
several countries. The game consists of a several of tasks assigned to players by administrators
during a 50-day period, with the final challenge the player to commit suicide. The term Blue
Whale comes from the phenomenon of beached whales, which is linked to suicide. Blue Whale
began in Russia in 2013 with F57, one of the names of the so-called death game and allegedly
caused its first suicide in 2015. Philipp Budeikin, a former psychology student who was
expelled from his university, claimed that he invented the game.79 Budeikin said that his
purpose was to cleansing the society by pushing to suicide those he consider as having no value
in this world. In Russia in 2016, Blue Whale came into broader use among teenagers after a
journalist brought attention to it through an article that linked many unrelated suicide victims
to the Blue Whale, creating a wave of moral panic in Russia. Later, Budeikin was arrested and
pled guilty to forcing at least 16 teenage girls to commit suicide.80
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Game Structure:The game is based on between the challengers also called players and the administrators. It
gives a task by the administrators that players must complete, usually one per day, some of
which involve self-mutilation. Some tasks can be given in advance, while others can be passed
on by the administrators on that day, the last task being suicide. The list of tasks, to be
completed in 50 days, includes waking up at 4:20 A.M., climbing a crane, carving a specific
phrase on the person’s own hand or arm or making a whale sign by using knife in the hand,
doing secret tasks, poking a needle to the arm or leg, standing on a bridge and roof, listening
to music, and watching videos sent to the players by the administrator.
The different cases in India:A 16-year-old boy from Kerala in Southern India was reported to have committed suicide on
26 July 2017, after playing the online Blue Whale game from the city of Thiruvananthapuram,
it was said he ended his life after completing the tasks of this deadly game. The mother of the
victim child told to the media, boy had committed suicide after deleting all the games from his
mobile phone. Her son had informed her about playing the fatal game, she said she had
persuaded him to refrain from playing it, but to no avail. She also said he had downloaded the
game nine months ago and that he told her not to worry if he dies soon. His mother also revealed
that he used to visit cemeteries during the night and go to the beach alone. One of the tasks
assigned to the players involved watching the horror videos sent to them by promoters of the
game, it is believed. The boy had also drawn on his wrist with a compass, his mother said,
adding that he had offered to donate his organs after his death. 81
On 30 July 2017, a 14-year-old boy committed suicide by jumping from the fifth floor of an
Andheri building in the city of Mumbai. Maharashtra state Chief Minister Devendra Fadnavis
blamed the suicide on the Blue Whale game, though the Mumbai Police said they had not found
evidence that the teenager had played the game.
On 10 August 2017, a Class VII student in the city of Indore, State of Madhya Pradesh, was
pulled away by a group of students, before he could take the final suicide leap, off the third
floor of the Chamali Devi Public School. The boy apparently recorded the whole 50 stages of
the game, in his school diary.
On 10 August 2017, a 14-year-old boy on the way to finish the Blue Whale challenge was
rescued by the Maharashtra Police, who intercepted the bus in which he was traveling to Pune,
from his home town of Solapur. After the boy went missing, his parents started enquiring with
his friends when they came to know that he was playing the Blue Whale Challenge.
On 12 August 2017, a tenth grade student from Anandpur, West Midnapore district of West
Bengal allegedly committed suicide as a result of playing the game. His body was discovered
in the bathroom, with his face covered with a plastic bag tied around his neck by a cotton cord.
On 27 August 2017, a 13 year old class VI student in the town of Maudaha, Hamirpur district
in the Indian state of Uttar Pradesh, hung himself, after playing the Blue Whale game.
According to the police, the boy had his father's phone in which the game, that directs the
player to commit suicide after 50 challenges, was on, when the dead body was taken.
81

Seehttps://itexpertparveshnavodayan.blogspot.com/2017/09/blue-whale-challenge-game.htmllastseen 19/08/18

SECURING CYBERSPACE

Page - 48

www.cybertalkindia.com/publicationslibrary | ©2018 | CYBERLEKH PUBLICATIONS | ISBN : 978-17-2678-933-2

On 30 August 2017, a 19 year old college student in Madurai, Tamil Nadu committed suicide
by hanging himself. According to the police, the boy had an image of a blue whale along with
the text Blue Whale carved on his arm. Upon scanning the mobile phone of the victim, the local
police was startled to find a Whatsapp group of 75 members in Madurai District who are
actively playing the game.
On 3 September 2017, Satvik Pandey, a class XI student from Damoh, Madhya Pradesh
committed suicide by jumping in front of a running train after playing the Blue Whale game.
His school friends said that he used to play the game and asked them to play the death game
too.82
The different case in Russia:In March 2017, authorities in Russia were investigating approximately 130 separate cases of
suicide related to the phenomenon.
In February, 15-year-old Yulia Konstantinova and 16-year-old Veronika Volkova threw
themselves off the top of a 14-story building in Irkutsk, Siberia after completing 50 tasks sent
to them. Before they killed themselves together, Yulia and Veronika left messages on their
pages on social networks. Yulia published the photo of a large blue whale and then wrote end.
Veronika had previously posted things like "Do you feel that you become useless?" and "I am
just a ghost". On the day of her death she wrote "Sense is lost... End".
Also in February, a girl known as Ekaterina age 15, was in critical condition after throwing
herself out of an apartment and falling on snow-covered ground in the town of Krasnoyarsk,
also in Siberia.
On 11 May 2017, Russian media reported that Philipp Budeikin plead guilty to forcing
teenagers to suicide. He was held at Kresty Prison in St Petersburg with charges of forcing to
at least 16 teenage girls to kill themselves. On 26 May 2017, Russian Duma (parliament) passed
a bill introducing criminal responsibility for creating pro-suicide groups on social media, in the
wake of 130 teen deaths linked to the Blue Whale suicide challenge. On 7 June 2017, President
Putin signed a law imposing criminal penalties for inducing minors to suicide. The law imposes
a maximum punishment of six years in prison83
Case Laws: - Related to Blue Whale Challenge i.e. MOMO Challenge
The Momo Challenge reportedly started on Facebook where members were "challenged" to
communicate with an unknown number. It allegedly involves challenges that encourage
children to engage in a series of violent acts that end with suicide. Almost a year after the Blue
Whale Challenge allegedly led to a number of suicides among teenagers across the globe, a
new game called ‘Momo Challenge’ is reportedly encouraging children to perform dangerous
challenges. The Momo challenge, viral on social media platforms, especially WhatsApp is
allegedly linked to the death of a 12-year-old girl in Argentina, the Buenos Aires Times
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reported.84 This game is very harmful because according to the latest news, 3 children died due
to this.
Precautions are given to the get safe from this type of cyber-crime, if any messages came from
the unknown foreign number or number with the DP of a doll so don’t even reply to this number
because if you open or reply to this number then they will take all your information. As per
cyber experts the Momo challenge is just for stealing information.
Has Momo Challenge reached India?
Till now, there have been no reports of the challenge reaching India. However, digital media
can spread across the globe like wildfire by just a single click. Also, considering that the Blue
Whale challenge reached the highest risk level in India, it is best to safeguard your kids and
have an open conversation with them. As parents, be open to your kids and monitor their online
activity. Pay close attention to their behavior and have red-markers to any self-harming
instincts. Most importantly, have an open communication with your kid. Keep him informed
and tell him to talk to you if anything doesn't feel right.85
Conclusion
“As the world is increasingly interconnected, everyone shares the responsibility of securing
cyberspace.” -Newton Lee
The researcher start conclusion with this quote because in today’s world people are mostly
connected with each other in this virtual or cyber world. Cybercrimes have been from the social
media since its inception. This is manifested in the form of cyber frauds, cyber defamation,
cyber stalking, and virus attack and last but not a least cyber-crimes with children. Even
through India has effective laws to deals with these crimes but then also cyber-crimes are not
negligible. Kids must be given awareness classes about social media cybercrimes. The parents
should buy antivirus which contains parental control program through which they can know
that what their children are using in Internet. The parent also takes the time for children and
asked them whether their children are not involved in this playing of deadly games. The
government and judiciary also strictly towards this type of case like Blue Whale Challenge
because now days again we are listening a same type of game with another name MOMO which
spreads through whatsapp. The cyber police have to take some strict action towards this type
of cybercrimes. The parents should also take small class to keep aware from various types of
crimes.
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