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I. INTRODUCTION 

The demand of internet in today’s scenario is increasing with the same proportion as India’s 
population. It now became the need of 21st Century. In accordance with scientific study a man 
can a human can go for more than three weeks without food (Mahatma Gandhi survived 21 
days of complete starvation)33 and without water a man can survive only three to four weeks 
and without oxygen there is no possibilities of existing human creature. It is same with now-a-
days but the definition of life and living element has changed. A man once survives without 
food, water and oxygen but cannot without Facebook, Whatsapp, Snapchat, Instagram. The 
daily updates and posting pictures became the part of their life and using it approximately four 
hours a day is the daily routine. Since, internet is the area of connectivity where a whole world 
turned into the small village. But, every stick has two ends. It is same go with the internet, not 
using it properly and safely it leads to disastrous and ruins the life.   

Internet has the power to change the whole world as what our freedom fighter did at the time 
of independence with pen. But, with great power comes great responsibility. This mention 
proverb is actually holds good. The improper use of internet leads to destruction of life. For 
this reason there is an immediate need to protect the users from all these things, it is obvious 
that through internet by sitting in another side of laptop one can easily make fool to another 
specially children who are now become so prone to internet. The need to make cyber law is 
important here. Cyber-crimes in India had taken his place before 2013 as at that time there was 
no policy made. But, cyber-crimes are still not explicitly defined. On the other hand, other 
countries deal with such issues in the shadow of underlying law itself. Cyber-crimes include 
cyber bullying to cyber terrorism, these new age phenomena have evolved and are now 
evolving constantly.  Comparing the laws of cyber security in India and of other countries, 
there is a long way to go because of old and no new evolution in this field, a lot of cyber-crimes 
sometimes either go unreported or simply unconvicted.  

In this paper, the researcher is highlighted the laws related to cyber security in India and in 
other countries. Like- USA, UAE, KINGDOM OF Saudi Arabia etc. The researcher also had 
taken further steps to find the root cause of this lacuna in India and solutions to improve this. 

II. HISTORICAL BACKGROUND OF CYBER LAWS IN INDIA 

India had no Cyber security policy before 2013. In simple terms, one can say that cyber crime 
is unlawful acts as it involves criminal activities that are traditional in nature includes theft, 
fraud, forgery, defamation and mischief, all includes under the Indian Penal Code. The 
improper use of computer that is not using in the clear way results and addressed by Information 
Technology Act, 2000. The Department of Electronics (DoE) in July 1998 drafted the bill. 
However, it could only be introduced in the House on December 16, 1999 (after a gap of almost 

                                                             
33 Available at: <https://www.businessinsider.in/Heres-How-Many-Days-A-Person-Can-Survive-Without-
Water/articleshow/34889866.cms>  Last visited on July 8th 2018 
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one and a half years) when the new IT Ministry was formed. It underwent substantial alteration, 
with the Commerce Ministry making suggestions related to e-commerce and matters pertaining 
to World Trade Organization (WTO) obligations. The Ministry of Law and Company Affairs 
then vetted this joint draft.34 

After its introduction, the bill was referred to the 42-member Parliamentary Standing 
Committee. The Committee had made several suggestions to incorporate the bill. The 
suggestions were made to curb cyber crime and to find solution to get rid of this. But latter 
suggestions were dropped because of economic reasons.  

The Union Cabinet approved the bill and passed the Information Technology Bill on May 113, 
2000 and May 17, 2000 by both the houses of Indian Parliament. With the passage of time and 
development of technology further new methods to commit the crime evolve and the need to 
amend the laws of IT with eradicating other loopholes was the need of time. This led to the 
amendment of Information Technology Act, 2008 which was made effective from 27 October 
2009. The IT (Amendment) Act, 2008 has brought underline changes in the IT Act, 2000. 

Although, the evolution of Indian Information Technology Act, 2000 made certain changes but 
Indian is an exception and somewhat backward in this regard because most of the cyber-crimes 
remains unreported and silence of the crime is the black hole of justice. India has a long way 
to go in the path of cyber security.  

III. CYBER LAWS OF INDIA 

Cyber-crime is an unlawful act in which the computer is either a tool or a medium. It can 
involve criminal activities like theft, fraud, forgery, defamation and mischief, all of which 
comes under the subject of Indian Penal Code. The abuse of computers has also given birth to 
a gamut of new age crimes that are addressed by the Information Technology Act, 2000.35 

Cyber law is a term that describes the legal issues even related to use of communications 
technology, the area known as specifically, “cyberspace”. It is another field of law in which 
contract and property are an intersection.  It includes intellectual property, privacy, and 
freedom of expression. Cyber law is an effort to culminate the challenges which are presented 
by human beings on the internet. 

a. CYBER LAWS IN INDIA 

Cybercrimes include hacking, data theft, spreading virus or worms affect the users in some 
way. The punishment for hacking under Information Technology Act, 2008, Section 43(a) with 
section 66 is applicable and Section 379 & 406 of Indian Penal Code. If crime is proved under 
IP Act, accused shall be punished with imprisonment which may extend to three years or fine, 
or both imprisonment and fine. Hacking is although not defined in the amended IT Act, 2000. 
But, in simple words hacking is unauthorized access to a computer system, programs without 

                                                             
34History of cyber law in India, Available at :  
<http://www.indiancybersecurity.com/cyber_law/8_history_of_cyber_law_in_india.html>  Last visited : 7th 
August 2018 
35 Cyber Laws, Available at:  
<http://vikaspedia.in/education/Digital%20Litercy/information-security/cyber-laws> Last Visited : 8th August 
2018 
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the permission of other which results in data loss or any other important information going at 
the stake. 

The growing problem is data theft by office worker who access to computer and handled 
devices, capable to store digital information such as flash drives, iPods and digital camera too. 
According to Information Technology (Amended) Act, 2008, crime of data theft under section 
43(b) is stated- 

If any person without permission of the owner or any other person who is in charge of a 
computer, computer system or computer network,- downloads, copies or extracts any data, 
computer data base or information from such computer, computer system or computer network 
including information or data held or stored in any removable storage medium.36 

In many cases, viruses can do many damages in a computer. Spreading of virus or worms can 
delete data, they can also mess up or ruin up the system. Usually, virus install file in the system 
and then change the system setting and virus program run every time when anyone start the 
system.  

In accordance with section 43(c) & 43 (e) read with section 66 applicable under section 268 of 
Indian Penal Code, 1860 also applicable in spreading of virus offence. Section 66-C and 
Section 419 of Indian Penal Code, 1860 applicable in offence related to Identity Theft is 
bailable compounded with the permission of the court. 

b. CYBER LAW IN USA 

United States of America is the world leader in cybercrimes. It has been one of the top country 
of the world in terms of internet related crimes. The first effective law against such type of 
crime was first established in 1984 as CFAA. But, it did not include any rule for the malicious 
code or in layman language, for viruses. To improve the act, The National Information 
Infrastructure Protection Act was introduced. This made illegal to view computer information 
without any authority. 

USA has established strict definitions and punishments for cybercrimes. From penalties like 
expulsion to criminal misdemeanor to felony in cyber bullying. To penalty of 15 years 
imprisonment and fines for identity theft. To penalty of six to twenty years prison time for 
hacking and damage to computer properties. USA has quite a stronghold on cyber laws.37 

c. KINGDOM OF SAUDI ARABIA 

The rate of cybercrimes in Saudi Arabia is low as compared to the other world. However, these 
crimes rise in recent years. Most of the population of the nation indulged in pornography.  

The penalties vary from one-year imprisonment and a fine of 100,000 Riyals to imprisonment 
of maximum 10 years and fine of 5,000,000 Riyals for Cyber terrorism. 

 

                                                             
36 Section 43 in the Information Technology Act, 2000, Available at <https://indiankanoon.org/doc/39800/ > 
Last Visited: 8th August 2018 
37 Sanna Nazir, Cyber Laws: What Have Different Countries Done To Prevent Cyber Crime? Available at : 
<https://unbumf.com/cyber-laws-what-have-different-countries-done-to-prevent-cyber-crime/>  Last visited 
on August 8 2018 



www.cybertalkindia.com/publicationslibrary | ©2018 | CYBERLEKH PUBLICATIONS | ISBN : 978-17-2678-933-2 

S E C U R I N G  C Y B E R S P A C E                                                      Page - 33 
 

d. CHINA 

China has always set the precedent in cyber laws. The penalizing of cybercrime already began 
in 1997 with the ‘Computer Information Network and Internet Security, Protection and 
Management Regulations’ codified by state council. For the crimes like, hacking, sabotaging 
data or spreading viruses will lead to minimum of three years of imprisonment. The latest law 
in China is the cyber security law. Cyber Security law in China requires all foreign companies 
to store their essential data at the same time allow the government to conduct checks on the 
company network and data. 

IV. CONCLUSION 

The need to improve the cyber law is increased in the recent years because of increased use of 
internet not only by adults but also by children. The improper use of internet and with another 
such motive led to cybercrime. For the eradicating such crime, different countries had made 
distinct laws. India is one of the countries who woke up a little late in this regard. But, with the 
advent use make it realize to do something in this regard. The nation had made laws under 
Information Technology and with some come under the shadow of Indian Penal Code.  

Although the country evolves a lot in this regard yet there’s a long way to go. Like the evolution 
these old laws need to change and amend as same that Information Technology Act 2000, 
amended and became effective as Information Technology Act 2008.  

Other countries like USA, China are the developed country and the number of crimes in these 
is relatively more high with the same pace the law to punish the accused is also rigid. Since, 
countries overall development not only based upon the income of certain groups, other things 
like the crime rates related to cyberspace also talks about the development of any nation. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


