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“There are a thousand hacking at the branches of evil to one who is striking at the voot . There 
is always a question arises at the legality of ethical hacking is a topic of debate. In the beginning 
hacking was not intended to be a criminal activity, but once the years malicious hacking given 
hacking a bad name too. Though hacking could be malicious it could also be ethical, legal and 
acceptable. In this paper,we analyse the vote of ethical hackers in the ethical hacking and the 
legality and acceptability of ethical hacking. 

I. Introduction  

Like the above quote ‘’there are thousands of hacking at the branches of evil to one who is 
striking at the root’’ , which means not all the computers login of others accounts of criminal 
activity. There are some other abstract of activity which is legalized ethical hacking is not a 
criminal acticity. 

It is legally accepted hacking that is not a crime some form of hacking are not necessarily a 
crime. Therefore instant intelligence gathering was to collect information data and collective 
information is not a criminal activity. The reason is because the information collected in the 
process would be used for research purposes voter than the malicious purposes. In the case of 
ethical hacking it is authorized and legally accepted. 

There should be acceptability of ethical hacking which is not a crime. It shouldn’t be regarded 
as a crime because it is a legal, authorized and acceptable. It was person that involved making 
changes to something in order to get something new. Moreover, precption and motivation about 
hacking has changed over the years of people computers understudy was bought people the 
hacking process. There hackers are set of people who brought about innovation and 
technological breakthrough as a result of their activities. Although they are responsible for 
almost every breakdown of innovation, invention and technological. They are creators and 
invention of World Wide Web. The align with the code of conducts of regulations was not 
break by the first set of hackers. The basic concept was to renonate the existing program code 
and making them more creative and efficient. Likewise not all forms of hacking are illegal. As 
these are millions and billions of computer and networks connected to the internet. People 
online access millions access millions of websites and software every day. Every person are 
engage downloading should be regarded as a crime. People every day goes on visiting 
google.com for information. It gathering information was a crime than Google would not waist 
today. Therefore ethical hacking is the head side of the coin, which is been essential form of 
computer networking. 

II. Role of Ethical Hackers : 

If we talk about the basic definition of ethical hackers is known as the white hat hackers which 
is the ultimate security professional. The ethical hacker’s role is similar to that penetration 
tester but it involves broader duties. They break into systems legally and ethically. Basically 
those work of an ethical hacker is a computer and networking expect who systematically 
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attempts to penetrate a computer system on network on behalf its owners for the purpose of 
finding security. Vulnerabilities that a malicious hackers could potentially exploit they are the 
individuals who break into system legally and ethically. They does the activity on the behalf of 
its owners for the purpose of finding security vulnerabilities that a good hacker could have. 
Their basic work is to employee with, the organisation with, which, who can trust to undertake 
and attempt to penetrate networks computers or systems using same method and techniques as 
a hacker. 

As an ethical hackers these are some responsibilities also as an ethical hacker. 

 A ethical hacker uses port filtering tool like Nmap, Nessus own individulas framers out 
one and discovers open ports. Remedials measures steps are been taken for 
vulnerabilities with each of the ports. 

 The ethical hackers can take part in the social design idea as a ‘garbage container 
collapse’. The realization of sinking dump is to scrounge through teash conins for 
passwords, graphic, sticky notes with fundamental data which can be used to create an 
assault. To thwart such attack, reliable partnerships require workers to shred unwanted 
paper work and have undesirable media properly. 

 It is also use other methods of social construction, as shoulder surfing ‘’to access urgent 
data or play the letter ‘’of reflection to catch workers give up there password He/She 
scan avoid IDS (Instruction Locxators framers), IPS (interruption Counterproductive 
action framers), honeypots and firewalls despite this ethical hacker can use different 
methologies abd system missing by passing encryption and remote division and grab 
thje web services and web applications. 

A hacking ethical assault border protection and social partner to build a partnership as 
a real real hacxking will do where as opinion may vary about hacking and ethical 
hacking legalisation. 

So, thus like opinion varies so that comparision with other countries should also be 
there – 

The scope of ethical hacking in India : 

 In India companies like wipro, Infosys and IBM are intrested in employing ethical 
hackers. More over salaries are higher than other areas of IT. According to Nascom, 
India will require at least 77000 

 Ethical hackers compared to the present figures of 15000. Just being a security tester in 
a spon of few years just because they had that passion of going through seemingly 
complicated tasks of rennessing an unknown protocol to finding vulnerabilities is an 
otherwise secure product. 
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 There are various countries who expertise in hacking 
China 
U.S.A 
Turkey 
Russia 
Taiwan 
Brazil 
Romania 
India 

Ethical hacking firms with specially trained professionals come to the rescue of businesses 
while ensuring effectiveness of service and confidentiality. While many new businesses are 
better prepared in case of cyber-attacks, traditional businesses still lack the proactive 
understanding of the need for ethical hacking. For example, in India, banks having faced the 
brunt many-a-times are hiring professional help to secure their networks. Still the investment 
infrastructure for banks against cybercrime is quite miniscule compared to that of banks in the 
US. Hotels and other service wings of the industry seem to be lagging behind. Recently, many 
hotels in the country were being attacked by a malware called 'dark hotel' in an attempt to spy 
on or stalk corporate travelers and gain access through the hotel's WIFI services. 

III. CONCLUSION 

The security of an enterprise should be analyzed for effectiveness from time to time. Since 
businesses work in a structured yet complex environment comprising of security, policies and 
changing technologies, involving complex interactions and interoperations, there is a need to 
assess the system with a holistic approach. Ethical hacking solutions are possibly the best way 
of examining such systems and fine-tuning any minor gaps that may lead to compromise of the 
entire organization. 

 

 

 

 

 

 

 

 

 

 

 

 

 


