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I. Meaning of Cyberspace: 

A virtual world intangible in nature is known as Cyber Space. The transfer of data in cyber 
space is facilitated by the World Wide Web through an online platform. Cyber Space is nothing 
without Internet .The case of American Civil Liberties Union vs. Reno of year 1996 bestly 
explains the meaning of internet as “ Internet is not a physical or tangible entity, but rather a 
giant network which inter connects numerable smaller group of linked computer Networks. It 
is a network of networks.” Thus a platform where entities can interact with each other virtually 
is known as Cyber Space.  

II. Introduction to data protection: 

In today’s world on of the man’s most precious possession is the right to privacy. According 
to Latin terminology, the word privacy equates ‘privatus’ which mean “separate from the rest”. 
Privacy can be understood as a right of an individual to decide who can access the information, 
what information they can access, when they can access the information. Data protection and 
Privacy in cyber space goes hand in hand as the former is protecting the latter one. The object 
of privacy is to safeguard the “inviolate personality” as said by warren and brandeis in the essay 
of ‘Right to Privacy’. Privacy is not only an individual’s interest but a human need with several 
dimensions and the “data” privacy as one of its branch/dimension. Data protection includes the 
safeguarding of sensitive personal information, confidential data, and trade secrets including 
software coding, proprietary data. Data Protection refers to the set of privacy laws, policies and 
procedures that aim to lower the intrusion into one’s personal information caused by the 
gathering, storage and dissemination of personal information. Personal data generally refers to 
the information / data which relate to a person who can be identified from that information 
/data whether collected by any Government or any private organization or an agency. Cyber 
protection of data is a complex and complicated dimension to handle and the awareness in our 
country India and World Wide is not up to the mark. 

III. Data Theft and Piracy in cyber space: 

From the inception of internet and the virtual world, technological development is pervading 
at all sectors by advancing online access. The barriers restricting the information has vanished 
and a new technology has grown up which is sharing the information through virtual platform 
–aka- internet in virtual world worldwide. This does not only gave opportunities to cyber-thefts 
for the profitable development of an information equipped from international market but has 
also promoted among them ,the scope of new criminal activities to exploit others.  

The first and urgent concern of any business sector which has to conduct its business online 
must look into privacy and its security aspects on the web. Data theft and piracy have become 
a nefarious problem with the rapid development in IT. Data of an individual is a most valuable 
and intangible asset. Data theft generally means that when digitized confidential information 
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has been accessed and copied from a business or an individual without their consent i.e. using 
of personal information without the consent of person who owes it.  

IV. Data Protection in Virtual World: 

Data Protection refers to the set of privacy laws, policies and procedures that aim to lower the 
intrusion into one’s personal information caused by the gathering, storage and dissemination 
of personal information. The right to secrecy/privacy is always interpreted with respect to the 
rights of private parties and the rights provided in the constitutional against the state. Internet 
is a major source of disseminating data of a person, through numerous modes available to data 
thieves such as registration pages, order pages and contests offers, survey forms and by Trojan 
and malware embedded software in such ways that are absolutely unobvious to an internet user.  

There are chances that owners of website are following the users through cookies and tracking 
software, online activities and collecting their information about their personal opinions, 
interests and preferences.  

Indian constitution defines the right of privacy as personal liberty under Article 21. “Protection 
of Life and Personal Liberty: No person shall be deprived of his life or personal liberty except 
according to procedure established by law.”  In Real Network case, the defendants Real 
Networks without any authority collected the personnel sensitive information of the plaintiffs 
and sold the information to the third party to which they were not authorized the act was against 
the provisions of Electronic Communication Privacy Act [ECPA] and other applicable Federal 
and State Legislations. 

The Constitution of our country does not deliberately grant its citizens the fundamental right 
of right to privacy. However, the judiciary have read the right to privacy into the other existing 
fundamental rights granted by the constitution, i.e., freedom of speech and expression as 
granted under Article 19(1) (a) and right to life and personal liberty under Article 21 of the 
Constitution of India. However, these Fundamental Rights under the Constitution of India are 
subject to reasonable restrictions given under Article 19(2) of the Constitution that the State 
may impose. 

Data protection of many of us has been already hindered but still we are not doing anything at 
all. We can see it by a small example that in a day most of us receive some unintended calls 
which offer us many products and various kinds of services, but what we do? We never try to 
know that from where our personal information is being leaked to such type of persons. 
Actually such type of calls are resultant of information provided by us unknowingly at some 
moment of time like when we buy a SIM  card or opens an account or perform online shopping. 
Although, invasion in privacy lead to disturbance and mental harassment yet some time it may 
lead to financial loss, damage and even it may cause loss of reputation or life. 

V. Indian laws regarding data protection: 

In India, we presently do not have any separate legislation regarding data protection or privacy 
of our information. However, there are some of the relevant laws in India handling the data 
protection in our country .They are the Information Technology Act, 2000 and the Indian 
Contract Act, 1872 which have been amended various times as per the growth of technology 
in our country.  Hope that a codified law on data protection gets introduced in India in the near 
future. The Information Technology Act, 2000 deals with all the issues like the payment of 
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compensation and punishment in case of wrongful handling or selling and misuse of our 
personal information and violation of terms of contract in respect of our data.   

Chapter –IX of the IT act, 2000 deals with penalties compensation and adjudication: i.e. from 
section 43 to section 47 among them section 43A states about compensation for failure to 
protect data i.e., a body corporate or a person who is possessing, dealing or handling any 
delicate personal data and is negligent in maintaining a reasonable level of security practices 
resulting in wrongful loss or wrongful gain to any person, then such body corporate may be 
held liable to pay damages to the person so affected due to such data breach. 

Chapter –XI of the IT act, 2000 deals with the offences: i.e. from section 65 to section 78 
among them section 66-C i.e. punishment for identity theft, 66-D i.e. punishment for cheating 
by personation, 66-E i.e. punishment for violation of privacy and section 72-A i.e. punishment 
for disclosure of information in breach of lawful contract are the major sections for offences 
relating to data and privacy Government has started many initiative with due care of privacy 
though-out India as India has no codified law dealing with privacy but all the major privacy 
issue is handled through Indian Penal Code, 1860 Information Technology (Amendment) Act 
2008, Copyright Act, 1957 Special relief Act, 1963 Telegraph Act, 1885 Contract Act, 1872 
Article 21 of Indian Constitution and so many other as per of the nature of case. Implementation 
of privacy and data protection in Indian network culture the State has established Data Security 
Council of India (DSCI) which was initiated by National Association of Software and Service 
Companies (NASSCOM).  

Its mission is to create trustworthiness for the security of data to Indian companies and the 
people as a global sourcing service provider and its main aim is to create security and privacy 
awareness among organizations. Through the awareness and training programs DSCI has 
initiated to deal with the issue of privacy of data in country. Privacy of personal data is the 
most concerned for individual attribute as any case which has been pending in court means 
mental harassment for the person ,so in India, it is necessary to establish fast-track court system 
for fast judgment, not only in cases of cyber law but also for other laws which will be possible 
by cyber help only. 

VI. Data Protection Methods: 

Undoubtedly, privacy is one of the most needed basic human rights to an individual’s 
information. Privacy includes the establishment of rules in relation to personal information like 
information concerning credit details, medical details or safety details etc. This is known as 
Data Protection. Data is a valuable component in the era of modernization of Information 
Technology industries. Data of an individual is an essential raw material for Call Centers, I.T. 
Companies as well as for Stock markets. It is an important tool used as a weapon for corporate 
sector to capture a huge amount of larger shares in the market. 

For achieving a secure data protection and a secure electronic commerce data can be protected 
by:- 

VII. Cryptography: 

It is a most important tool for achieving a secure and safe electronic commerce and data 
protection in country. Data can be encrypted in a number of forms such as web information 
transmissions, e-mail, files, transactions, etc. It involves encoding and decoding of information 
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using two keys- private key (for encoding by the sender) and public key (for decoding by the 
intended receiver). The use of asymmetric cryptography is followed in digital signatures which 
is only complete when verified by the receiver at the end. 

Electronic signature, which was brought in after the 2008, Amendment, is a technology- neutral 
term that uses symmetric cryptography (only one key to encode and decode). 

VIII. Digital ID:  

As most of the internet users send confidential information by use of e-mail, it is important to 
be careful that documents sent through the e-mail are not dissipated therefore another data 
protection that is specifically made for e-mail messages is called as “digital ID”. Digital ID is 
assigned to make sure that messages sent to such recipient is not read or intercepted by any 
other person but only the intended person. It is very similar like displaying of an Identity card 
by a person in office, school or a card like Aadhaar, Voter ID, PAN etc. which is used to verify 
the identity of a person in real but Digital ID verifies the identity of person in virtual world. 

IX. Data Theft Reports: 

The trend of moving in a step forward towards digitization imposes a major risk to data security 
and privacy of an individual or group of individuals. We came across the news of a new cyber 
threat or major data breach almost every day.  

A report of June 2014 published by the Center for Strategic and International Studies (CSIS) 
concluded that the US, China and Germany together suffer an estimated $200 billion in 
cybercrime losses a year. A look at the corporate sector shows that a large majority of firms 
are still in the development phase of their cyber risk management capabilities. They are looking 
for ways to better understand which information assets need to be protected, who their attackers 
are and what defense mechanisms are most effective. 

According to the reports of Business Today some 3.24 million records were stolen, lost or 
exposed in India in 2017 and according to Breach Level Index study by digital security firm 
Gemalto, this number has increased by a whopping 783% over the previous year. The study 
tracks and analyses data breaches, the type of data compromised and how it was accessed, lost 
or stolen in the last five years. 

According to reports of The Hindu, online security solutions company Sophos has advised 
businesses in India to ramp up vigilance against attacks, with reports that the Sam-Sam 
ransomware has raked in almost $6 million by targeting people around the world, including 
India, ever since it appeared first in December 2015. While 74% of the known victims are based 
in the US, they are spread across several regions, including Britain (8%), Belgium (6%), 
Canada (5%), Australia (2%) and Denmark, the Netherlands, Estonia, the Middle East and 
India (1%). “This is an attack pattern we’re likely to see an increase in India and it is time for 
Indian business and individuals to synchronize their cybersecurity posture to defend against 
such attacks,” Peter Mackenzie, Global Malware Escalation Manager at Sophos, said. 
Ransomware was demanding the crypto-currency to enable us to access our own data. The 
currency it demanded was about 300 BTC(Bitcoin) 
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X. Conclusion: 

Data security and personal information of a person goes hand in hand. All of us, in general, 
had to use internet and virtual devices to meet some of our virtual needs as per the 
modernization and the devices also contains our private data which needs to be protected as 
per our Right to Privacy. For that many laws were amended and many were newly adopted for 
protection of such data. However, none of them were able to perform as effectively as needed. 
The use of internet and virtual devices were even increased in India in the past few years due 
to government’s policy of digitalization, but most of us were unaware of our data protection 
and many didn’t even came to know about their data breach even after their data was stolen. 
For that we all must spread awareness for data protection and should use data protection 
methods. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


