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I.I. INTRODUCTION 

Computer forensics is the application of investigation &analysis techniques to gather 

&preserve evidence from a particular computing device in a way that is suitable for 

presentation in a court of law. The goal of computer forensics is to perform a structured 

investigation while maintaining a documented chain of evidence to find out exactly 

what happened on a computing device &who was responsible for it.1 

Forensic investigators typically follow a standard set of procedures: After physically 

isolating the device in question to make sure it cannot be accidentally contaminated, 

investigators make a digital copy of the device's storage media. Once the original media 

has been copied, it is locked in a safe or other secure facility to maintain its pristine 

condition. All investigation is done on the digital copy. Investigators use a variety of 

techniques &proprietary software forensic applications to examine the copy, searching 

hidden folders &unallocated disk space for copies of deleted, encrypted, or damaged 

files. Any evidence found on the digital copy is carefully documented in a "finding 

report" &verified with the original in preparation for legal proceedings that involve 

discovery, depositions, or actual litigation. Computer forensics has become its own area 

of scientific expertise, with accompanying coursework &certification.2 

Computers are used for committing crime, and, thanks to the burgeoning science of 

digital evidence forensics, law enforcement now uses computers to fight crime. 

                                                
1  Margaret Rouse, computer forensic (Oct 15, 2018, 14:06) 
https://searchsecurity.techtarget.com/definition/computer-forensics. 
2Id. 
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Digital evidence is information stored or transmitted in binary form that may be relied 

on in court. It can be found on a computer hard drive, a mobile phone, a personal digital 

assistant (PDA), a CD, &a flash card in a digital camera, among other places. Digital 

evidence is commonly associated with electronic crime, or e-crime, such as child 

pornography or credit card fraud. However, digital evidence is now used to prosecute 

all types of crimes, not just e-crime. For example, suspect’s e-mail or mobile phone files 

might contain critical evidence regarding their intent, their whereabouts at the time of 

a crime &their relationship with other suspects. In 2005, for example, a floppy disk led 

investigators to the BTK serial killer who had eluded police capture since 1974 &claimed 

the lives of at least 10 victims. 

In an effort to fight e-crime &to collect relevant digital evidence for all crimes, law 

enforcement agencies are incorporating the collection &analysis of digital evidence, also 

known as computer forensics, into their infrastructure. Law enforcement agencies are 

challenged by the need to train officers to collect digital evidence &keep up with rapidly 

evolving technologies such as computer operating systems.3 

 

DEFINITION 

The simple definition of computer forensics is the art &science of applying computer 

science to aid the legal process. With the rapid advance in technology it quickly became 

more than just an art thou, &nowadays you can even get a cyber-forensics specialization 

degree on the subject. Although plenty of science is attributable to computer forensics, 

most successful investigators possess a nose for investigations &a skill for solving 

puzzles, which is where the art comes in. it is more than the technological, systematic 

inspection of the computer system &its contents for evidence or supportive evidence of 

a civil wrong or a criminal act. Computer forensics requires specialized expertise &tools 

that goes above &beyond the normal data collection &preservation techniques available 

to end-users or system support personnel. One definition is analogous to "Electronic 

Evidentiary Recovery, known also as e-discovery, requires the proper tools &knowledge 

                                                
3 National institute of Justice, Digital evidence and forensics (Oct 15, 2018, 14:21) 
https://www.nij.gov/topics/forensics/evidence/digital/Pages/welcome.aspx. 
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to meet the Court's criteria, whereas Computer Forensics is simply the application of 

computer investigation &analysis techniques in the interests of determining potential 

legal evidence." Another is "a process to answer questions about digital states &events". 

This process often involves the investigation &examination computer system(s), 

including, but not limited to the data acquisition that resides on the media within the 

computer. The forensic examiner renders an opinion, based upon the examination of 

the material that has been recovered. After rendering an opinion & report to determine 

whether they are or have been used for criminal, civil or unauthorized activities. Mostly, 

computer forensics experts investigate data storage devices, these include but are not 

limited to hard drives, portable data devices (USB Drives, External drives, Micro Drives 

&many more).4 

DEFINITION OF COMPUTER FORENSIC 

computer forensics define the discipline that combines elements of law &computer 

science to collect &analyze data from computer systems, networks, wireless 

communications, &storage devices in a way that is admissible as evidence in a court of 

law.5 

computer forensics does not only investigate computers themselves (which have already 

had a broad scope, like mainframe, PC, PDA), but also other digital media, including 

floppy diskette, CD, MP3 player, cell phone, removable hard disk, smart card, etc.,6 

“Computer forensics is considered to be the use of analytical &investigative techniques 

&tools to identify, collect, examine &preserve evidence/information which is 

magnetically stored or encoded”.7 

                                                
4 Cyberlawsindia.net, forensic science (Oct 15, 2018, 14:40) http://www.cyberlawsindia.net/computer-
forensics.html. 
5 US-CERT, What is computer forensic (Oct 15, 2018, 14:42) https://www.us-
cert.gov/sites/default/files/publications/forensics.pdf. 
6 Liu Qian, Fredrik Höglin &Patricia Alonso Diaz, computer forensic (Oct 15, 2018, 14:43)  
https://www.it.uu.se/edu/course/homepage/sakdat/ht07/pm/programme/Forensics.pdf. 
7Id. 
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Computer forensics is a relatively new discipline to the courts &many of the existing 

laws used to prosecute computer-related crimes, legal precedents, &practices related to 

computer forensics are in a state of flux. 

Forensics is the process of using scientific knowledge for collecting, analyzing, 

&presenting evidence to the courts.  

The word forensics means “to bring to the court.” 

Forensics investigators must be collected evidence in a way that is legally admissible in 

a court case. 

Forensics deals primarily with the recovery &analysis of latent evidence.  

Latent evidence can take many forms, from fingerprints left on a window to DNA 

evidence recovered from blood stains to the files on a hard drive. Because computer 

forensics is a new discipline, there is little standardization &consistency across the 

courts &industry.8 

Computer forensics experts use a variety of software &other applications to retrieve, 

identify &extract data, even data that has been hidden or deleted, &then offer their 

report or interpretation of the data collected. 

Digital evidence on computers can be challenging to work with. While some of it may 

be visible, a good portion of a computer forensic expert's work is involved in discovering 

latent or hidden data inside a computer's systems. Whether out in the open or hidden, 

the process of computer forensics is the same: collect, analyze &present the digital data 

discovered.9 

METHOD OF COMPUTER FORENSIC 

Two basic types of data are collected in computer forensics.  

                                                
8Supra 5. 
9 Beth Hendricks, What is Computer Forensics? – Definition & Examples (Oct 15, 2018, 14:45) 
https://study.com/academy/lesson/what-is-computer-forensics-definition-examples.html. 
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Persistent data is the data that is stored on a local hard drive (or another medium) &is 

preserved when the computer is turned off.  

Volatile data is any data that is stored in memory, or exists in transit, that will be lost 

when the computer loses power or is turned off.  

Volatile data resides in registries, cache, &random access memory (RAM). Since volatile 

data is ephemeral, it is essential an investigator knows reliable ways to capture it.10 

IMPORTANCE OF CYBER FORENSIC 

What happens if you ignore computer forensics or practice it badly? You risk destroying 

vital evidence or having forensic evidence ruled inadmissible in a court of law. Also, you 

or your organization may run afoul of new laws that mandate regulatory compliance 

&assign liability if certain types of data are not adequately protected. Recent legislation 

makes it possible to hold organizations liable in civil or criminal court if they fail to 

protect customer data. Computer forensics is also important because it can save your 

organization money. Many managers are allocating a greater portion of their 

information technology budgets for computer &network security. International Data 

Corporation (IDC) reported that the market for intrusion-detection &vulnerability-

assessment software will reach 1.45 billion dollars in 2006. In increasing numbers, 

organizations are deploying network security devices such as intrusion detection 

systems (IDS), firewalls, proxies, &the like, which all report on the security status of 

networks. From a technical standpoint, the main goal of computer forensics is to 

identify, collect, preserve, &analyze data in a way that preserves the integrity of the 

evidence collected so it can be used effectively in a legal case.11 

There are many risks if you practice computer forensics badly. If you don't take it in 

account then vital evidence might be destroyed. New laws are being developed to 

protect customers' data; but if certain kind of data is not properly protected then many 

liabilities can be assigned to the organization. New rules can bring organizations in 

criminal or civil courts if the organizations fail to protect customer data. Organization 

                                                
10Supra 5. 
11Supra 5. 
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money can also be saved by applying computer forensics. Some managers &personnel 

spent a large portion of their IT budget for network &computer security. It is reported 

by IDC that software for vulnerability assessment &intrusion detection will approach 

$1.45 billion in 2006. As organizations are increasing in number &the risk of hackers 

&contractors is also increase so they have developed their own security systems. 

Organizations have developed security devices for their network like IDS, proxies, 

firewalls which report on the security status of network of an organization. So 

technically the major goal of computer forensics is to recognize, gather, protect 

&examine data in such a way that protects the integrity of the collected evidence to use 

it efficiently &effectively in a case. 

Investigation of computer forensics has some typical aspects:- 

In first area computer experts who investigate computers should know the type of 

evidence they are looking for to make their search effective. Computer crimes are wide 

in range such as child pornography, theft of personal data &destruction of data or 

computer.12 

Second, computer experts or investigators should use suitable tools. The investigators 

should have good knowledge of software, latest techniques &methods to recover the 

deleted, encrypted or damaged files &prevent further damage in the process of recovery. 

In computer forensics two kinds of data are collected. Persistent data is stored on local 

disk drives or on other media &is protected when the computer is powered off or turned 

off. Volatile data is stored in random access memory &is lost when the computer is 

turned off or loses power. Volatile data is located in caches, random access memory 

(RAM) &registers. Computer expert or investigator should know trusted ways to capture 

volatile data. Security staff &network administrators should have knowledge about 

network &computer administration task effects on computer forensics process &the 

ability to recover data lost in a security incident.13 

                                                
12 Radha Kishan,  Importance of Computer Forensics (Oct 15, 2018, 14:52) http://EzineArticles.com/1116636. 
13Supra note 6. 
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There are few areas of crime or dispute where computer forensics cannot be applied. 

Law enforcement agencies have been among the earliest &heaviest users of computer 

forensics &consequently have often been at the forefront of developments in the field. 

Computers may constitute a ‘scene of a crime’, for example with hacking or denial of 

service attacks or they may hold evidence in the form of emails, internet history, 

documents or other files relevant to crimes such as murder, kidnap, fraud &drug 

trafficking. It is not just the content of emails, documents &other files which may be of 

interest to investigators but also the ‘metadata’ associated with those files. A computer 

forensic examination may reveal when a document first appeared on a computer, when 

it was last edited, when it was last saved or printed &which user carried out these 

actions.14 

More recently, commercial organizations have used computer forensics to their benefit 

in a variety of cases such as; 

1. Intellectual Property theft 

2. Industrial espionage 

3. Employment disputes 

4. Fraud investigations 

5. Forgeries 

6. Bankruptcy investigations 

7. Inappropriate email &internet use in the workplace 

8. Regulatory compliance 

 

USE OF CYBER FORENSIC 

It is absolutely vital for the forensics team to have a solid understanding of the level of 

sophistication of the suspect(s). If insufficient information is available to form this 

opinion, the suspects must be considered to be experts, &should be presumed to have 

installed countermeasures against forensic techniques. Because of this, it is critical that 

you appear to the equipment to be as indistinguishable as possible from its normal users 

                                                
14 Forensic Control, Introduction to computer forensics (Oct 15, 2018, 14:55) 
https://forensiccontrol.com/resources/beginners-guide-computer-forensics/. 
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until you have shut it down completely, either in a manner which probably prohibits 

the machine modifying the drives, or in exactly the same way they would. 

Electronic evidence can be collected from a variety of sources. Within a company’s 

network, evidence will be found in any form of technology that can be used to transmit 

or store data. Evidence should be collected through three parts of an offender’s network: 

at the workstation of the offender, on the server accessed by the offender, &on the 

network that connects the two. Investigators can therefore use three different sources 

to confirm of the data’s origin. 

Like any other piece of evidence used in a case, the information generated as the result 

of a computer forensics investigation must follow the standards of admissible evidence. 

Special care must be taken when handling a suspect’s files; dangers to the evidence 

include viruses, electromagnetic or mechanical damage, &even booby traps.  

There are a handful of cardinal rules that are used to ensure that the evidence is not 

destroyed or compromised: 

Some of the most valuable information obtained in the course of a forensic examination 

will come from the computer user them self. In accordance with applicable laws, 

statutes, organizational policies, &other applicable regulations, an interview of the 

computer user can often yield invaluable information regarding the system 

configuration, applications, &most important, software or hardware encryption 

methodology &keys utilized with the computer. Forensic analysis can become 

exponentially easier when analysts have passphrase(s) utilized by the user open 

encrypted files or containers used on the local computer system, or on systems mapped 

to the local computer through a local network or the internet. 

Unless completely unavoidable, data should never be analyzed using the same machine 

it is collected from. Instead, forensically sound copies of all data storage devices, 

primarily hard drives, must be made. Exceptional consideration to this practice are 

detailed below regarding live system considerations.15 

                                                
15Supra 4. 
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STAGES OF EXAMINATION 

Computer forensic examination process is divided into six stages, presented in their 

usual chronological order.16 

Readiness 

Forensic readiness is an important &occasionally overlooked stage in the examination 

process. In commercial computer forensics it can include educating clients about 

system preparedness; for example, forensic examinations will provide stronger evidence 

if a device’s auditing features have been activated prior to any incident occurring. 

For the forensic examiner them self, readiness will include appropriate training, regular 

testing &verification of their software &equipment, familiarity with legislation, dealing 

with unexpected issues (e.g., what to do if indecent images of children are found present 

during a commercial job) &ensuring that the on-site acquisition (data extraction) kit is 

complete &in working order. 

Evaluation 

The evaluation stage includes the receiving of instructions, the clarification of those 

instructions if unclear or ambiguous, risk analysis &the allocation of roles &resources. 

Risk analysis for law enforcement may include an assessment on the likelihood of 

physical threat on entering a suspect’s property &how best to counter it. 

Commercial organizations also need to be aware of health &safety issues, conflict of 

interest issues &of possible risks – financial &to their reputation – on accepting a 

particular project. 

Collection 

The main part of the collection stage, acquisition, has been introduced above. 

                                                
16Supra 8. 



www.cybertalkindia.com/publicationslibrary | ©2019 | CYBERLEKH PUBLICATIONS | ISBN : 978-17-3131-881-7 

C Y B E R  F O R E N S I C S  &  C R I M E  A G A I N S T  W O M E N                              10 
 

If acquisition is to be carried out on-site rather than in a computer forensic laboratory, 

then this stage would include identifying &securing devices which may store evidence 

&documenting the scene. Interviews or meetings with personnel who may hold 

information relevant to the examination (which could include the end users of the 

computer, &the manager &person responsible for providing computer services, such as 

an IT administrator) would usually be carried out at this stage. 

The collection stage also involves the labelling &bagging of evidential items from the 

site, to be sealed in numbered tamper-evident bags. Consideration should be given to 

securely &safely transporting the material to the examiner’s laboratory. 

Analysis 

Analysis depends on the specifics of each job. The examiner usually provides feedback 

to the client during analysis &from this dialogue the analysis may take a different path 

or be narrowed to specific areas. Analysis must be accurate, thorough, impartial, 

recorded, &repeatable &completed within the time-scales available &resources 

allocated. 

There are myriad tools available for computer forensics analysis. It is our opinion that 

the examiner should use any tool they feel comfortable with as long as they can justify 

their choice. The main requirements of a computer forensic tool is that it does what it 

is meant to do &the only way for examiners to be sure of this is for them to regularly 

test &calibrate the tools they rely on before analysis takes place. 

Dual-tool verification can confirm result integrity during analysis (if with tool ‘A’ the 

examiner finds artifact ‘X’ at location ‘Y’, then tool ‘B’ should replicate these results). 

Presentation 

This stage usually involves the examiner producing a structured report on their findings, 

addressing the points in the initial instructions along with any subsequent instructions. 

It would also cover any other information which the examiner deems relevant to the 

investigation. 
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The report must be written with the end reader in mind; in many cases the reader will 

be non-technical, &so reader-appropriate terminology should be used. The examiner 

should also be prepared to participate in meetings or telephone conferences to discuss 

&elaborate on the report. 

Review 

As with the readiness stage, the review stage is often overlooked or disregarded. This 

may be due to the perceived costs of doing work that is not billable, or the need ‘to get 

on with the next job’. 

However, a review stage incorporated into each examination can help save money 

&raise the level of quality by making future examinations more efficient &time effective. 

A review of an examination can be simple, quick &can begin during any of the above 

stages. It may include a basic analysis of what went wrong, what went well, &how the 

learning from this can be incorporated into future examinations’. Feedback from the 

instructing party should also be sought. 

Any lessons learnt from this stage should be applied to the next examination &fed into 

the readiness stage. 

ISSUE FACING 

High speed &volumes 

Issues related to acquiring, storing, &processing large amounts of data for forensic 

purposes have been causing problems for at least a decade, &are now exacerbated by 

the availability &widespread marketing of digital information. 

“The availability of gigabit class links &multimedia-rich contents accounts for an 

explosion in the volume of data to be stored &processed for collecting clues or detecting 
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incidents. This is of particular relevance in the case of live network analysis, as the 

investigator might not be able to capture &store all the necessary traffic,” 17 

Explosion of complexity 

Evidence is no longer confined within a single host but, rather, is scattered among 

different physical or virtual locations, such as online social networks, cloud resources, 

&personal network–attached storage units. For this reason, more expertise, tools, &time 

are needed to completely &correctly reconstruct evidence. Partially automating some 

tasks has been highly criticized by the digital investigation community, because it could 

quickly deteriorate the quality of the investigation. 

“The technological advances in &proliferation of novel services account for a dramatic 

increase in the complexity that forensics professionals must manage,” say the authors.18 

Development of standards 

“Despite technological advances, files are still the most popular digital artifacts to be 

collected, categorized, &analyzed. Thus, the research community has tried to agree on 

standard formats, schema, &ontologies—but without much success,” the authors say.19 

They add that investigations of cutting-edge cyber crimes might require processing 

information in a collaborative manner or using outsourced storage &computation. 

Therefore, a core step for the digital forensics community will be the development of 

proper standard formats &abstractions. 

Privacy-preserving investigations 

Nowadays, people bring into cyberspace many aspects of their lives, primarily through 

online social networks or social media sites. Unfortunately, collecting information to 

                                                
17 IEEE, FUTURE OF DIGITAL FORENSICS FACES SIX SECURITY CHALLENGES IN FIGHTING 
BORDERLESS CYBERCRIME AND DARK WEB TOOLS (Oct 15, 2018, 15:01) 
https://publications.computer.org/security-and-privacy/2018/03/01/digital-forensics-security-challenges-
cybercrime/. 
18Id. 
19Id. 
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reconstruct &locate an attack can severely violate users’ privacy &is linked to other 

hurdles when cloud computing is involved.20 

Legitimacy 

Modern infrastructures are becoming complex &virtualized, often shifting their 

complexity at the border (such as in fog computing) or delegating some duties to third 

parties (such as in platform-as-a-service frameworks). 

Thus, say the authors, “an important challenge for modern digital forensics will be 

executing investigations legally, for instance, without violating laws in borderless 

scenarios.” 

The rise of anti-forensics techniques 

Defensive measures encompass encryption, obfuscation, &cloaking techniques, 

including information hiding. 

Cooperation among international jurisdictions notwithstanding, investigating 

cybercrime &collecting evidence is essential in building airtight cases for law 

enforcement. For that, security experts need the best tools to investigate. 

“Digital forensics is fundamental to investigations performed in a reality that’s often 

tightly coupled with its cyber extension. Modern digital societies are subject to cyber-

criminal activities &fraud leading to economic losses or hazards for individuals. 

Therefore, the new wave of forensics tools should be engineered to support 

heterogeneous investigations, preserve privacy, &offer scalability,” 21 

 

 

 

                                                
20Id. 
21Id. 
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LEGAL ASPECTS 

Computer forensics is done in a fashion that adheres to the standards of evidence that 

are admissible in a court of law. Thus, computer forensics must be techno-legal in 

nature rather than purely technical or purely legal.22 

Anyone overseeing network security must be aware of the legal implications of forensic 

activity. Security professionals need to consider their policy decisions &technical 

actions in the context of existing laws. For instance, you must have authorization before 

you monitor &collect information related to a computer intrusion. There are also legal 

ramifications to using security monitoring tools. Computer forensics is a relatively new 

discipline to the courts &many of the existing laws used to prosecute computer-related 

crimes, legal precedents, &practices related to computer forensics are in a state of flux. 

New court rulings are issued that affect how computer forensics is applied. The 

important point for forensics investigators is that evidence must be collected in a way 

that is legally admissible in a court case. 23 

In K. Ramajayam @ Appu vs. The Inspector of Police24 in this case court accept the 

DVD video recording as an admissible piece of evidence &observe: 

With regard to the disposal of Digital Video Recorder (MO-2), which contains the entire 

occurrence in this case, we are of the view that it should be handed over to the Tamil Nadu 

State Police Museum for preserving it as an artifact. It will also help the Police to conduct 

case study &hone their investigation skills. Therefore, we direct the Director General of 

Police to depute an Officer of the rank of Superintendent of Police from the Police Training 

College to collect the DVR (MO-2) from the trial Court &preserve the same in an anti-

static cover in the Police Museum at Ashok Nagar, Chennai. If any appeal is preferred 

against this judgment &the Supreme Court calls for the DVR (MO-2), the same shall be 

sent forthwith. 

                                                
22 Supra 9. 
23Supra 5. 
24 Crl.A.No.110 of 2015. 
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American Law as noted in American Jurisprudence 2d (Vol.29) page 494, were cited with 

approval to the effect that it will be wrong to deny to the law of evidence advantages to 

be gained by new techniques &new devices, provided the accuracy of the recording can 

be proved. Such evidence should always be regarded with some caution &assessed in 

the light of all the circumstances of each case. Electronic evidence was held to be 

admissible subject to safeguards adopted by the Court about the authenticity of the 

same. In the case of tape-recording it was observed that voice of the speaker must be 

duly identified, accuracy of the statement was required to be proved by the maker of 

the record, possibility of tampering was required to be ruled out. Reliability of the piece 

of evidence is certainly a matter to be determined in the facts &circumstances of a fact 

situation. However, threshold admissibility of an electronic evidence cannot be ruled 

out on any technicality if the same was relevant.  

In Tukaram S. Dighole vs. Manikrao Shivaji Kokate25 the same principle was 

reiterated. This Court observed that new techniques &devices are order of the day. 

Though such devices are susceptible to tampering, no exhaustive rule could be laid 

down by which the admission of such evidence may be judged. Standard of proof of its 

authenticity &accuracy has to be more stringent than other documentary evidence. 

In Tomaso Bruno &Anr. vs. State of Uttar Pradesh26 a Three-Judge Bench observed 

that advancement of information technology &scientific temper must pervade the 

method of investigation. Electronic evidence was relevant to establish facts. Scientific 

&electronic evidence can be a great help to an investigating agency.  

In Anvar P.V. vs. P.K. Basheer &Others27 delivered by a Three-Judge Bench. In the 

said judgment in para 24 it was observed that electronic evidence by way of primary 

evidence was covered by Section 62 of the Evidence Act to which procedure of Section 

65B of the Evidence Act was not admissible. However, for the secondary evidence, 

procedure of Section 65B of the Evidence Act was required to be followed &a contrary 

                                                
25(2010) 4 SCC 329. 
26(2015) 7 SCC 178, see also Mohd. Ajmal Amir Kasab v. State of Maharashtra, (2012) 9 SCC 1 and State 
(NCT of Delhi) v. Navjot Sandhu, (2005) 11 SCC 600. 
27(2014) 10 SCC 473. 
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view taken in Navjot Sandh that secondary evidence of electronic record could be 

covered under Sections 63 &65 of the Evidence Act, was not correct. 

In Pritish vs. State of Maharashtra &Ors.28 , the Supreme Court has held that in 

respect of any document produced or given in evidence, in relation to proceedings in 

the court, the court is not required to afford any opportunity of hearing to the person 

against whom it might file a complaint before the Magistrate for initiating prosecution 

proceedings. The purpose of Section 340 is not to find 'whether a person is guilty or not' 

but is only to find whether it is expedient in the interest of justice to inquire into the 

offence. In the present case, to the application filed by the defendant, the non-

applicants/plaintiff had even filed detailed replies, & counsels for the parties were heard 

at great length. The purpose was to provide an opportunity to the non-applicants, at 

least to show to the court as to whether it was a case where the court would direct filing 

of the complaint in compliance to the provisions of Section 340 or even drop the 

proceedings. 

In Anvar P.V. Vs. P.K. Basheer has held as under29if the electronic record is duly 

produced in terms of Section 65-B of the Evidence Act, would the question arise as to 

the genuineness thereof &in that situation, resort can be made to Section 45- A--opinion 

of Examiner of Electronic Evidence. The Evidence Act does not contemplate or permit 

the proof of an electronic record by oral evidence if requirements under Section 65-B of 

the Evidence Act are not complied with, as the law now stands in India. It is relevant to 

note that Section 69 of the Police &Criminal Evidence Act, 1984 (PACE) dealing with 

evidence on computer records in the United Kingdom was repealed by Section 60 of the 

Youth Justice &Criminal Evidence Act, 1999. Computer evidence hence must follow the 

common law rule, where a presumption exists that the computer producing the 

evidential output was recording properly at the material time. The presumption can be 

rebutted if evidence to the contrary is (Lateef Gauli vs. State of M.P.) adduced. In the 

United States of America, under Federal Rule of Evidence, reliability of records normally 

go to the weight of evidence &not to admissibility. Proof of electronic record is a special 

                                                
28 (Cri.) 1188 of 2001. 
29(2014) 10 SCC 473 
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provision introduced by the IT Act amending various provisions under the Evidence 

Act. The very caption of Section 65-A of the Evidence Act, read with Sections 59 & 65-B 

is sufficient to hold that the special provisions on evidence relating to electronic record 

shall be governed by the procedure prescribed under Section 65-B of the Evidence Act. 

That is a complete code in itself. Being a special law, the general law under Sections 63 

&65 has to yield. 

In Harpal Singh Vs. State of Punjab30has held Qua the admissibility of the call details, 

it is a matter of record that though PWs 24, 25, 26 &27 have endeavored to prove on the 

basis of the printed copy of the computer generated call details kept in usual ordinary 

course of business &stored in a hard disc of the company server, to co-relate the calls 

made from &to the cell phones involved including those, amongst others recovered 

from the accused persons, the prosecution has failed to adduce a certificate relatable 

thereto as required under Section 65-B(4) of the Act. Though the High Court, in its 

impugned judgment, while dwelling on this aspect, has dismissed the plea of 

inadmissibility of such call details by observing that all the stipulations contained under 

Section 65 of the Act had been complied with, in the teeth of the decision of this Court 

in Anvar P.V. ordaining an inflexible adherence to the enjoinments of Sections 65-B (2) 

& (4) of the Act, we are (Lateef Gauli Vs. State of M.P.) unable to sustain this finding. 

As apparently the prosecution has relied upon the secondary evidence in the form of 

printed copy of the call details, even assuming that the mandate of Section 65-B (2) had 

been complied with, in the absence of a certificate under Section 65-B (4), the same has 

to be held inadmissible in evidence. 

In Abhay Singh vs. Rakesh Singh31The certificate on affidavit of Shri Ajeet Tiwari 

purported to be filed under Section 65-B(4), has been prepared a long time after the 

alleged transfer of the electronic record from memory card to the compact Disc by Shri 

Tiwari &a long time even after filing of the election petition. There is no endorsement 

made by Shri Tiwari on the Compact Disc (Annexure P/4) indicated that he had 

prepared the same Compact Disc from the (Lateef Gauli Vs. State of M.P.) original 

                                                
30(2017) 1 SCC 734.  
31E.P. No. 34 of 2014. 
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memory card. In these circumstances, the purported certificate under Section 65-B(4) 

of the Evidence Act can in no case ensure the source of the secondary evidence of 

electronic record nor the authenticity thereof, which as per the Supreme Court in Anwar 

P.V. (Supra), is the basic purpose of a certificate under Section 65-B(4). As such, no 

useful purpose would be served in granting leave to take such. 

In Dayamathi Bai Vs. K.M. Shaffi32 Court does not find merit in this civil appeal. In 

the present case the objection was not that the certified copy of Ext. P-1 is in itself 

inadmissible but that the mode of proof was irregular &insufficient. 

In Gopal Das Vs. Thakurji33It has been held that when the objection to the mode of 

proof is not taken, the party cannot lie by until the case comes before a court of appeal 

&then complain for the first time of the mode of proof. That when the objection to be 

taken is not that the document is in itself inadmissible but that the mode of proof was 

irregular, it is essential that the objection should be taken at the trial before the 

document is marked as an exhibit &admitted to the record. 

In M/S ICICI Bank Limited Vs. Vinod34A conjoint reading of Section 34 of the IEA, 

Sections 2(8), 2A & 4 of the Banker's Book Evidence Act &the various pronouncements 

of the Supreme Court lead to the conclusion that firstly, the prosecution is required to 

lead admissible evidence to prove the entries in the books of accounts &after having led 

admissible evidence link the same with other evidence on record to prove the guilt of 

the accused beyond reasonable doubt. Thus, in case the statements of accounts 

exhibited on record are accompanied by certificate as envisaged under Section 2A of the 

Bankers' Books Evidence Act, the statements of accounts would be admissible in 

evidence. An objection as to the person exhibiting the said statements of account i.e. an 

objection to the mode of proof &not admissibility has to be taken at the time of 

exhibition of the documents. Therefore if certified copies of the statements of accounts 

have been exhibited as per the requirement of Section 2A of the Act, the statement of 

account would be admissible &in case no objection to the witness proving the same is 

                                                
32(2004) 7 SCC 107.  
33AIR 1936 All 422. 
34 AIR 2018 ALL 969. 
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taken at the time when the document is exhibited, the document would be validly read 

in evidence. However, if the statements of accounts have been exhibited without the 

necessary certificate as contemplated under Section 2A of the Act, the same being 

inadmissible in evidence, even in the absence of an objection taken as to the mode of 

proof during trial, this Court cannot read the same in evidence even though marked as 

an exhibit. 

In State of NCT Delhi Vs. Navjyot Singh35The court held that irrespective of the 

compliance with requirements of Section 65-B, there is no bar in adducing secondary 

evidence even for electronic records as per Sections 63 &Section 65. The court further 

held that even if a certificate containing the details as stipulated by sub-section (4) of 

Section 65-B is not filed, it does not render the evidence inadmissible as secondary 

evidence under Section 63 &Section 65 can still be adduced. However, the Supreme 

Court in Anwar36overruled the above position. The Court held that for any electronic 

evidence to be admissible in its secondary form, it is necessary to meet the mandatory 

requirements of Section 65-B, which includes giving a certificate as per terms of Section 

65-B (4), at the time of proving the record &not anytime later, failing which the electronic 

record will be considered inadmissible. 

While a larger bench of the Supreme Court, clearly &unequivocally, stated in 2014, that 

any electronic evidence in secondary form will be inadmissible, if filed without meeting 

the requirements of Section 65 B (4), the two judge bench in Sonu, has expressed doubts 

over this principle The Court in the last part of this judgement noted that the court in 

Anvar has not applied the principle of prospective ruling. While noting this, the Court 

expressed concerns over the law laid in Anvar being applied retrospectively on one 

hand, &on the other hand, it refrained from answering whether the judgement in Anvar 

could be made prospective in nature &has left this question open. In such a situation, 

the Supreme Court's touching upon the issue of prospective nature of the judgment in 

Anvar &leaving the issue open at the end has caused great dilemma &opened a pandora's 

box. In this regard &owing to the confusion created, it remains to be seen if the Supreme 

                                                
35(2005) 11 SCC 600. 
36Supra11. 
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Court's decisions will be used to reopen or challenge admissibility of evidence in 

pending trials where the requirements under Section 65B were not complied with. Since 

the Court in the instant case has held the requirements of Section 65B to be the ones 

relating to mode/method of proof (despite Anvar holding that non-compliance with 65B 

strikes at the very admissibility of the evidence), it will be worthwhile to see the impact 

of this judgement on the ongoing trials &proceedings. 

STATEMENT OF PROBLEM 

The most important challenges in Cyber Forensics were education, training &funding, 

the size of memory, data volume, &understanding of technology. Cyber forensic 

investigators are very vital in various cases today given that there has been a rapid 

change in technology over the years. This knowledge is very crucial today especially in 

court cases where the use of this kind of technology has seen into it that there has been 

a change in the way various cases that proved hard to make a conclusion be 

easy.Proliferation of Information technology has brought with itself a chequered 

scenario in society. It has assumed a very significant position in our life. The unending 

quest to get better in technology has impregnated various vices in the society. The face 

of criminal activities has got a new dimension &outlook with the advent of latest 

technology. For sure, we cannot rule out the contribution of such fascinating 

technologies in our life, both personally &professionally. However, on the weighing 

scale, we find it difficult to balance both the situations. When we talk of the word ‘cyber’, 

it automatically takes us to the thought of internet, technology &virtual world. For a 

lawyer or a technician it brings within its nuances various other things as well. They 

include computer, networks, data storage, software, cell phones, ATMs, other 

peripherals. In a nutshell they include anything &everything which has its roots in 

technology or is somewhere related to the generic term ‘computer’ &its offshoots. All 

these things are collectively &generically called ‘cyber space’. The criminals are using 

these high end technologies to commit such crimes which are beyond the reach 

&understanding of a layman. A person unskilled in this art cannot fancy tracing the 

roots of the crime. In recent years it has given us a new term called cyber-crime. It a 

crime in which computer (cyber, in general) is either used a tool or a target. In a crime 
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involving the use of technology, the evidences so furnished will also be in some 

electronic form. At times it becomes difficult to test the veracity of such evidences, in 

absence of expert. Here comes the role of cyber forensics. Forensics generally means the 

use of science &technology to establish facts in courts of law. When prefixed by the 

word cyber, it obviously connotes the relation with cyber space. Etymologically we term 

them as ‘electronic evidence’. They are commonly defined as collection, preservation, 

&analysis &court presentation of computer related evidences. 

REVIEW OF LITERATURE 

A. 10 MODERN FORENSIC SCIENCE TECHNOLOGIES37As technology infiltrates 

every aspect of our lives, it is no wonder that solving crimes has become almost 

futuristic in its advances. From retinal scanning to trace evidence chemistry, 

actual forensic technologies are so advanced at helping to solve crimes that they 

seem like something from a science fiction thriller. With all this forensic 

technology, it's no wonder that this field is one of the fastest growing in the U.S. 

Shows like CSI&NCIS have made most of the forensic science techniques used 

today common knowledge. You might think that virtually the whole gamut of 

forensic technology is old hat to today’s savvy viewer. In fact, there are a number 

of incredibly cool forensic technologies that you probably never knew existed. 

 

B. Governance needs shift as digital evidence in court becomes 

common38earlier this year, a U.S. federal judge issued an opinion in a criminal 

case that allowed Google's computer systems to provide evidence in criminal 

court. The case began after federal agents made a 2013 illegal-immigration arrest 

near the U.S.-Mexico border. The defendants argued they were not in the United 

States but in Mexico, which would make the arrest illegal. One of the federal 

agents used a Google Earth application installed on his GPS device that 

established that the arrest took place in Arizona. The presentation of digital 

                                                
37 Willow Dawn Becker, 10 MODERN FORENSIC SCIENCE TECHNOLOGIES (Oct 15, 2018, 15:05) 
https://www.forensicscolleges.com/blog/resources/10-modern-forensic-science-technologies. 
38 Ben Cole, evidence in court (Oct 15, 2018, 15:06) 
https://searchcompliance.techtarget.com/feature/Governance-needs-shift-as-digital-evidence-in-court-becomes-
common. 
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evidence in court leads to a conviction, which the defendant appealed to the 

Ninth Circuit Court in San Francisco by arguing that the satellite image was 

"impermissible hearsay." A Ninth Circuit panel ruled against the appeal &allowed 

the GPS evidence to be used in the case. 

C. Introduction to computer forensics39 

1. Hacking: modifying a computer in a way which was not originally intended in order 

to benefit the hacker’s goals. 

2. Denial of Service attack: an attempt to prevent legitimate users of a computer 

system from having access to that system’s information or services. 

3. Metadata: data about data. It can be embedded within files or stored externally in a 

separate file &may contain information about the file’s author, format, creation date 

&so on. 

4. Write blocker: a hardware device or software application which prevents any data 

from being modified or added to the storage medium being examined. 

5. Bit copy: ‘bit’ is a contraction of the term ‘binary digit’ &is the fundamental unit of 

computing. A bit copy refers to a sequential copy of every bit on a storage medium, 

which includes areas of the medium ‘invisible’ to the user. 

6. RAM: Random Access Memory. RAM is a computer’s temporary workspace &is 

volatile, which means its contents are lost when the computer is powered off. 

7. Key-logging: the recording of keyboard input giving the ability to read a user’s typed 

passwords, emails &other confidential information. 

D. Cyber forensics40 computer forensics, is the application of scientifically proven 

methods to gather, process, interpret, &to use digital evidence to provide a 

conclusive description of cyber-crime activities.  Cyber forensics also includes 

the act of making digital data suitable for inclusion into a criminal investigation. 

Today cyber forensics is a term used in conjunction with law enforcement &is 

offered as courses at many colleges &universities worldwide. 

                                                
39Supra 14. 
40 Vangie Beal, Cyber Forensic (Oct 15, 2018, 15:10) 
https://www.webopedia.com/TERM/C/cyber_forensics.html. 
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E. Cyber forensics41Forensics can be defined as the use of technology & science for 

investigation & fact recovery when dealing with criminal matters. Computer 

forensics is the technological aspect of retrieving evidence to use within criminal 

or civil courts of law. They are able to recover damaged & deleted files. Some 

cases, in particular, used the art of computer forensics as their lead of evidence 

to indict a criminal offender or find the location of a missing person. 

Example one:- 

Chandra Levy, who went missing on April 30, 2001, was a Washington, D.C. 

intern whose disappearance was widely publicized. While her location was 

unknown, she had used the Internet as well as e-mail to make travel 

arrangements &to communicate with her parents. The use of this technology 

helped a computer criminalist trace her whereabouts. The information found on 

her computer led police to her location, even though she had been missing for 

one year. 

Example two:- 

There have been a number of cases at private schools where authority figures 

have been charged with possession of child pornography. These discoveries were 

made using computer forensics. By tracking the buying &selling of pornography 

online, computer forensic investigators have been able to locate people involved 

in these crimes. They are able to use information found on the computers as 

circumstantial evidence in court, allowing the prosecution to occur. 

Example three:- 

A final example of how computer forensics is affecting the current workplace is 

the aspect of security. Employees' work computers are now being monitored to 

ensure no illegal actions are taking place in the office. They also have heightened 

security so outsiders cannot access a company’s confidential files. If this security 

is broken a company is then able to use computer forensics to trace back to which 

                                                
41Id. 
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computer was being tampered with &what information was extracted from it, 

possibly leading to the guilty parties &other potential parties involved. 

F. Computer forensic NZ42It is the forensic analyst’s responsibility to avoid any 

change of data on a device that may be used as evidence in court. The audit trail 

created by the analyst must also be clearly understandable &a third party should 

be able to achieve the same results using the same processes. 

G. Computer forensics43because computer forensics is a new discipline, there is 

little standardization & consistency across the courts & industry. As a result, it is 

not yet recognized as a formal “scientific” discipline. We define computer 

forensics as the discipline that combines elements of law & computer science to 

collect & analyze data from computer systems, networks, wireless 

communications, & storage devices in a way that is admissible as evidence in a 

court of law. 

H. Importance of Computer Forensics44 It is necessary for network administrator 

& security staff of networked organizations to practice computer forensics & 

should have knowledge of laws because rate of cyber-crimes is increasing greatly. 

It is very interesting for managers & personnel who want to know how computer 

forensics can become a strategic element of their organization security. 

Personnel, security staff & network administrator should know all the issues 

related to computer forensics. Computer experts use advanced tools & 

techniques to recover deleted, damaged or corrupt data & evidence against 

attacks & intrusions. These evidences are collected to follow cases in criminal & 

civil courts against those culprits who committed computer crimes. 

I. The Importance of Digital Forensics45Just as in the physical world, we leave 

traces of ourselves – fingerprints, hairs, clothing fibres, DNA, etc. – when we 

                                                
42 Computer forensic NZ, What is computer forensics? (Oct 15, 2018. 15:14) 
https://www.datarecovery.co.nz/forensic-investigation/what-is-computer-forensics/ 
43Supra 5. 
44 Radha Krishan, Importance of Computer Forensics (Oct 15, 2018, 15:17) 
 http://ezinearticles.com/?Importance-of-Computer-Forensics&id=1116636. 
45 Finjan Team, The Importance of Digital Forensics (Oct 15, 2018, 15:19) 
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move & interact with people, places, & objects, so too do activities in the digital 

realm leave pieces or echoes of themselves. These virtual or digital traces – think 

file fragments, activity logs, timestamps, metadata, & so on – may be deemed to 

be of value, for any number of reasons. They may be useful as evidence in 

establishing the origins of a document or piece of software, for legal purposes in 

determining the activities of the parties involved in a criminal case, or even as a 

resource for cyber-criminals looking to reconstruct information or identifying 

credentials on their victims. Whatever the motivation, the examination, 

interpretation, or reconstruction of trace evidence in the computing 

environment falls within the realm of digital forensics. 

J. FUTURE OF DIGITAL FORENSICS FACES SIX SECURITY CHALLENGES IN 

FIGHTING BORDERLESS CYBER CRIME & DARK WEB TOOLS46Modern 

forensics methods cover three main areas: stored data & file system analysis, 

network forensics, & reverse engineering, which involves inspecting malware 

samples, traces, network traffic, & log files. 

K. Challenges faced by Cyber Forensic Investigator – Concepts 

&Techniques47A national workshop found that the most important challenges 

in Cyber Forensics were education, training & funding, the size of memory, data 

volume, & understanding of technology (Baggili & Breitinger, 2017). Cyber 

forensic investigators are very vital in various cases today given that there has 

been a rapid change in technology over the years. This knowledge is very crucial 

today especially in court cases where the use of this kind of technology has seen 

into it that there has been a change in the way various cases that proved hard to 

make a conclusion be easy. 

                                                
 https://blog.finjan.com/the-importance-of-digital-forensics/. 
46Lori M Camron, FUTURE OF DIGITAL FORENSICS FACES SIX SECURITY CHALLENGES IN FIGHTING 
BORDERLESS CYBERCRIME AND DARK WEB TOOLS (Oct 18, 2018, 9:44) 
https://publications.computer.org/security-and-privacy/2018/03/01/digital-forensics-security-challenges-
cybercrime/. 
47 FADI ABU ZUHRI, Challenges faced by Cyber Forensic Investigator – Concepts and Techniques (Oct 18, 
2018, 09:55) https://digitalforensicsmagazine.com/blogs/?p=2197. 
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L. Hurdles in Cyber Forensic Investigation in India48 It has been observed that 

due to lack of knowledge & advancements, cyber wings in India are struggling 

while combating with cyber-crimes, this paper presented some issue which 

should be focused on while dealing with computers crimes & evidences, which 

will help the investigating authority to upgrade against present scenario. 

M. Cyber forensic & electronic evidence: challenges in enforcement an 

inadmissibility49it is quite notable achievement for law enforcement agencies & 

legislators that India has kept pace with the changing technological trends & 

introduced extremely important amendments in its laws to cater to the demands 

of technology. The only thing which needs a special & urgent attention is the 

training imparted to the implementing authorities so that the provisions are 

adequately enforced. Hopefully in years to come this problem will also be 

redressed & the country will witness a totally new, refreshed & technologically 

sound legal & enforcement framework. 

N. Challenges of Digital Forensics in Cloud Computing Environment50  Cloud 

computing is becoming most promising technology in recent days. It offers the 

scalable elastic services to many users at a time & it helps to access the resources 

quickly from cloud service provider. Digital forensics is part of computer 

forensics. Various challenges of cloud hinder the process of cloud forensics so 

that no standard framework for cloud forensics can be designed. This paper 

gathers the challenges & possible solutions. This paper also presents various 

challenges in every step of cloud forensics with probable solutions that can 

mitigate those challenges. This paper also proposed a solution for collecting 

snapshots as evidence in Eucalyptus Cloud & proposed effective framework for 

cloud forensics. 

                                                
48Kirankumar Akate Patil, Shrinivas Vyawahare, Kiran Shejul &Madhuri Girase, Hurdles in Cyber Forensic 
Investigation in India, IOSR-JCE, pg. 18-22 http://www.iosrjournals.org/iosr-jce/papers/Conf.17003/Volume-
2/4.%2018-21.pdf. 
49 Samarth, Cyber Forensics & Electronic Evidences: Challenges In Enforcement & Their Admissibility(Oct 16, 
2018, 13:45) http://www.legalservicesindia.com/article/975/Cyber-Forensics-&-Electronic-Evidences:-
Challenges-In-Enforcement-&-Their-Admissibility.html. 
50 Radha Rani, Challenges of Digital Forensics in Cloud Computing Environment (Oct 16, 2018, 13:50) 
http://www.indjst.org/index.php/indjst/article/view/93051. 
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O. Cyber forensic facility in India is inadequate51Training & orientation is the 

key to dealing with cyber-crime. States have made some efforts in training their 

police officials. In fact, NASSCOM’s Data Security Council of India has opened 

eight labs to train police officials. The CBI training academy at Ghaziabad, C-

DAC’s Cyber Resource Centre in Thiruvananthapuram, National Police Academy 

& Central Detective Training Schools also impart such kind of training. However, 

considering the rapid & quick growth & changes in the nature of cybercrimes & 

digital evidence, we do not have adequate facilities for advanced training in this 

field. The good news is that central government with the help of state 

governments is trying to start such advanced training facilities for the police 

officials. The project is on the anvil & will be launched very soon. The Bureau of 

Police Research & Development (BPR&D), along with other government 

departments, will be playing a crucial role in this project. A plan is being chalked 

out & it will be in accordance with the IT security policy. 

P. Cyber forensic in India52 Cyber Forensics may be alive or dead. Traditionally, 

Cyber Forensics Investigations were performed after pulling the plug & then 

subsequently imaging the media under investigation. The contemporary practice 

is to perform live analysis to get useful volatile data that is lost the moment a 

computer is turned off or after the pulling of the plug. 

RESEARCH METHODOLOGY 

The study seeks to explore crisp & involves the ascertainment of affairs in respect of any 

problem issues & questions & for that descriptive approach will be adopted. Moreover, 

this research paper is interested to explain what kind of legal & administrative 

mechanism has been designed. 

The research paper is also to some extent is exploratory in nature where the researcher 

will study & try to find out the unknown or partly known facts. 

 

                                                
51 Ankita Lahiri, Cyber forensic facility in India is inadequate(Oct 16, 2018, 13:52) 
 https://www.governancenow.com/views/interview/cyber-forensic-facility-india-inadequate. 
52 Ram Kumar, forensic science (Oct 16, 2018, 13:58) http://computerforensicsinindia.blogspot.com/. 
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OBJECTIVE 

1. To understand the definition of computer forensics fundamentals.  

2. To describe the types of computer forensics technology.  

3. To analyze various computer forensics systems.  

4. To illustrate the methods for data recovery, evidence collection and data seizure.  

HYPOTHESIS 

The Hypothesis of this study is to find out through doctrinal research whether the 

experts have necessary tools for collection of digital evidence. These all questions are 

the part of the technique used by forensic experts. 

 

I.I. CYBER CRIME AND ITS KIND 

 

CYBER CRIME 

Cyber crimes are any crimes that involve a computer &a network. In some cases, the 

computer may have been used in order to commit the crime, &in other cases, the 

computer may have been the target of the crime.53 

 

The adopted definitions of cyber crime are:54 

 Cyber Dependent Crimes, where a digital system is the target as well as the 

means of attack.  These include attacks on computer systems to disrupt IT 

infrastructure, &stealing data over a network using malware. The purpose of the 

data theft is usually to commit further crime. 

 Cyber Enabled Crimes, ‘existing’ crimes that have been transformed in scale or 

form by their use of the internet.  The growth of the internet has allowed these 

crimes to be carried out on an industrial scale. 

                                                
53  Jennifer Williams, What Is Cyber Crime? - Definition, Types & Examples (Oct 15, 2018, 17:48) 
https://study.com/academy/lesson/what-is-cyber-crime-definition-types-examples.html 
54BEDFORSHIRE POLICE, what is cyber crime (Oct 15, 2018, 17:55) 
https://www.bedfordshire.police.uk/information-and-services/Crime/Cyber-crime-and-online-safety/What-is-
cyber-crime 
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 The use of the internet to facilitate drug dealing, people smuggling &many other 

'traditional' crime types. 

1. COMPUTER VIRUSES are computer programs that, when opened, put copies 

of themselves into other computers' hard drives without the users' consent. 

Creating a computer virus &disseminating it is a cyber crime. The virus may steal 

disk space, access personal information, ruin data on the computer or send 

information out to the other computer user's personal contacts. The most 

common way for a virus to infect a computer is by way of an email attachment. 

An example would be if you received an email with an attachment. You open this 

attachment, &the virus immediately spreads through your computer system. In 

some cases, if the virus is opened by a computer on a system network, such as 

your place of employment, the virus can immediately be spread throughout the 

network without needing to be sent via email.55 

2. CYBER STALKING is the use of the Internet or electronics to stalk or harass an 

individual, an organization or a specific group. There are many ways in which 

cyber stalking becomes a cyber crime. Cyber stalking can include monitoring 

someone's activity real-time, or while on the computer or device in the current 

moment, or while they are offline, or not on the computer or electronic device. 

Cyber stalking becomes a crime because of the repeated threatening, harassing 

or monitoring of someone with whom the stalker has, or no longer has, a 

relationship.56 

3. IDENTITY THEFT is a form of stealing someone's personal information 

&pretending to be that person in order to obtain financial resources or other 

benefits in that person's name without their consent. Identity theft is considered 

a cyber crime. The personal information stolen can include the person's name, 

social security number, birth date or credit card numbers. This stolen 

                                                
55Supra 46. 
56Supra 46. 
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information is then used to obtain new credit cards, access bank accounts or 

obtain other benefits, such as a driver's license.57 

4. HACKING- Hacking comes from the term “hacker”, which is someone who 

enjoys &is an expert in computer programming languages &systems. Hacking, in 

this sense, means using unusually complex &clever methods to make computers 

do things. For some time, however, the popular press has used the word “hacker” 

&“hacking” in a negative way to refer to individuals who try to get into computer 

systems in order to steal, corrupt, or illegitimately view data. Hackers themselves 

maintain that the proper term for such individuals is “cracker”, &that their 

activities should be called cracking. However, in order to be consistent with the 

most common usage of the word, we use “hacking” here to refer to unauthorized 

access.58 

5. LOGIC BOMB- In a computer program, a logic bomb, also called slag code, is 

programming code, inserted surreptitiously or intentionally, that is designed to 

execute (or "explode") under circumstances such as the lapse of a certain amount 

of time or the failure of a program user to respond to a program command. It is 

in effect a delayed-action computer virus or Trojan horse. A logic bomb, when 

"exploded," may be designed to display or print a spurious message, delete or 

corrupt data, or have other undesirable effects. Some logic bombs can be 

detected &eliminated before they execute through a periodic scan of all 

computer files, including compressed files, with an up-to-date anti-virus 

program. For best results, the auto-protect &email screening functions of the 

anti-virus program should be activated by the computer user whenever the 

machine is online. In a network, each computer should be individually protected, 

in addition to whatever protection is provided by the network administrator. 

Unfortunately, even this precaution does not guarantee 100-percent system 

immunity.59 

                                                
57Supra 46. 
58Cybercrime.org.za, Hacking Definition(Sep 27,2018,14:18) http://cybercrime.org.za/hacking/. 
59Margaret Rouse, Logic Bomb(Slag Code) Sep 27, 2018, 14:41) 
https://searchsecurity.techtarget.com/definition/logic-bomb. 
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6. DENIAL OF SERVICE ATTACK- A DOS attack is an attack meant to shut down 

a machine or network, making it inaccessible to its intended users. DoS attacks 

accomplish this by flooding the target with traffic, or sending it information that 

triggers a crash. In both instances, the DoS attack deprives legitimate users (i.e. 

employees, members, or account holders) of the service or resource they 

expected. 

Victims of DoS attacks often target web servers of high-profile organizations 

such as banking, commerce, &media companies, or government &trade 

organizations. Though DoS attacks do not typically result in the theft or loss of 

significant information or other assets, they can cost the victim a great deal of 

time &money to handle. 

7. PHISHING ATTACK- Phishing is a type of social engineering attack often used 

to steal user data, including login credentials &credit card numbers. It occurs 

when an attacker, masquerading as a trusted entity, dupes a victim into opening 

an email, instant message, or text message. The recipient is then tricked into 

clicking a malicious link, which can lead to the installation of malware, the 

freezing of the system as part of a ransomware attack or the revealing of sensitive 

information. An attack can have devastating results. For individuals, this 

includes unauthorized purchases, the stealing of funds, or identity theft. 

Moreover, phishing is often used to gain a foothold in corporate or governmental 

networks as a part of a larger attack, such as an APT event. In this latter scenario, 

employees are compromised in order to bypass security perimeters, distribute 

malware inside a closed environment, or gain privileged access to secured data. 

An organization succumbing to such an attack typically sustains severe financial 

losses in addition to declining market share, reputation, &consumer trust. 

Depending on scope, a phishing attempt might escalate into a security incident 

from which a business will have a difficult time recovering.60 

8. EMAIL BOMBING- An email bombing is a form of Internet abuse which is 

perpetrated through the sending of massive volumes of email to a specific email 

                                                
60 ImpervaIincapsula, phishing attacks (Sep 27, 2018, 14:57) ttps://www.incapsula.com/web-application-
security/phishing-attack-scam.html. 
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address with the goal of overflowing the mailbox &overwhelming the mail server 

hosting the address, making it into some form of denial of service attack. An 

email bomb is also known as a letter bomb.61 

9. WEB JACKING- This term is derived from the term hi jacking. In these kinds of 

offences the hacker gains access &control over the web site of another. He may 

even change the information on the site. This may be done for fulfilling political 

objectives or for money. E.g. recently the site of MIT (Ministry of Information 

Technology) was hacked by the Pakistani hackers &some obscene matter was 

placed therein. Further the site of Bombay crime branch was also web jacked. 

Another case of web jacking is that of the ‘goldfish’ case. In this case the site was 

hacked &the information pertaining to gold fish was changed.62 

10. CYBER STALKING- Cyber stalking is a crime in which the attacker harasses a 

victim using electronic communication, such as e-mail or IM, or messages posted 

to a Web site or a discussion group. A cyber stalker relies upon the anonymity 

afforded by the Internet to allow them to stalk their victim without being 

detected. Cyber stalking messages differ from ordinary spam in that a cyber 

stalker targets a specific victim with often threatening messages, while the 

spammer targets a multitude of recipients with simply annoying messages.63 

11. DATA DIDDLING- Data diddling occurs when someone with access to 

information of some sort changes this information before it is entered into a 

computer. This is done to provide some sort of benefit to the data diddler, 

generally financial, &is a common method of computer-related crime. Data 

diddling can occur at various points along the chain of information entry, &it is 

often very subtle &virtually undetectable. It can be something as small as a time 

clerk substituting his own name or employee number for another employee's 

name or number. It can be combated by ensuring that all information is identical, 

whether it is a hard copy or the data within a digital system.64 

                                                
61 thechopedia,email bomb (Sep 27, 2018, 15:01) https://www.techopedia.com/definition/1655/email-bomb 
62 Kanika Seth, Web Jacking(Sep 27, 2018, 15:03)  http://www.karnikaseth.com/what-is-web-jacking.html. 
63  Margaret Rouse, CYBER STALKING (Sep 27, 2018, 15:06) 
https://searchsecurity.techtarget.com/definition/cyberstalking. 
64 Tanushree Sharma, What is Data Diddling (Sep 27, 2018, 15:09) 
https://www.legistify.com/QnA/answer/1920-what-is-data-diddling. 
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12. IDENTITY THEFT &CREDIT CARD FRAUD- Credit card fraud typically occurs 

when someone steals your credit card information &uses it to make 

unauthorized purchases, Tyson says. This can be done by taking your purse or 

wallet. Alternatively, if the criminal works at a retail store or in a restaurant, he 

or she may simply copy your credit card information during a transaction. With 

identity theft, criminals obtain other people’s personal information for their own 

economic gain, Tyson says. Personal data, such as Social Security numbers, birth 

dates &bank account numbers can be used to assume your identity.65 

13. SALAMI SLICING- Salami Slicing is a form of financial cyber-attack where the 

criminal takes an amount of money that is so insignificant that a single case is 

completely unnoticed. The amount of money taking in every case would be very 

little (say Rs.5), however the number of cases would be large. Therefore, each 

individual victim would incur a very small loss, but the criminal would make a 

sizeable amount. For example, a bank employee inserts a program into the bank’s 

servers that takes away a very small amount (say Rs.5) a month from every 

account. None of the account holders would notice this unauthorized removal of 

money because it is too small to notice. However due to the sheer number of 

accounts from which money is taken, the employee would make a sizable 

amount of money every month. 

14. SOFTWARE PIRACY- Software piracy is the stealing of legally protected 

software. Under copyright law, software piracy occurs when copyright protected 

software is copied, distributed, modified or sold. Software piracy is considered 

direct copyright infringement when it denies copyright holders due 

compensation for use of their creative works.66 

I.II. FORENSIC SCIENCE EXPERTS IN CYBER CRIME 

As more &more users go mobile &utilize interconnected devices, computers are often 

at the center of incidents &investigations. Evidence for discussion in a court of law is 

                                                
65 CK STAFF, What’s the difference between credit card fraud and identity theft? (Sep 27, 2018, 15:13) 
https://www.creditkarma.com/credit-cards/i/credit-card-fraud-identity-theft/. 
66 Techopedia, what is software piracy (Oct 7, 2018, 20:21) 
https://www.techopedia.com/definition/4361/software-piracy. 
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often gathered thanks to the skills of digital forensic experts that can extract crucial data 

from electronic devices belonging to the affected parties. Law officials sometime depend 

on the testimony of computer forensic analysts specialized in e-discovery; these experts 

are called to work directly with police officers &detectives to aid in identifying, 

preserving, analyzing &presenting digital evidence to help solve crime cases.67 

 

Computer Forensic Experts 

 

The job of the forensic experts is to “help identify criminals &analyze evidence against 

them,” says Hall Dillon in a career outlook post for the U.S. Bureau of Labor Statistics. 

Today’s computer forensic analysts are capable of recovering data that have been 

deleted, encrypted or are hidden in the folds of mobile devices technology; they can be 

called to testify in court &relate the evidence found during investigations. They can be 

involved in challenging cases, to include the verification of offenders’ alibis, 

examination of Internet abuse, misuse of computing resources &network usage in 

making computer-related threats. Forensic experts can be called upon to support major 

cases involving data breaches, intrusions, or any other type of incidents. By applying 

techniques &proprietary software forensic applications to examine system devices or 

platforms, they might be able to provide key discoveries to pin who was/were 

responsible for an investigated crime. The rapidly growing discipline of computer 

forensics has become its own area of scientific expertise, with accompanying training 

&certifications (CCFE, CHFI). According to Computer Forensics World, a community 

of professionals involved in the digital forensics industry, the certified individuals in this 

field are responsible for the identification, collection, acquisition, authentication, 

preservation, examination, analysis, &presentation of evidence for prosecution 

purposes.68 

 

Process of Computer Forensic 

 

                                                
67 Daniel Brecht, computer crime investigation using forensic tools and techniques (Oct 15, 2018, 18:31) 
https://resources.infosecinstitute.com/computer-crime-investigation-using-forensic-tools-and-technology/#gref. 
68Id. 
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Incident Response As mentioned in the introduction, Incident Reponse is an 

organization’s reaction to unlawful or unacceptable actions involving a computer or 

network component. Instead of being caught unprepared &starting a chaotic &possibly 

devastating response, a systematic &well-organized approach should be used to react. 

Therefore incidents are usually handled by a so-called Computer Security Incident 

Response Team, or CSIRT, which is comprised of personnel with different qualifications 

that are needed during the response process, in particular people with legal &technical 

expertise. The CSIRT will then coordinate the appropriate response to an incident, 

effectively providing a Computer Security Incident Response Capability (CSIRC).69 

 

Pre-incident Preparation Pre-incident preparation is an ongoing phase, &it is actually 

the only one that takes place even before an incident occurs. Its purpose is to prepare 

the organization &the CSIRT for a possible incident. Preparing the organizing may 

involve implementing host &network-based security measures, e.g. an Intrusion 

Detection System. To make sure that a CSIRT is able to handle an incident well; all 

hardware &software needed have to be provided. Appropriate training for the members 

of the CSIRT is mandatory to maintain an effective Incident Response Capability.70 

 

Detection of Incidents Since obviously no incident can be responded to until it is 

detected first, detection of incidents is a very important part of IR. Generally speaking, 

anyone from a system administrator to a regular employee with no technical 

background could detect an incident. That is why it is important to have clear guidelines 

for all members of an organization explaining how to react to suspicions that something 

might be wrong. Most importantly it should be known who should be notified &what 

details have to be recorded, so that the CSIRT may take over the IR process as quickly 

as possible to further investigate the potential incident.71 

Initial Response During Initial Response, the collection of information concerning the 

incident that has started in the previous phase continues. The goal is to gather enough 

                                                
69 Felix C. Freiling, A Common Process Model for Incident Response and Computer Forensics. (Oct 15, 2018, 
18:39) https://pdfs.semanticscholar.org/ffec/5abb02dd451643b190c2bf0ffbd610666689.pdf. 
70Id.  
71Id.  
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information to allow formulation of an adequate response strategy in the next step. 

Typically, the data that is collected in this step consists of interviews of any persons 

involved in reporting the suspected incident, &available network surveillance logs or 

IDS reports, that may indicate that an incident occurred. At the end of this phase, the 

CSIRT should have confirmed that an incident actually occurred, should have identified 

the type of incident &the affected hosts &users, &should be able to assess the potential 

impact or damage. This will allow to make an informed decision about a viable response 

strategy.72 

 

Formulation of Response Strategy The goal of this phase is to formulate a response 

strategy which best fits the situation, thus “considering the totality of the 

circumstances” [5] that surround the incident. These circumstances include the 

criticality of the affected systems or data, what kind of attacker is suspected &what the 

overall damage might amount to. Also, an organization’s response posture, which 

defines its policy regarding the response to computer security incidents, may have a 

large impact on the choice of a response strategy. Because an incident might also induce 

legal or administrative action, the development of the strategy has to involve people 

responsible for the respective areas, which mean e.g. upper management executives or 

the Human Resources department.73 

 

Investigation of the Incident During the investigation of the incident, different types 

of evidence relevant to the incident, e.g. host- or network-based evidence, are collected 

in order to reconstruct the events that comprise the computer security incident. This 

reconstruction should provide explanations for what happened, when, how or why it 

happened &who is responsible. To achieve this, an investigation is typically divided into 

two steps: Data Collection &Data Analysis.74 

Reporting After the investigation of a computer security incident is finished, all the 

findings &results have to be documented in a written report. In this report, all 

investigative activities have to be documented, &all conclusions drawn have to be 

                                                
72Id. 
73 Id. 
74Id. 
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explained. The report should be written in a concise, yet understandable way, so that 

even non technical readers can follow. Because the results of the report might be used 

as evidence during a lawsuit, the report should be able to hold up against legal 

scrutiny.75 

 

Resolution The purpose of the Resolution phase is to take the right measures to 

contain an incident, solve the underlying problems that caused the incident &to take 

care that a similar incident will not occur again. All the necessary steps performed 

should be taken &their progress supervised to verify that they are effective. It is 

important that changes to the affected systems are only done after collecting possible 

evidence, otherwise that evidence might be lost. After the resolution of the incident is 

complete, it may be necessary to update security policies or the IR procedures, if the 

response to the incident exposed a weakness in current practices.76 

 

How Digital Devices are Collected 

 

On the scene: As anyone who has dropped a cell phone in a lake or had their computer 

damaged in a move or a thunderstorm knows, digitally stored information is very 

sensitive &easily lost. There are general best practices, developed by organizations like 

SWGDE &NIJ, to properly seize devices &computers. Once the scene has been secured 

&legal authority to seize the evidence has been confirmed, devices can be collected. Any 

passwords, codes or PINs should be gathered from the individuals involved, if possible, 

&associated chargers, cables, peripherals, &manuals should be collected. Thumb drives, 

cell phones, hard drives &the like are examined using different tools &techniques, &this 

is most often done in a specialized laboratory.77 

First responders need to take special care with digital devices in addition to normal 

evidence collection procedures to prevent exposure to things like extreme 

temperatures, static electricity &moisture. 

                                                
75Id. 
76Id. 
77NFSTC, a simplified guide to digital evidence (Oct 15, 2018, 18:54) 
http://www.forensicsciencesimplified.org/digital/how.html#top. 
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Seizing Mobile Devices78 

 

• Devices should be turned off immediately &batteries removed, if possible. Turning off 

the phone preserves cell tower location information &call logs, &prevents the phone 

from being used, which could change the data on the phone. In addition, if the device 

remains on, remote destruction commands could be used without the investigator’s 

knowledge. Some phones have an automatic timer to turn on the phone for updates, 

which could compromise data, so battery removal is optimal. 

 

• If the device cannot be turned off, then it must be isolated from its cell tower by placing 

it in a Faraday bag or other blocking material, set to airplane mode, or the Wi-Fi, 

Bluetooth or other communications system must be disabled. Digital devices should be 

placed in antistatic packaging such as paper bags or envelopes &cardboard boxes. Plastic 

should be avoided as it can convey static electricity or allow a build-up of condensation 

or humidity. 

In emergency or life threatening situations, information from the phone can be removed 

&saved at the scene, but great care must be taken in the documentation of the action 

&the preservation of the data. 

• When sending digital devices to the laboratory, the investigator must indicate the type 

of information being sought, for instance phone numbers &call histories from a cell 

phone, emails, documents &messages from a computer, or images on a tablet. 

 

Seizing Stand Alone Computers &Equipment: To prevent the alteration of digital 

evidence during collection, first responders should first document any activity on the 

computer, components, or devices by taking a photograph &recording any information 

on the screen. Responders may move a mouse (without pressing buttons or moving the 

wheel) to determine if something is on the screen. If the computer is on, calling on a 

computer forensic expert is highly recommended as connections to criminal activity 

may be lost by turning off the computer. If a computer is on but is running destructive 

software (formatting, deleting, removing or wiping information), power to the 

                                                
78Id. 
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computer should be disconnected immediately to preserve whatever is left on the 

machine.79 

 

Office environments provide a challenging collection situation due to networking, 

potential loss of evidence &liabilities to the agency outside of the criminal investigation. 

For instance, if a server is turned off during seizure that is providing a service to outside 

customers, the loss of service to the customer may be very damaging. In addition, office 

equipment that could contain evidence such as copiers, scanners, security cameras, 

facsimile machines, pagers &caller ID units should be collected. 

 

Computers that are off may be collected into evidence as per usual agency digital 

evidence procedures. 

1. X-WAYS FORENSICS- X-Ways Forensics is an advanced work environment for 

computer forensic examiners &our flagship product. Runs under Windows 

XP/2003/Vista/2008/7/8/8.1/2012/10*, 32 Bit/64 Bit, standard/PE/FE. 

Compared to its competitors, X-Ways Forensics is more efficient to use after a 

while, by far not as resource-hungry, often runs much faster, finds deleted files 

&search hits that the competitors will miss, offers many features that the others 

lack, as a German product is potentially more trustworthy, comes at a fraction 

of the cost, does not have any ridiculous hardware requirements, does not 

depend on setting up a complex database, etc.! X-Ways Forensics is fully 

portable &runs off a USB stick on any given Windows system without 

installation if you want. Downloads &installs within seconds (just a few MB in 

size, not GB). X-Ways Forensics is based on the Win Hex &disk editor &part of 

an efficient workflow model where computer forensic examiners share data 

&collaborate with investigators that use X-Ways Investigator.80 

2. SANS INVESTIGATIVE FORENSIC TOOLKIT-SIFT- The SIFT Workstation is 

a group of free open-source incident response &forensic tools designed to 

                                                
79Id. 
80 X WAYS, X-Ways Forensics: Integrated Computer Forensics Software ( Oct 08,2018, 00:56) http://www.x-
ways.net/forensics/. 
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perform detailed digital forensic examinations in a variety of settings. It can 

match any current incident response &forensic tool suite. SIFT demonstrates 

that advanced incident response capabilities &deep dive digital forensic 

techniques to intrusions can be accomplished using cutting-edge open-source 

tools that are freely available &frequently updated.  

3. ENCASE- Encase is the shared technology within a suite of digital 

investigations products by Guidance Software. The software comes in several 

products designed for forensic, cyber security, security analytics, &e-discovery 

use. Encase is traditionally used in forensics to recover evidence from seized 

hard drives. Encase allows the investigator to conduct in depth analysis of user 

files to collect evidence such as documents, pictures, internet history 

&Windows Registry information. The company also offers Encase training 

&certification. Data recovered by Encase has been used in various court 

systems, such as in the cases of the BTK Killer &the murder of Danielle van 

Dam.81 

4. THE CORONER’S KIT- TCT is a set of tools that were developed by Wietse 

Venema &Dan Farmer in order to collect &analyze forensic data from a 

computer system. It is built up from two groups of tools, one of which is to 

gather data in an unobtrusive manner, &the other is to analyze &process said 

data. It can collect such data as host information, IP addresses, &routing tables. 

It is also capable of taking a snapshot of the state of the file system, collecting 

such data as file permissions &ownership, MAC times [Appendix a 1.0], 

&cryptographic signatures of files. Additionally it can record what processes 

are running on the host &take copies of actual process memory. It can even 

retrieve files that have been deleted from the file system.82 

5. COFEE- The Computer Online Forensic Evidence Extractor (Coffee) is a USB 

thumb-drive developed by Microsoft that was distributed to more than 2000 

law-enforcement officers in 15 countries including the United States, Germany, 

New Zealand &Poland. Software on the device supports more than 150 

                                                
81 Guidance Software inc, Encase (Oct 08, 2018, 09:39) https://www.guidancesoftware.com/. 
82 GIAC Directory, the coroners kit (Oct 08,2018, 09:43) https://www.giac.org/paper/gsec/2074/introduction-
coroners-toolkit/100965. 
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commands that eliminate the need to seize the computer from the scene 

because it can gather the evidence right there. The commands can be used to 

decrypt passwords, analyze the Internet activity &data that is stored on the 

computer. The advantage of this method is that data can be analyzed while the 

computer is still connected to a network or the Internet which is not possible 

if the computer is seized. Some blogs have gone so far as to assume that 

Microsoft would give Vista backdoor keys to the police but the original article 

at the Seattle Times did not mention that at all. The tools on the USB device 

provide a set of commands that speed up the evidence gathering process 

&allow that process to be started while the computer is still running in its local 

environment.83 

6. BULK EXTRACTOR- bulk extractor is a program that extracts features such as 

email addresses, credit card numbers, URLs, &other types of information from 

digital evidence files. It is a useful forensic investigation tool for many tasks 

such as malware &intrusion investigations, identity investigations &cyber 

investigations, as well as analyzing imagery &password cracking. 84 

7. REGISTRY RECON- Registry Recon, developed by Arsenal Recon, is a 

powerful computer forensics tool used to extract, recover, &parse registry data 

from Windows systems. The process of manually scouring Windows Registry 

files proves to be extremely time consuming &leaves gaping holes in the ability 

to recover critical information. What makes this tool superior to others is its 

capability to examine registry files not only from the current installation of a 

Windows operating system, but former installations as well. In addition, this 

application can be used to quickly &efficiently determine external devices that 

have been connected to the computer. The company’s slogan is, “Computer 

forensics tools by computer forensics experts.” This tool certainly affirms the 

slogan!85 

                                                
83 Martin Brinkmann, Computer Online Forensic Evidence Extractor  (Oct 08,2018, 10:05) 
https://www.ghacks.net/2008/04/29/computer-online-forensic-evidence-extractor/. 
84 Kali tools, Bulk-extractor (Oct 08,2018, 10:18) https://tools.kali.org/forensics/bulk-extractor. 
85Cherly A Purdy, Registry Recon  (Oct 08,2018, 10:25) 
https://www.forensicfocus.com/c/aid=156/reviews/2016/registry-recon/. 
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8. CAINE- CAINE (Computer Aided Investigative Environment) is a professional-

grade digital forensic Linux distro. It uses an old-school desktop environment 

hardened with top-notch specialty tools. CAINE provides tight security &built-

in digital investigation tools, but it is less inviting for non-forensic specialists 

to use as an everyday Linux desktop. However, it could serve the purpose for 

users who are willing to handle several interface inconveniences. CAINE is an 

Italian GNU/Linux derivative built around a complete investigative 

environment that is organized to integrate existing software tools as software 

modules. It does this through a mostly friendly graphical interface.86 

9. FORENSIC TOOL KIT- Also known as FTK, this application enables you to 

perform complete &thorough computer forensic examinations. FTK features 

powerful filtering &search functionality, &is recognized by law enforcement 

&corporate security professionals as the leading forensic tool for email analysis. 

Access Data’s Forensic Toolkit advances your investigation by giving you more 

time, power, &insight to each case. 

10. SLENTH KIT-The Slenth kit is a UNIX &Windows based tool which helps in 

forensic analysis of computers. It comes with various tools which help in digital 

forensics. This tool helps in analyzing disk images, performing in-depth 

analysis of file systems &various other things.87 

 

I.III. CONCLUSION 

With cybercrimes (i.e., any criminal act dealing with computers &networks) on the rise 

&threatening organizational data, as well as the increased use of digital devises by the 

general population, the analysis of digital evidence becomes a crucial element at many 

crime scenes. 

Forensic computing is now an exciting profession that places emphasis on the human 

element but also poses challenges due to the need of uncovering digital evidence in an 

                                                
86Jack M. Germain, CAINE Provides Sturdy Support for Forensic Specialists, (Oct 08, 2018, 10:33) 
https://www.linuxinsider.com/story/81353.html. 
87Supra 67. 
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ever-changing environment. Technology advances &the shift to networked &cloud 

environments where anti-forensic methods can easily come into play, obliges 

professionals in the fields to keep up to date &revise continuously standard operating 

procedures. 
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